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fec . . Lo 533
flowcontrol . . . . . . . oL Lo oL 534
IpacCess-groUP. . . . . . .« . o e e e e e e 535
ipaddress . . . . . . . . . ..o 536
ipaddressdhcp . . . . . . ..o o 000 L L 537
ipdhepclientclass-id . . . . . . . . . ..o 00000 oL 538
ipdhcpclientrequest . . . . . . . . .. ..o 539
ipdheprelay. . . . . . . . . ..o 540
ip dhcp snooping trust . . . . . ... ..o oL Lo oL oL 541
ipospf . . . ... oL 542

: Contents 11



ip ospf authentication. . . . . . . . . . .. L 543

ip ospf authentication-key . . . . . . . .. .00 L 544
ipospfbfd. . . . . . . .o 545
ipospfcost . . . . . . ..o 546
ip ospf database-filter. . . . . . . . . . . ... 00000 547
ipospfdead-interval . . . . . . . . . .. ..o 548
ipospfhello-interval . . . . . . . . . . ... Lo 549
ip ospf message-digest-key . . . . . . . . ... 550
ipospfmtu . . . . . . .. L 551
ipospf mtu-ignore . . . . . . . . . L. L L L L L 552
ipospfnetwork . . . . . . . . . ..o 553
ip ospf passive-interface. . . . . . . . . . . . L L L L. L. 554
ipospfpriority. . . . . . . . . L L. Lo 555
ip ospf retransmit-interval . . . . . . . . . .00 L 556
ipospfshutdown. . . . . . . . . .00 557
ip ospf transmit-delay. . . . . . . . . . .. 000000000 0L 558
ipport . . . ... 559
ip port-unreachable. . . . . . . . . . . .00 00000000 560
Ipproxy-arp. . . . . . . ..o oo e e e 561
ipredirects . . . . . . . . Lo 562
iprouterospf . . . . . . . . L. 563
ipunreachables . . . . . . . . . . ..o 564
ipvbaddress. . . . . . . . .. L. Lo 565
ipvbaddressdhcp . . . . . . ..o L0000 oL 566
ipvodhcprelay . . . . . . .. ..o 0oL 567
ipv6link-local . . . . . . . ..o 568
ipvénddad attempts . . . . . ... Lo 569
ipvé nd hop-limit. . . . . . . . . .. oo 570
ipv6 nd managed-config-flag. . . . . . . . . . .. ..o 571
ipvbndmtu . . . . ... L0000 oo 572
ipv6 nd other-config-flag . . . . . . . . . . .. L L 573
ipvéndprefix . . . . . .. oo 574
ipvénd ra-interval . . . . . . . .. L L 576
ipv6 nd ra-lifetime . . . . . . . . .. L0 577
ipv6 nd reachable-time . . . . . . . . . . ... L. 578
ipvé nd retrans-timer . . . . . . . . . . 00000000 579
ipvobnd suppress-ra. . . . . . . . . L L0 L0 oo 580
ipvébneighbor . . . . . . . . .00 581
lacpmin-links . . . . . .. .0 00000000 582
lacp port-priority. . . . . . . . . L Lo 583
lacp suspend-individual. . . . . . . . .. 584
lacp timeout . . . . . . . . ..o o Lo 585
lldpreceive . . . . . . . . . .. ..o Lo 586
lldp tlv-select . . . . . . . . . . . ..o 587
lldp transmit. . . . . . . . ... L L 589
lldp trap-notification . . . . . . . . . . .. 590
load-interval . . . . . . . . . .. ..o 591
mac port access-group . . . . . . . . . e e e 592
mac-learndisable. . . . . . . . ... 0000000000000 593
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service . . . . . . L L. .o
service-policy copp-system-policy . . . . . . . . . ..
service-policy input. . . . . . . . . . . ..o
service-policy output . . . . . . . . .. ..o oL
service-policy typeqos . . . . . . . . . ...
service-policy type queuing . . . . . . . . . . . . ..
sflowenable . . . . . . . . . . .00
shutdown . . . . . . . . ..o 0oL
snmp trap link-status . . . . . . . . .. ... 00
spanning-tree bpdufilter. . . . . . . . . . . ...
spanning-tree bpduguard . . . . . . . . . . . . L.
spanning-treecost . . . . . . . . . . . . . ... ..
spanning-tree disable . . . . . . . . . . .. . ...
spanning-treeenable . . . . . . . . . . . . ...
spanning-tree guardloop . . . . . . . . . . ...
spanning-tree guardroot . . . . . . . . . . . . . ..
spanning-tree link-type . . . . . . . . . . . . . .
spanning-treemst. . . . . . . . . . . . ...
spanning-treeport . . . . . . . . . . . . ...
spanning-tree port-priority. . . . . . . . . . . . . ..
spanning-tree vlan <vlan number>cost . . . . . . . . .

spanning-tree vlan <vlan number> port-priority

speed . . . .. L oL oL Lo

Chapter 6. Line Mode Commands .

line. . . . . . . . . . e
exec-timeout. . . . . . . . . . . .. ...
history . . . . . . . .. o000
privilege. . . . . . . . L ..o L Lo

Chapter 7. Class Map Mode Commands.

classsmaptypeqos . . . . . . . . . . . ...
class-map type control-plane. . . . . . . . . . . . ..
match. . . . . . . . .. ..o
class-map type queuing . . . . . . . . .. ... L.
match. . . . . . . .00

Chapter 8. Route Map Mode Commands

route-map . . . . ... L. Lo Lo
matchas-path . . . . . . . . ... ...
match community . . . . . . . . . .. ...
match extcommunity . . . . . . . . .. ..o 0L
match interface. . . . . . .. ... 0oL
matchip. . . . . . . .. oo
matchipv6. . . . . . . . ...
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matchmetric. . . . . . . . . . . . Lo 645

matchorigin. . . . . . . . . ..o 0000000 646
matchroute-type. . . . . . . . .. ..o 0000000 647
matchtag . . . . . . . . . L 648
apply aggregator. . . . . . . . . . . L L. L. Lo 649
applyas-path . . . . . . . ... L. 650
apply atomic-aggregate . . . . . . . . . . . .. L0000 L 651
apply comm-list . . . . . . ..o 652
apply community . . . . . ... L. L L 653
apply dampening . . . . . . . . . L Lo 654
apply extcommunity . . . . . . . . .. L. 655
applyipnext-hop . . . . . . . . . ..o o000 656
applyipvénext-hop . . . . . . . . .. o000 0oL 657
apply local-preference. . . . . . . . . . .. ..o 000000 658
applymetric. . . . . . .. .00 0000 oo 659
apply metric-type . . . . . .. Lo 660
applyorigin . . . . . . . . ..o Lo 661
apply originator-id . . . . . . . . . . ..o 0000000 662
applytag . . . . . . ..o 663
applyweight. . . . . . . . . .00 664
Chapter 9. BGP Configuration Mode Commands. . . . . . . . . . .665
routing-protocolbgp . . . . . . . . Lo 666
bestpath. . . . . . . . .. ..o o oo 667
bgp. . . .. 669
cluster-id . . . . . ... o000 oo 670
confederation . . . . . . . . . L L. oL Lo 671
dscp . . . . e 672
enforce-first-as. . . . . . . . . .. L L Lo 673
fast-external-failover . . . . . . . . . . . 0oL 0oL 0L 674
graceful-restart. . . . . . . . . . . . L L. Lo 675
graceful-restart-helper . . . . . . . . . . .. Lo 676
log-neighbor-changes . . . . . . . . . . . . . ... ... 677
maxas-limit . . . . .. 0L 000 Lo 678
neighbor . . . . . . . . o000 000 Lo 679
router-id . . . . . L 0oL L L 0L Lo 680
synchronization . . . . . . . . . . . . L ... L. 681
timers. . . . . . . . Lo e 682
unnumbered. . . . . .. L 0oL L 0L Lo 683
vrf Lo 684

Chapter 10. Address Family Mode Commands. . . . . . . . . . . .685

address-family . . . . . . . . . .. Lo 686
aggregate-address . . . . . . . . .. L L. L. 687
client-to-client reflection. . . . . . . . . . ... L. 688
dampening . . . . . . . ..o oL 689
distance. . . . . . . . . L Lo L Lo L 690
maximum-paths . . . . . . . .00 000000000 oo 691
network. . . . . .o oL L oL 692
network synchronization . . . . . . . . . . .. .00 00000 693
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nexthop . . . . . . ..o oo 694
redistribute . . . . . . . . L L L L L Lo e 695

Chapter 11. Neighbor Mode Commands. . . . . . . . . . . . . . .697

neighbor. . . . . . . . . L L. 698
address-family . . . . . . . . ..o 0000000000000 699
advertisement-interval . . . . . . . . . . . . . . . ... 700
bfd . . . . e 701
connection-retry-time . . . . . . . . . . .. 000000 702
description. . . . . . ... .00 o000 0oL 703
disallow-infinite-holdtime . . . . . . . . . . . . . . . . . . .. ... 704
dont-capability-negotiate . . . . . . . . . . . ... 705
dynamic-capability . . . . . . . .. 0000000000 oo 706
ebgp-multihop . . . . . . . . ..o oo oo 707
local-as . . . . . . . . . Lo e e e 708
maximum-peers . . . . . . . . . . ... 709
password . . . . . .. . L. 710
remote-private-AS . . . . . . . .00 L Lo 711
shutdown . . . . . . . . . . .. Lo 712
timers. . . . . . . . . e e e e e e 713
transport . . . . . . . . oL Lo 714
ttlsecurity . . . . . . . . ..o oL Lo 715
update-source . . . . . . . ... L L. 716
weight . . . . . . oL oL 717
Chapter 12. Neighbor Address Family Commands . . . . . . . . . .719
address-family . . . . . . . . ..o 000000000000 720
allowas-in . . . . . . . L L L L Lo 721
default-originate . . . . . . . . . . . 000000000 722
filter-list. . . . . . . . . . . oo e 723
maximum-prefix . . . . . . . ... .00 0L 724
next-hop-self. . . . . . . . . . .. ..o 725
prefix-list . . . . . . . . ..o ..o 726
route-map . . . . . . L L oo e e 727
route-reflector-client . . . . . . . . . . . . .. ... ..o 728
send-community . . . . . ... o000 00000 Lo 729
soft-reconfiguration. . . . . . . . . . . ... 00000000 0L 730
UNSUPPTESS-MAP . . . . . .« .+ v o v e o e e e e e e e 731

Chapter 13. OSPF Configuration Mode Commands . . . . . . . . . .733

routing-protocolospf . . . . . . . .. o000 o000 0oL 734
area <area id> authentication. . . . . . . . . . . . . . . . ... ... 735
area <area id>default-cost . . . . . . . . . . . . . ... ... 736
area <area id>filter-list . . . . . . . . . . . . . . . . .o 737
area<areaid>mnssa . . . . . . . . . . ..o 738
area<areaid>range. . . . . . . . . . . . . ..o 740
area<areaid>stub . . . . . . . . . . ... ... Lo 741
area <area id>virtual-link . . . . . . . . . . . . . ..o 742
auto-cost reference-bandwidth . . . . . . . . . . . . . . ... 743
bfd . . . . e 744
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default-information originate . . . . . . . . . . . . L L L. L L L. 745

default-metric . . . . . . . . . . L L ..o 746
distance. . . . . . . . . L L Lo e 747
enable db-summary-op . . . . . . . . . .00 0L 0L 748
log-adjacency-changes . . . . . . . . . . . . ... 749
max-concurrent-dd . . . . . . . . . . ... Lo 750
overflow . . . . . L. L e 751
redistribute . . . . . . . . . . L Lo o 752
rfc1583compatibility . . . . . .. Lo 753
router-id . . . . . . L L 754
shutdown . . . . . . . . . L e 755
summary-address . . . . . . . . ... 0oL L0 L oL 756
timerslsa-arrival . . . . . . . . . . . . . . . ..o 757
timers throttlelsa. . . . . . . . . . . . . . . . . . . ... .. 758
timers throttlespf . . . . . . . . . 000000 759

Chapter 14. Virtual Link ModeCommands . . . . . . . . . . . . .761

area <area id>virtual-link . . . . . . . . . . . . . .. ... ... .. 762
authentication . . . . . . . . . . . . .. Lo 763
authentication-key . . . . . . . . .o 00000000000 764
dead-interval . . . . . . . . . . . . .. Lo 765
hello-interval . . . . . . . . . . . . . . . ... 766
message-digest-key. . . . . . . . . L0 767
retransmit-interval . . . . . . . . . . . . . . . ... 768
transmit-delay . . . . . . . . ..o 769

Chapter 15. TACACS+ Server ModeCommands . . . . . . . . . . . TN

aaa group server tacacs+. . . . . . . . . .. ..o .o 772
SEIVET. . . . . . . . e e e e e e e e 773
use-vrf . ... L L L Lo 774

Chapter 16. LDAP ModeCommands . . . . . . . . . . . . . . . .775

featureldap . . . . . . . . L Lo 776
ldap-server profile . . . . . . . . . .. Lo 777
alias . . . . . L s e e 778
attribute. . . . . . . L L L L oo o 779
authorization . . . . . . . . . . . . .. L Lo 781
base-dn . . . . . . . . L L e e 782
bind-mode . . . . . . . . . . . Lo 783
group-filter . . . . . . . . Lo 784
host. . . . . . . . e e 785
PKi . . . 786
port. . ..o e e e 787
predefined-credential . . . . . . . . . . ..o 0000000 L 788
retransmit. . . . . . . L L L. L L Lo e e e 789
security . . . .. L L L L Lo Lo 790
timeout . . . . . . . . . L Lo 791
aaagroupserverldap. . . . . . . . ..o 0000000 792
SEIVET. .+ v v e e e e e e e e e e e e e e e e e 793
use-vrf . .. L L e e e e e 794
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Chapter 17. RADIUS Server ModeCommands . . . . . . . . . . . .795

aaagroup serverradius . . . . . . . . . .. .00 00000 L 796
SEIVEL . . v v v v e e e e e e e e e e e e e e e e e 797
source-interface . . . . . . . . . . . ... 798
use-vrf . ... L L s e e e 799

Chapter 18. SPAN Session ModeCommands . . . . . . . . . . . .801

monitor session. . . . . . . . . L. oL .o e e e e e 802
description. . . . . . . . ... Lo L Lo 803
destination. . . . . . . . . . . . L L Lo e e e 804
shut. . . . . . L s e e e 805
SOUICE. . v v v v v e e e e e e e e e e e e e e e e e 806

Chapter 19. Control Plane Mode Commands. . . . . . . . . . . . .807

control-plane. . . . . . . . . .00 00000 0oL Lo 808
service-policy . . . . . . . . ..o Lo 809
Chapter 20. Key Chain ModeCommands . . . . . . . . . . . . . .81
keychain . . . . . . . . ..o o000 oo 812
key . . . .o 813
accept-lifetime . . . . . . . .. 0000000000000 814
key-string . . . . . . . . .. ..o 816
send-lifetime. . . . . . . . . . . oL oL oL 817

Chapter 21.IP ACL ModeCommands. . . . . . . . . . . . . . . .819

ipaccess-list . . . . . . . ... oL Lo 820
deny . . . . . .o 821
denyicmp . . . . . . . . .o Lo 824
denytcp. . . . . . . oo L Lo 829
denyudp . . . . . . ..o oL 832
permit. . . . . .. L. oL 835
permiticmp . . . . . . . oL Lo 838
permittcp . . . . . . L L Lo 843
permitudp . . . . ... ..o 846
remark . . . ..o Lo L Lo 849
statisticsper-entry . . . . . . . . ... 0oL 000000 0oL 850

Chapter 22. ARP ACL ModeCommands . . . . . . . . . . . . . .851

arpaccess-list . . . . . . ..o 000000000 0oL Lo 852
deny . . . . .. Lo 853
permit. . . . . .. L Lo 855
statisticsper-entry . . . . . . . . . .. o000 oL 857

Chapter 23. MAC ACLModeCommands . . . . . . . . . . . . . .859

macaccess-list . . . . . . . L. . L L L. 860
deny . . . . ..o oL 861
permit. . . . . . L L. oL 864
statistics. . . . . . . L L L L L e e e e 867
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Chapter 24. MST ModeCommands . . . . . . . . . . . . . . . .869

spanning-tree mst configuration . . . . . . . . . . . ... 870
cancel. . . . . . L L L s e 871
exits . . . L L L e e e 872
instance. . . . . . . . . . L oL e e e e e e 873
NAME . . . . & v v e e e e e e e e e e e e e e e e e e 874
revision. . . . . . oL L L L L L e e e e e 875

Chapter 25. PKIModeCommands . . . . . . . . . . . . . . . . .877

pki. . . s 878
caimport . . . . . . L . L L Lo 879
cadelete. . . . . . . . . . L L 880
csrgenerate . . . . . . L L L L L L L L L e 881
csrexport . ..o oL L L Lo e 882
csrimport . . . .. L L oL e 883
host-cert generate . . . . . . . . . . ..o 0000000000 884
host-cert certificate import. . . . . . . . . .. .00 0000000 885
host-cert private-key import . . . . . . . . ... 00000000 886
host-certdelete. . . . . . . . . . . . . . . . . ... 887

Chapter 26. Policy Map Mode Commands. . . . . . . . . . . . . .889

policy-map . . . . . . . . ..o Lo 890
class . .. 891
apply . . . . oL 893
Chapter 27. VLAN ModeCommands . . . . . . . . . . . . . . . .895
vlan ..o 0L L oL 896
flood . . . . . ..o e 897
ipigmpsnooping. . . . . . . . . . . ... Lo 898
ip igmp snooping fast-leave . . . . . . . . . . . ... 899
ip igmp snooping last-member-query-interval . . . . . . . . . .. L. 900
ip igmp snooping mrouter interface. . . . . . . . . . . . L L. L 901
ipigmp snooping querier . . . . . . . . . . . . . ... 902
ip igmp snooping querier-timeout . . . . . . . . . . . . .. 0L L. 903
ip igmp snooping query-interval . . . . . . . . . . ..o 0L 904
ip igmp snooping query-max-response-time . . . . . . . . . . . . . .. 905
ip igmp snooping report-suppression . . . . . . . . . . . . ... L 906
ip igmp snooping robustness-variable. . . . . . . . . . . . . . .. L. 907
ip igmp snooping startup-query-count . . . . . . . . . . . . .. L. 908
ip igmp snooping startup-query-interval . . . . . . . . . . . . .. L. 909
ip igmp snooping static-group . . . . . . . . . . . ... Lo L 910
ipigmp snooping version . . . . . . . . . . . . ..o 911
Name . . . . . . . ... e e e 912
state . ... L L L Lo 913

Chapter 28. VRRP ModeCommands. . . . . . . . . . . . . . . .915

725 < 916
accept-mode. . . . . . . L L. Lol L 917
address . . . . .. L L e 918
advertisement-interval . . . . . . . . . . . . . .. ... ... 919
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preempt. . . . . . . .. Lo
priority . . . . . . . .. ..o Lo
shutdown . . . . . . . . . . . ...
switch-back-delay . . . . . . . . . . .. ... ..
track interface . . . . . . . . . . . . . . ... ..
track interface ethernet . . . . . . . . . . . . . ..
track interfacevlan . . . . . . . . . . . . ... ..
v2-compatible . . . . . . . ..o 000000

Chapter 29. VTEP Mode Commands .

hscmodevtep . . . . . . . . . . ..
hscvtep . . . . . . . ..o
devicename . . . . . . . . . . ...
hamodevlag. . . . . . . . . . . . ... ... ..
controllerip . . . . . . . . . . . ..o
controllerport . . . . . . . . . .. ...
controller providernsx . . . . . . . . . . . . . ..
controllervrf. . . . . . . . . . ..o
tunnelip. . . . . . . ..o o000 o000
vtepip . . . . . oL oo
vtepusername . . . . . . . . . L L L L L L L L L
vtepvrf . ..o Lo
vtep vxlan-ports ethernet . . . . . . . . . . . . ..
vtep vxlan-ports ethernetnone . . . . . . . . . . . .
vtep vxlan-ports port-aggregation . . . . . . . . . .
vtep vxlan-ports port-aggregationnone . . . . . . . .
vtep vxlan-ports vlag-instance . . . . . . . . . . . .
vtep vxlan-ports vlag-instancenone. . . . . . . . . .

Chapter 30. VDM Commands .

vdmnutanix . . . . . . . . . . . ... ...
addinterface. . . . . . . . . . . . . . .. .. ..
ipaddress . . . . . . . . . ...
refresh-vms-url. . . . . . . . . . . . . ... ...
refresh-vnet-url. . . . . . . . . . . . . ... ...
removeinterface . . . . . . . . . . . . . . . . ..
subscribe . . . . . . . ... ..o
topo-discovery-url . . . . . . . . . . ... .0
topo-startup-delay . . . . . . . . . ..o
unsubscribe . . . . . . ... Lo L.
USEINAIME . . . . . o o e e e e e e e e e
72 ¢ 1
vnic-stats . . . . . . . . . . . .. ...

Chapter 31. EVC Service Mode Commands .

SEervice . . . . . . ..o e
exit-service-instance-mode. . . . . . . . . . . . ..
serviceinstance. . . . . . . . . . . . . . . . . ..
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Chapter 32. DisplayCommands. . . . . . . . . . . . . . . . . .969

display aaa accounting . . . . . . . . . ... L. 970
display aaa authentication. . . . . . . . . . . ... ... 971
display aaa authorization . . . . . . . . . . . . . ... L. 972
display aaagroups . . . . . . . . . . ... ... 973
display aaa user default-role. . . . . . . . . . . .. ... 974
display access-lists . . . . . . . . . ..o o000 975
displayalias . . . . . . . . . . . ..o 977
display alias-config . . . . . . . . . . . ... .00 978
display arp access-lists . . . . . . . . . ... L. 979
display bannermotd . . . . . . . . . .. L. L. 980
displaybfd . . . . . . . . ..o 981
display bfd neighbors. . . . . . . . . . . . . ... 982
display bfd neighbors application . . . . . . . . . . . . . ... ... 983
display bfd neighborsdest-ip . . . . . . . . . . .. .. ... .. .. 984
display bfd neighbors interface. . . . . . . . . . . . . . ... L. 985
display bfd neighborssrc-ip . . . . . . . . . . . . . . ... 986
display bfd neighborsvrf . . . . . . . . . . . .o 987
displaybgp . . . . . . . . .o oo oo 988
display bgp community . . . . . . . . . L 989
display bgp community vef . . . . . . L. L L L 991
display bgp community-list . . . . . . . . .00 992
display bgp dampening . . . . . . . . . . . . ... L. 993
display bgp filter-list . . . . . . . . . . . Lo 994
display bgp inconsistent-as . . . . . . . . .. .00 000 L 995
display bgp neighbors . . . . . . . . . . ..o 996
display bgp neighbors flap-statistics . . . . . . . . . . . . .. .. .. 997
display bgp neighborsroutes . . . . . . . . . . . . .. ... L. 998
display bgp ip neighborsroutes . . . . . . . . . . . . . ... L L. 999
display bgp neighbors vrf . . . . . . . . . .. L 1000
display bgp nexthop-tracking . . . . . . . . . . . . .. .00 1001
display bgp nexthop-tree-details . . . . . . . . . . . . . . ... ... 1002
displaybgppaths . . . . . . . . . ..o 1003
displaybgp policy . . . . . . . . .. ..o 1004
display bgp prefix-list. . . . . . . . . . . . ..o o000 1005
display bgp process. . . . . . . . . .. ..o o L 1006
display bgp quote-regexp . . . . . . . . . . ..o Lo 1007
displaybgpregexp . . . . . . . . . . . 1008
display bgproute-map . . . . . . . . . . ... L 1009
display bgp sessions . . . . . . . . . . ... L. 1010
display bgp statistics . . . . . . . . . ... 1011
displaybgpvrf. . . . . . . . . L L. 1012
displayboot . . . . . . . . . ..o o oo 1013
display bridge-port interfaces brief . . . . . . . . . . ... 1015
displaycee . . . . . . . . . Lo 1016
display ceeapp-proto. . . . . . . . . . L L. 1020
displayceeets . . . . . . . . . . L. 1021
displayceepfc. . . . . . . . ... 1023
display cee pfccounters. . . . . . . . .. L. 1025
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display class-map. . . . . . . . . . . .00 1026

display class-maptype . . . . . . . . . . ..o 0000000 1027
displaycli . . . . . . . . ..o 0oL 1028
displayclock. . . . . . . . . . .00 1030
display cores. . . . . . . . . . . ..o L Lo 1031
display current. . . . . . . . . . . ..o 0oL oL 1032
displaydbg . . . . . . . . ..o 1033
displaydbgos . . . . . . . . ... .00 0oL 1036
display dotlg-tunnel . . . . . . . . . . .. .00 000000 L 1038
displayenv . . . . . . . . .00 o000 0oL 1039
display errdisable recovery . . . . . . . . . . ..o 000000 L 1041
display hardwareinternal . . . . . . . . . . . . . . ..o 0L 1042
display hardware internal buffer . . . . . . . . . . . . . ... L. 1043
display hardware internal cpu-mac . . . . . . . . . . . . . . ... .. 1044
display hostname. . . . . . . . . . .. ..o 00000000 1045
displayhosts. . . . . . . . . . . . ..o 1046
display interface . . . . . . . . . . o000 0oL L oL 1047
display hsc ovsdb connection. . . . . . . . . . .. ..o 0L 1050
display hsc restc connection . . . . . . . . . ... o000 0oL 1051
displayhscvtep . . . . . . . . .. .00 o000 oL 1052
display hsc vtep mac-address . . . . . . . . . . . ..o 1053
display hscvtep tunnels . . . . . . . . . . . . .. .00 000 1054
display hsc vtep virtual-network . . . . . . . . .. ..o 0000 L 1055
display hsc vtep virtual-port . . . . . . . . . . ... o000 0oL 1056
display interface ethernet . . . . . . . . . . . .. .00 0oL 1057
display interface loopback . . . . . . . . .. ..o 00000000 1059
display interfacemgmt . . . . . . . . ... 0000000000 1061
display interface port-aggregation . . . . . . . . . . .. .00 1063
display interfacevlan . . . . . . . . .. 00000000000 0L 1065
display interface counters . . . . . . . . . . . ..o 1067
display interface egress-discard-details . . . . . . . . . . . . . . . .. 1069
display interface ingress-discard-details . . . . . . . . . . . . . . . .. 1070
display interfacestatus . . . . . . . . . .. 000000000 0L 1071
display interface trunk . . . . . . . .. 000000000000 1073
display inventory. . . . . . . . . . . . o000 L0 Lo 1074
displayip access-lists . . . . . . . . . . . .00 o oL 1075
displayiparp . . . . . . . . . ..o 1076
display ip arp inspection. . . . . . . . . . . .. .00 0000 1078
display ip arp statistics . . . . . . . . . ... 00000000 0L 1079
display ip arp summary . . . . . . . . . . .. .00 1081
display ip as-path-access-list . . . . . . . . . . . . . ..o 1083
displayipbgp . . . . . . . . . 0oL 1084
display ip bgp attribute-info . . . . . . . ... 0000000000 L 1086
displayipbgpcidr-only . . . . . . . . . . .. ..o 00000 1087
display ip bgp community . . . . . . . . ..o 000000000 L 1088
display ip bgp community vef . . . . . . .00 00000000 0L 1089
display ip bgp community-info. . . . . . . . . ... 000000 L L 1090
display ip bgp community-list . . . . . . . . ... 00000000 L 1091
display ip bgp community-listvref. . . . . ..o 0000000000 1092
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display ip bgp dampening. . . . . . . . . . ..o o000 1093

display ip bgp extcommunity-list. . . . . . . . . .. 0L L 1094
display ip bgp filter-list . . . . . . . . . . ..o 1095
display ip bgp inconsistent-as . . . . . . . . . . .. .00 L. 1096
display ip bgp neighbors . . . . . . . . . . ... L. 1097
display ip bgp neighborsroutes . . . . . . . . . . . . . ... L. 1100
display ip bgp neighbors vrf . . . . . . . . . . ... L. 1102
displayipbgppaths . . . . . . . . . .. .00 1103
display ip bgp prefix-list . . . . . . . . . .00 1104
display ip bgp quote-regexp . . . . . . . . . . . ... L 1105
display ip bgp received-paths . . . . . . . . . . ... 0000 1106
displayipbgpregexp. . . . . . . . . . . ..o 1107
displayipbgproute-map . . . . . . . . . . ... 000000 L 1108
displayipbgpscan. . . . . . . . . . ..o 1109
display ip bgp statistic . . . . . . . . . ... 1110
display ip bgp summary. . . . . . . . . ... L. 1111
displayipbgpvrf . . . . . . . Lo 1113
displayipecmpweight . . . . . . . . . . . . .00 000 1114
display ip community-list . . . . . . . . .. .00 0000 1115
display ip dhcprelay . . . . . . . . . .o 1116
display ip dhep snooping . . . . . . ..o oL oL 1118
display ip extcommunity-list. . . . . . . . . . ... 1119
display ip forwarding. . . . . . . . . . ... 000000 1120
display ipigmp snooping . . . . . . . . . . . .00 1121
display ip igmp snoopingecp . . . . . . . . . .. ..o 1123
display ip igmp snooping groups. . . . . . . . . . . ... ... L 1124
display ip igmp snooping mrouter . . . . . . . . . . . . . . . .. .. 1126
display ip igmp snooping querier. . . . . . . . . . . . . . ... ... 1127
display ip igmp snooping statistics . . . . . . . . . .. ... 1128
display ipinterface . . . . . . . . . . .. L. oL 1130
displayipinternal . . . . . . . . . . ..o 0000000 1132
display ip load-sharing . . . . . . . . . . . ... 1134
displayipospf. . . . . . . . . . Lo 1135
display ip ospf border-routers . . . . . . . . . . . . ... 1136
display ip ospf database. . . . . . . . . . . . ... 1137
display ip ospf database <link-state ID> . . . . . . . . . . . . . . . .. 1138
display ip ospf database adv-router. . . . . . . . . . . . .. ... 1139
display ip ospf databasearea. . . . . . . . . . . .. ... 1140
display ip ospf database asbr-summary . . . . . . . . . . . .. L. 1141
display ip ospf database database-summary . . . . . . . . . . . . . .. 1142
display ip ospf databaseexternal . . . . . . . . . . . . . . ... L. 1143
display ip ospf databasenetwork. . . . . . . . . .. ... L L L. 1144
display ip ospf database nssa-external. . . . . . . . . . . . . . . . .. 1145
display ip ospf database opaque-area . . . . . . . . . . . . . . .. .. 1146
display ip ospf database opaque-as . . . . . . . . . . . . . . ... L. 1147
display ip ospf database opaque-link . . . . . . . . . .. ... 1148
display ip ospf databaserouter. . . . . . . . . . . . . ... L. 1149
display ip ospf database self-originated . . . . . . . . . . . . . . . .. 1150
display ip ospf database summary . . . . . . . . . . . . . ... 1151
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display ip ospfinterface . . . . . . . . . . . . ..o 0000 1152

display ip ospf multi-area-adjacencies. . . . . . . . . . . . . ... .. 1154
display ip ospf neighbors . . . . . . . . . . . .. ..o 000 1155
display ip ospf policy statistics redistribute. . . . . . . . . . . . .. .. 1157
display ip ospf retransmission-list. . . . . . . . . . . .. .00 0L L 1158
display ip ospfrib counters . . . . . . . . . . 00000000 0L 1159
displayipospfroute . . . . . . . . . . . ..o 1160
display ip ospf statistics . . . . . . . . . . ... .00 0000 1162
display ip ospf summary-address. . . . . . . . . . . . ... ... 1164
display ip ospf traffic . . . . . . . . . . .. .00 1165
display ip ospf virtual-links . . . . . . . . . . ..o 000000 1167
display ip prefix-list. . . . . . . . . . . ..o 00000000 1168
displayip protocols. . . . . . . . . .. ..o 1170
displayiproute. . . . . . . . . .. ..o 000000 Lo 1171
display ip route database . . . . . . . . ... 000000000 L 1173
display ip route interface . . . . . . . . . . . ..o 00000 0L 1175
display ip route summary . . . . . . . . . . .00 Lo 1177
display ip router-id vrfall . . . . . . . . ... 000000000 L 1178
display ip static-route . . . . . . . ..o 0oL 0oL L oL 1179
display ip slp information . . . . . . . . . .. ..o 000000 L 1180
display ipslpuser-agents . . . . . . . . . . . .. ..o 000 1181
displayipslpcounters. . . . . . . . . . . . ... 1182
display ip traffic . . . . . . . . . . ..o 000000 1183
displayipvrf. . . . . . . . . o000 oo L Lo 1184
display ipv6 adjacency . . . . . . . . .. o000 0oL 1185
display ipv6 adjacency summary . . . . . . . . . . . ... 1187
displayipvébgp . . . . . . . . . ..o o000 Lo 1189
display ipv6 bgp dampening . . . . . . . . . . . ... 00000 L 1191
display ipv6 bgp neighbors . . . . . . . . . . .. .00 0000 1192
display ipv6 bgp received-paths . . . . . . . . . .. .00 0oL 1193
display ipv6 bgp summary. . . . . . . . . . .. 00000 oL 1194
display ipv6 bgp unicast neighbors . . . . . . . . . . . . ... ... 1195
display ipv6 bgp unicast neighborsroutes . . . . . . . . . . . . . . .. 1198
display ipv6 dhcprelay . . . . . . . . . ..o 0000000 1199
display ipv6 forwarding . . . . . . . . . .. .00 000000 L 1201
display ipv6interface . . . . . . . . . . . ..o 0oL 1202
display ipv6 nd interface. . . . . . . . . . . . o000 000 1203
display ipvé neighbor . . . . . . . . . . ... 000000000 1205
display ipv6 neighbor summary . . . . . . . . . . . . ... L. 1207
display ipv6 prefix-list. . . . . . . . . . .. .00 0000000 1209
display ipvéroute . . . . . . . . . . .00 0oL 1210
display ipv6 route database . . . . . . . . . .. .00 000 1212
display ipv6 route interface . . . . . . . . . . ..o 0oL L 1214
display ipv6 route summary . . . . . . . . .. ..o 1216
display ipv6 static-route. . . . . . . . .. 00000000000 L 1217
display ipvé traffic . . . . . . . . . . . .00 00000000 1218
display lacp counters . . . . . . . . . . ... 0000000 1219
display lacp interface ethernet . . . . . . . . . . . . .. .00 L. 1220
display lacp internal event-history . . . . . . . . . . ... .00 1222
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display lacp internalinfo . . . . . . . . . . . ... L. 1224

display lacp min-links. . . . . . . . . ... 0000000000 L 1226
display lacp neighbor . . . . . . . . . . . ..o 1227
display lacp nsm internalinfo . . . . . . . . . . . . ... 1228
display lacp port-aggregation . . . . . . . . . . . . ... L. L. 1229
display lacp system-identifier . . . . . . . . . . . ... 000 1230
displaylicense . . . . . . . . . . . . ..o oL o o 1231
display lldp interface . . . . . . . . . . . . . L 1232
display lldp internal event-history . . . . . . . . . . . . . .. .. .. 1233
display lldp internalinfo . . . . . . . . . . . . .. L. 1235
display lldp neighbors . . . . . . . . . . .. .. ... 1237
display lldp timers . . . . . . . . . . . . ..o L0000 1238
display lldp tlv-select . . . . . . . . . . . . . .00 0L 1239
display lldp traffic . . . . . . . . . . ..o 1240
display logging console . . . . . . . . . . . . .. ... 1241
display logginginfo . . . . . . . . . . ... .00 000 1242
display logging ip access-list. . . . . . . . . . . . ... ... L. 1244
display logginglast. . . . . . . . . . . . . . ..o 0L 1245
display logginglevel . . . . . . . . . . . . . .00 o000 1246
display logging library . . . . . . . . . . . . . .. L 1249
display logging logfile . . . . . . . . . . .. .. ... 1252
display logging mnemonics . . . . . . . . . . . ... 1255
display logging monitor. . . . . . . . . ... ..o 000 1258
display logging rate-limit . . . . . . . . . . . . ... .00 0L 1259
display logging server . . . . . . . . . . . . .00 1260
display logging throttle . . . . . . . . . . . . ... 0L 1261
display logging timestamp. . . . . . . . . . . . . .00 0L 1262
display mac access-lists . . . . . . . . . . .. L. 1263
display mac address-table . . . . . . . . . . . ..o 1264
display mac address-table aging-time . . . . . . . . . . . . . . L. 1266
display mac address-tablecount . . . . . . . . . . .0 0000 L 1267
display mac address-table learning . . . . . . . . . . . . .. ... L. 1269
display mac address-table multicast. . . . . . . . . . . . . ... L. 1270
display monitor . . . . . . . . . . L L L 1271
displaynsmclient . . . . . . . . . ... Lo 1272
display npa internal event-history . . . . . . . . . . . . .. 000 L. 1273
display npainternalvlan . . . . . . . . . . . . .00 0000 1275
display npa internal vm-with-down-link . . . . . . . . . . .. .. .. 1277
display npainternal vnic . . . . . . . . . . . L L L. L. 1278
display ntp authentication-keys . . . . . . . . . .. .. L. 1279
display ntp authentication-status . . . . . . . . . . . . . ... L. 1280
display ntp peer-status . . . . . . . . . . ..o 0000 L 1281
displayntppeers. . . . . . . . . . . L0000 Lo 1282
display ntp statistics . . . . . . . . . .0 1283
display ntp trusted-keys. . . . . . . . .o 1284
display nwv vxlandatapath . . . . . . . . . . ... 1285
display nwv vxlan information. . . . . . . . . .. ... 0000 1286
display nwv vxlan mac-address . . . . . . . . . . ... o0 1287
display nwv vxlantunnel . . . . . . . . . . .00 0000 L 1288

24 command Reference for CNOS 10.6



© Copyright Lenovo 2018

display nwv vxlan virtual-network . . . . . . . . . . .00 000 1289

display nwv vxlan virtual-port counters . . . . . . . . . . . .. .. .. 1291
display nwv vxlan virtual-port interface ethernet . . . . . . . . . . . .. 1293
display nwv vxlan virtual-port interface port-aggregation . . . . . . . . . 1294
display ovsdb certificate. . . . . . . . . . .. 000000000 L 1295
display pending . . . . . . . . . . . .00 0oL Lo 1296
display pki. . . . . . . . . ..o Lo 1297
displaypkica . . . . . . . . . ... o000 0oL 1298
display pkicsr . . . . . . . . .. Lo 1299
display pki host-certificate. . . . . . . . . . . .. ..o 0000 L 1300
display policy-map . . . . . . . . . . . ..o 1302
display policy-map interface . . . . . . . . . . .. ..o 1303
display policy-map type. . . . . . . . . . . ..o 1305
display port-aggregation. . . . . . . . . . . . .. ..o 000 1306
display port-aggregation load-balance. . . . . . . . . . . . . ... .. 1308
display port-aggregation traffic. . . . . . . . . . . . .. .00 L. 1310
display privilege . . . . . . . . . . ..o o000 oL Lo 1311
display proc-names . . . . . . . . . L0000 Lo 1312
display process. . . . . . . . . . . L ..o o Lo 1313
display queuing interface ethernet . . . . . . . . . . . .. .00 L 1316
display restApiserver. . . . . . . . . . . . ... 0000 1317
displayrib. . . . . . . . . o000 o000 1318
displayrole . . . . . . . . . ..o oo oL 0oL 1319
display routeemap . . . . . . . .. Lo 0oL oL Lo 1320
display router-id . . . . . . . . .. 00000 o000 L 1321
display routing. . . . . . . . . .. ..o 0000000 Lo 1322
display routinghash . . . . . . . . . ... 0000000000 1325
display running-config . . . . . . . . . ... 00000000 L 1326
display running-config interface . . . . . . . . . . . ... ... L. 1331
display running-configip . . . . . . . . . . . .. .00 1333
display running-configipv6 . . . . . . . . . . . o000 000 L. 1335
display running-config routing-protocol . . . . . . . . . . . ... L. 1336
display running-config switch . . . . . . . . . ... ..o 0oL 1338
display script. . . . . . . . . .. o000 1339
display script-job . . . . . . . ..o 0000000 L Lo 1340
display script-log . . . . . . . ..o 0000 Lo 1341
display sflow. . . . . . . . .. o000 0oL 0oL 1342
displaysnmp. . . . . . . . .. o000 0oL 1343
display spanning-tree . . . . . . . . . ... 000000000 1345
display spanning-tree active . . . . . . . . . . .. 0000000 1347
display spanning-tree bridge. . . . . . . . . . .. .00 0000 1349
display spanning-tree brief. . . . . . . . .. . 000000000 1351
display spanning-treedetail . . . . . . . . . . . .. o000 0oL 1353
display spanning-treeecp . . . . . . . . . . . ..o 00000 1355
display spanning-tree interface. . . . . . . . . . . . .. .00 L 1356
display spanning-tree internal event-history . . . . . . . . . . . . . .. 1357
display spanning-tree internal infotree . . . . . . . . . . . . . .. .. 1359
display spanning-treemst . . . . . . . . . . . . . ..o oL L 1361
display spanning-tree mst configuration. . . . . . . . . . . . . . . .. 1363

: Contents 25



display spanning-treevlan. . . . . . . . . . . . . 00000 L 1364

displayssh . . . . . . . . . . oo 1366
display startup-config. . . . . . . . . . .. .00 00000 L 1368
display statistics microburst . . . . . . . . .. .. 00000 L L 1369
display switchname. . . . . . . . . . . . . ... Lo 1370
display sys-info . . . . . . . . . . ... Lo 1371
displaysystem. . . . . . . . . . .. L0000 oL 1374
display teaming profile . . . . . . . . . . .00 L 1376
display tacacs-server . . . . . . . . . . . ... L. 1377
display tech-support . . . . . . . . . .. Lo 1378
display telemetry bst-congestion port-drops . . . . . . . . . . . . . .. 1382
display telemetry bst-congestion port-queue-drops . . . . . . . . . . . . 1383
display telemetry bst-congestion top-drops . . . . . . . . . . . . . .. 1385
display telemetry bst-congestion top-port-queue-drops . . . . . . . . . . 1386
display telemetry bst-feature. . . . . . . . . . . ... 1387
display telemetry bst-report . . . . . . . . . . ... 1388
display telemetry bst-thresholds . . . . . . . . . . . . . . ... ... 1390
display telemetry bst-tracking . . . . . . . . . . . . ..o 0oL 1393
display telemetry information . . . . . . . . . . . . . .. ... L. 1394
display telemetry switch-properties. . . . . . . . . . . . . .. .. .. 1395
display telnetserver . . . . . . . . . . . .. L. L. 1396
display terminal . . . . . . . . . . L L L 1397
display user-account . . . . . . . . . . . L ... L. L 1398
displayusers. . . . . . . . . . . ..o oL 0o 1399
display vdm information . . . . . . . . . . . . ..o 1400
display version. . . . . . . . . . . L L 1401
display virtual-machine information . . . . . . . . . . . . .. .. L. 1402
display virtual-machine . . . . . . . . . . . . L. 1404
display vlag config-consistency. . . . . . . . . . . . . . . ... L. 1406
display vlag configuration. . . . . . . . . . . . .. L L. 1409
display vlagecp . . . . . . . . . . o000 Lo 1410
display vlag information . . . . . . . . . . . ... 1411
display vlaginstance . . . . . . . . . . ... .00 1413
display vlag internal event-history . . . . . . . . . . . . ... ... 1415
display vlag internal global information. . . . . . . . . . . . . .. .. 1416
display vlag internal instance . . . . . . . . . . . .. 0oL 1417
display vlag internal isl information . . . . . . . . . . . . .. . . .. 1418
display vlag internal synedb . . . . . . . . .00 1420
display vlag internal vlandb . . . . . . . . .. 0L L L 1422
display vlag statistics . . . . . . . . . . . .. L 1423
displayvlan . . . . . . . . . .00 1425
display vlan access-list . . . . . . . . . . . . .00 1427
display vlan classifier subnet-vlan . . . . . . . . . . . . . ... L L. 1428
display vlan dotlq tagnative. . . . . . . . . . . . L. 1429
display vlan filter. . . . . . . . . . . .. 1430
display vnetworks . . . . . . . . . Lo 1431
displayvrrp . . . . . . . Lo 1432
display virpecp . . . . . . . oo Lo oL 1434
display vrirpvlag. . . . . . . . . L 1435
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display virpvr. . . . . . . ..o Lo 1437

display vrrp statistics . . . . . . . . ... .00 00000000 1438
display vrrp summary. . . . . . . . ... 00000 1440
display zerotouch. . . . . . . . .. ..o 0000000000 1442

Appendix A. Getting help and technical assistance . . . . . . . . . 1443

AppendixB.Notices. . . . . . . . . . . . . . .. .. ... .1445

Trademarks . . . . . . . . . .. ..o 1447
ImportantNotes . . . . . . . . . . . .. .00 1448
Recycling Information. . . . . . . . . . . . . ... ..o 1449
Particulate Contamination . . . . . . . . . . . . . ..o oL 1450
Telecommunication Regulatory Statement . . . . . . . . . . . . . . .. 1451
Electronic Emission Notices . . . . . . . . . . . . . . . . ... ... 1452
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This Command Reference describes the commands included in the Lenovo Cloud
Network Operating System 10.6 firmware and how to use them. This document
covers the following Lenovo RackSwitches:

RackSwitch G8272

RackSwitch G8296

RackSwitch G8332

ThinkSystem NE1032 RackSwitch
ThinkSystem NE1032T RackSwitch
ThinkSystem NE1072T RackSwitch
ThinkSystem NE10032 RackSwitch
ThinkSystem NE2572 RackSwitch

For documentation on how to configure and use the Lenovo Cloud Network
Operating System 10.6 firmware, see the Lenovo Network Application Guide for
Lenovo Cloud Network Operating System 10.6.

For documentation on the Lenovo APlIs, see the REST API Programming Guide and
the Python Programming Guide.

For documentation on installing the switches physically, see the Lenovo
Installation Guide for the corresponding switch:

Lenovo RackSwitch G8272 Installation Guide

Lenovo RackSwitch G8296 Installation Guide

Lenovo RackSwitch G8332 Installation Guide

Lenovo ThinkSystem NE1032 RackSwitch Installation Guide
Lenovo ThinkSystem NE1032T RackSwitch Installation Guide
Lenovo ThinkSystem NE1072T RackSwitch Installation Guide
Lenovo ThinkSystem NE10032 RackSwitch Installation Guide
Lenovo ThinkSystem NE2572 RackSwitch Installation Guide
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Who Should Use This Guide

This guide is intended for network installers and system administrators engaged in
configuring and maintaining a network. The administrator should be familiar with
Ethernet concepts, IP addressing, Spanning Tree Protocol, and SNMP
configuration parameters.
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What You’ll Find in This Guide

This guide will help you plan, implement, and administer Cloud NOS software.
Where possible, each section provides feature overviews, usage Example, and
configuration instructions. The following information is covered:
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Chapter 2, “CNOS Basics”, explains how to get around in CNOS and describes
the commands you can enter from User EXEC Mode.

Chapter 1, “Privileged EXEC Mode Commands®, describes Privileged EXEC
Mode and the commands available in it.

Chapter 3, “Debugging Commands”, describes all available debugging
commands.

Chapter 4, “Configuration Mode Commands”, describes commands available in
Configuration Mode.

Chapter 5, “Interface Mode Commands”, describes commands available in
Interface Mode.

Chapter 6, “Line Mode Commands”, describes commands available in Line
Configuration Mode

Chapter 7, “Class Map Mode Commands”, describes commands available in
Class Map Mode

Chapter 8, “Route Map Mode Commands”, describes commands available in
Route Map Mode.

Chapter 9, “BGP Configuration Mode Commands”, describes commands
available in BGP Configuration Mode.

Chapter 10, “Address Family Mode Commands”, describes the commands for
entering and using BGP Address Family Mode.

Chapter 11, “Neighbor Mode Commands”, describes the commands for
entering and using BGP Neighbor Mode.

Chapter 12, “Neighbor Address Family Commands®, describes the commands
for entering and using BGP Neighbor Address Family Mode.

Chapter 13, “OSPF Configuration Mode Commands”, describes commands
available in OSPF Configuration Mode.

Chapter 14, “Virtual Link Mode Commands”, describes the commands for
entering and using OSPF Virtual Link Mode.

Chapter 15, “TACACS+ Server Mode Commands”, describes commands
available in TACACS+ Server Configuration Mode.

Chapter 16, “LDAP Mode Commands”, describes commands available in LDAP
Server Configuration Mode.

Chapter 17, “RADIUS Server Mode Commands”, describes commands available
in RADIUS Server Configuration Mode.

Chapter 18, “SPAN Session Mode Commands”, describes commands available
in SPAN Session Configuration Mode.

Chapter 19, “Control Plane Mode Commands”, describes commands available
in Control Plane Configuration Mode.
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e Chapter 20, “Key Chain Mode Commands”, describes commands available in
Key Chain Configuration Mode.

e Chapter 21, “IP ACL Mode Commands”, describes commands available in IP
ACL Configuration Mode.

o Chapter 22, “ARP ACL Mode Commands”, describes commands available in
ARP ACL Configuration Mode.

e Chapter 23, “"MAC ACL Mode Commands”, describes commands available in
MAC ACL Configuration Mode.

e Chapter 24, “MST Mode Commands”, describes commands available in MST
Configuration Mode.

e Chapter 25, “PKI Mode Commands®, describes commands available in Public
Key Infrastructure (PKI) Configuration Mode.

e Chapter 26, “Policy Map Mode Commands”, describes commands available in
Policy Map Configuration Mode.

e Chapter 27, “VLAN Mode Commands”, describes commands available in
VLAN Configuration Mode.

o Chapter 28, “VRRP Mode Commands”, describes commands available in VRRP
Configuration Mode.

e Chapter 30, “VDM Commands”, describes commands available in VDM
Configuration Mode.

e Chapter 31, “EVC Service Mode Commands”, describes commands available in
EVC Service Configuration Mode.

e Chapter 32, “Display Commands”, describes commands available in various
modes that display information and statistics about the switch.

e Appendix A, “Getting help and technical assistance”, tells you who to contact
with any questions about this product.

e Appendix B, “Notices”, contains safety and environmental notices.
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Typographic Conventions
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The following table describes the typographic styles used in this book.

Table 1. Typographic Conventions

Typeface or |Meaning Example
Symbol
ABC123 This type is used for names of | View the readme. txt file.
commands, files, and
directories used within the text.
It also depicts on-screen Switch#
computer output and prompts.
ABC123 This bold type appears in Switch# sys

command Example. It shows
text that must be typed in
exactly as shown.

<ABC123> This italicized type appears in
command Example as a
parameter placeholder. Replace
the indicated text with the
appropriate real name or value
when using the command. Do
not type the brackets.

This also shows book titles,

To establish a Telnet session,
enter:
Switch# telnet <IP address>

Read your User’s Guide

special terms, or words to be thoroughly.
emphasized.
{} Command items shown inside |Switch# 1ls {-a}

brackets are mandatory and
cannot be excluded. Do not type
the brackets.

[] Command items shown inside
brackets are optional and can be
used or excluded as the
situation demands. Do not type
the brackets.

Switch# 1ls [-a]

| The vertical bar (]) is used in
command Example to separate
choices where multiple options
exist. Select only one of the
listed options. Do not type the
vertical bar.

Switch# set {left|right}

AaBbCc123 |This block type depicts menus,
buttons, and other controls that
appear in Web browsers and
other graphical interfaces.

Click the <Save> button.
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Chapter 1. Privileged EXEC Mode Commands

This chapter describes how to enter Privileged EXEC Mode and the commands
available in this mode.
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enable

Syntax

Modes

History

Example
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Enters Privileged EXEC Mode.

enable

User EXEC Mode

Release Modification

10.1 The command was introduced.

The following command enters Privileged EXEC Mode:

Switch> enable

Switch#




disable

Syntax

Modes

History

Example
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Turns off Privileged EXEC Mode and returns you to User EXEC Mode.

disable

Privileged EXEC Mode

Release Modification

10.1 The command was introduced.

The following command disables Privileged EXEC Mode:

Switch# disable

Switch>
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clock set

Configures the system time and date.

Syntax
clock set <time> <day> <month> <year>
where:
Parameter Function
time The time format is HH: mm: ss, where:
® HH is the hour of the day (range is 00 to 24)
e mm is the minute of the hour (range is 00 to 60)
® ss is the second of the minute (range is 00 to 60)
day The day of the month (range is 1 to 31).
month The month of the year (range is January to December).
year The year of the calendar (range is 2000 to 2030).
Modes
Privileged EXEC Mode
History
Release Modification
10.1 The command was introduced.
Example

The following command set the system time to 12 hours 30 minutes and 00 seconds
and the system date to January 1% 2016:

Switch# clock set 12:30:00 1 January 2016
Switch# display clock

12:30:03 UTC Fri Jan 1 2016
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configure

Syntax

Modes

History

Example
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Enters Configuration Mode.

configure [device]

Privileged EXEC Mode
Release Modification
10.1 The command was introduced.

The following command enters Configuration Mode:

Switch# configure device

Switch(config)#
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cp alias-config

Syntax

Modes

History

Example

Copies the specified command alias configuration file to the specified remote

server.

cp alias-config {ftp|scp|sftp|tftp} [<server URL>] [vrf
{default |management}]

where:

Parameter Description

ftp Uses File Transfer Protocol (FTP).

scp Uses Secure Copy Protocol (SCP).

sftp Uses Secure File Transfer Protocol (SFTP).
tftp Uses Trivial File Transfer Protocol (TFTP).
server URL The URL address of the server.

vrf default

Copies using the default Virtual Routing and
Forwarding (VRF) instance.

vrf management

Copies using the management VRF instance.

Privileged EXEC mode
Release Modification
104 The command was introduced.

The following command copies the command alias configuration file using TFTP:

default

Switch# cp alias-config tftp tftp://10.112.71.18/aliasConfig.cfg vrf
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cp file

Syntax
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Copies the specified file to a remote server.

cp file {all|bgpd|hostpd|imi]|imish|nsm|ospfd|show-redirect}
{ftp|sftp|tftp} [<server URL>] [timeout <timeout interval>] [vrf
{default|management}]

cp file {all|bgpd|hostpd|imi]|imish|nsm|ospfd|show-redirect}
scp [<server URL>] [timeout <timeout interval>] [vrf {default|

management}]

where:

Parameter Function

all Copies all binary files.

bgpd Copies Border Gateway Protocol (BGP) daemon files.

hostpd Copies Host Protocol daemon files.

imi Copies Integrated Management Interface (IMI) files.

imish Copies Integrated Management Interface Shell
(IMISH) files.

nsm Copies Network Service Module (NSM) files.

ospfd Copies Open Shortest Path First (OSPF) daemon files.

show-redirect

Copies saved output redirect file.

ftp Uses File Transfer Protocol (FTP).

scp Uses Secure Copy Protocol (SCP).

sftp Uses Secure File Transfer Protocol (SFTP).
tftp Uses Trivial File Transfer Protocol (TFTP).
server URL The URL address of the server.

timeout timeout
interval

Specifies the maximum time (in seconds) to wait for
the server to reply to the connection request. If the
timeout period expires, the connecting process stops.
The timeout interval is from 1 to 150 seconds.

vrf default

Copies using the default Virtual Routing and
Forwarding (VRF) instance.

vrf management

Copies using the management VRF instance.
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Modes

Privileged EXEC Mode
History

Release Modification

10.1 The command was introduced.
Example

The following command copies all binary files using SFTP:

Switch# cp file all sftp sftp://10.112.71.18/binFiles vrf management
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cp ftp

Syntax
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Copies a file from a remote server using File Transfer Protocol (FTP).

Note: You can perform read-only operations for USB flash drives formatted as

NTES.

cp ftp <server URL> {alias-config|file {bgpd|hostpd|imi|imish]|
nsm|ospfd}|running-config|startup-config|system-image {all|
boot|onie|os}|usbl <file name>} [vrf {default|management}]

cp ftp {alias-config|file {bgpd|hostpd]|imi|imish|nsm|ospfd} |
running-config|startup-config}

where:
Parameter Function
server URL The URL address of the server.

alias-config

Copies to the command alias configuration file.

file bgpd

Copies Border Gateway Protocol (BGP) daemon files.

file hostpd

Copies Host Protocol daemon files.

file imi

Copies Integrated Management Interface (IMI) files.

file imish

Copies Integrated Management Interface Shell
(IMISH) files.

file nsm

Copies Network Service Module (NSM) files.

file ospfd

Copies Open Shortest Path First (OSPF) daemon files.

running-config

Copies to the running configuration.

startup-config

Copies to the startup configuration.

system-image

Copies to the system image.

all Copies both boot and OS images.

boot Copies only the boot image.

onie Copies only the Open Network Install Environment
(ONIE) image.
Note: Not available on the G8332.

os Copies only the OS image.

usb1l file name

Copies to the specified file on the USB device.

vrf default

Copies using the default Virtual Routing and
Forwarding (VRF) instance.

vrf management

Copies using the management VRF instance.
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Modes

Privileged EXEC Mode
History
Release Modification
10.1 The command was introduced.
10.2 Added running-config option.
Example

The following command copies a file from a remote server to the startup
configuration using FTP:

Switch# cp ftp ftp://admin@10.112.71.18/startConfig.cfg startup-config
vrf default
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cp obs

Syntax

Modes

History

Example
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Copies an On-Box Script (OBS) file to a remote server.

cp obs <script name> {sftp|tftp} <server URL> [vrf {default|

management}]

where:

Parameter Function

script name The name of the OBS script file.

sftp Uses Secure File Transfer Protocol (SFTP).
tftp Uses Trivial File Transfer Protocol (TFTP).
server URL The URL address of the server.

vrf default

Copies using the default Virtual Routing and
Forwarding (VRF) instance.

vrf management

Copies using the management VRF instance.

Privileged EXEC Mode
Release Modification
10.1 The command was introduced.

The following command copies an OBS script file to a remove server using SFTP:

Switch# cp obs myScript sftp sftp://root@example.com:22/scripts/myScript
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cp running-config

Syntax

Modes

Copies the running configuration file to a remote server.

Note: You can perform read-only operations for USB flash drives formatted as

NTES.

cp running-config {{ftp|sftp|tftp} [<server URL>] [vrf
{default|management}]|usbl <file name>|startup-config}

cp running-config scp [<server URL> [timeout <timeoutinterval>] [vrf
{default |management}]]

where:

Parameter Function

ftp Uses File Transfer Protocol (FTP).

sftp Uses Secure File Transfer Protocol (SFTP).
tftp Uses Trivial File Transfer Protocol (TFTP).
server URL The URL address of the server.

vrf default

Copies using the default Virtual Routing and
Forwarding (VRF) instance.

vrf management

Copies using the management VRF instance.

usb1 file name

Copies the running configuration file to the specified
file on the USB device.

startup-config

Copies the running configuration file to the startup
configuration file.

scp

Uses Secure Copy Protocol (SCP).

timeout timeout
interval

Specifies the maximum time (in seconds) to wait for
the server to reply to the connection request. If the
timeout period expires, the connecting process stops.
The timeout interval is from 1 to 150 seconds.

Privileged EXEC Mode
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History

Release Modification

10.1 The command was introduced.

Example

The following command copies the running configuration to the startup
configuration file:

Switch# cp running-config startup-config
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cp scp

Copies a file from a remote server using Secure Copy Protocol (SCP).

Note: You can perform read-only operations for USB flash drives formatted as

NTES.

Syntax

cp scp <server URL> [timeout <timeout interval>] {alias-config]

file {bgpd|hostpd|imi]|imish|nsm|ospfd}|running-config]|
startup-config|system-image [all|boot|onie|os]|usb1l <file name>}
[vrf {default|management}]

cp scp {alias-config|file {bgpd|hostpd]|imi|imish|nsm|ospfd}|
running-config|startup-config}

where:

Parameter

Function

server URL

The URL address of the server.

timeout timeout
interval

Specifies the maximum time (in seconds) to wait for
the server to reply to the connection request. If the
timeout period expires, the connecting process stops.
The timeout interval is from 1 to 150 seconds.

alias-config

Copies the command alias configuration file.

file bgpd Copies Border Gateway Protocol (BGP) daemon files.

file hostpd Copies Host Protocol daemon files.

file imi Copies Integrated Management Interface (IMI) files.

file imish Copies Integrated Management Interface Shell
(IMISH) files.

file nsm Copies Network Service Module (NSM) files.

file ospfd Copies Open Shortest Path First (OSPF) daemon files.

running-config

Copies to the running configuration.

startup-config

Copies to the startup configuration.

system-image

Copies to the system image.

all

Copies both boot and OS images.

boot

Copies only the boot image.

onie

Copies only the Open Network Install Environment
(ONIE) image.

Note: Not available on the G8332.

0s

Copies only the OS image.
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Modes

History

Example
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Parameter

Function

usb1l file name

Copies to the specified file on the USB device.

vrf default

Copies using the default Virtual Routing and
Forwarding (VRF) instance.

vrf management

Copies using the management VRF instance.

Privileged EXEC Mode

Release Modification

10.1 The command was introduced.
10.2 Added running-config option

The following command copies a file from a remote server to the startup

configuration using SCP:

vrf default

Switch# cp scp scp://admin@10.112.71.18/startConfig.cfg startup-config
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cp script-log

Copies an On-Box Script (OBS) log file to a remote server.

Syntax
cp script-log <script log name> {sftp|tftp} <server URL> [vrf
{default |management}]
where:
Parameter Function
script log name The name of the OBS script log file.
sftp Uses Secure File Transfer Protocol (SFTP).
tftp Uses Trivial File Transfer Protocol (TFTP).
server URL The URL address of the server.
vrf default Copies using the default Virtual Routing and
Forwarding (VRF) instance.
vrf management Copies using the management VRF instance.
Modes
Privileged EXEC Mode
History
Release Modification
10.1 The command was introduced.
Example

The following command copies an OBS script log file to a remove server using
SFTP:

Switch# cp script-log myOBSLog sftp sftp://root@example.com/logs/myOBSLog
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cp sftp

Syntax
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Copies a file from a remote server using Secure File Transfer Protocol (SFTP).

Note: You can perform read-only operations for USB flash drives formatted as

NTES.

cp sftp <server URL> {alias-config|file {bgpd|hostpd]|imi|imish]|

nsm|ospfd}|obs <script name>|running-config|startup-config|

system-image [all|boot|onie|os]|usbl <file name>} [vrf {default|

management}]

cp sftp {alias-config|file {bgpd|hostpd|imi|imish|nsm|ospfd}|

running-config|startup-config}

where:
Parameter Function
server URL The URL address of the server.

alias-config

Copies the command alias configuration file.

file bgpd

Copies Border Gateway Protocol (BGP) daemon files.

file hostpd

Copies Host Protocol daemon files.

file imi

Copies Integrated Management Interface (IMI) files.

file imish

Copies Integrated Management Interface Shell
(IMISH) files.

file nsm

Copies Network Service Module (NSM) files.

file ospfd

Copies Open Shortest Path First (OSPF) daemon files.

obs script name

Copies to the specified OBS script file.

running-config

Copies to the running configuration.

startup-config

Copies to the startup configuration.

system-image

Copies to the system image.

all Copies both boot and OS images.

boot Copies only the boot image.

onie Copies only the Open Network Install Environment
(ONIE) image.
Note: Not available on the G8332.

os Copies only the OS image.

usb1 file name

Copies to the specified file on the USB device.
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Parameter Function

vrf default Copies using the default Virtual Routing and
Forwarding (VRF) instance.

vrf management Copies using the management VRF instance.
Modes

Privileged EXEC Mode
History

Release Modification

10.1 The command was introduced.

10.2 Added running-config option.
Example

The following command copies a file from a remote server to the startup
configuration using SFTP:

Switch# cp sftp sftp://admin@10.112.71.18/startConfig.cfg startup-config
vrf management
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cp startup-config

Syntax

Modes
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Copies the startup configuration file to a remote server.

Note: You can perform read-only operations for USB flash drives formatted as

NTES.

cp startup-config {{ftp|running-config|scp|sftp|tftp}

[<server URL>] [timeout <timeoutvalue>] [vrf {default|management}]|

usb1 <file name>}

where:
Parameter Function
ftp Uses File Transfer Protocol (FTP).

running-config

Copies to the running configuration.

scp Uses Secure Copy Protocol (SCP).

sftp Uses Secure File Transfer Protocol (SFTP).
tftp Uses Trivial File Transfer Protocol (TFTP).
server URL The URL address of the server.

timeout timeout value

Specifies the maximum time (in seconds) to wait for
the server to reply to the connection request. If the
timeout period expires, the connecting process stops.
The timeout value is from 1 to 150 seconds.

Note: This parameter is available only using SCP.

vrf default

Copies using the default Virtual Routing and
Forwarding (VRF) instance.

vrf management

Copies using the management VRF instance.

usbl file name

Copies the startup configuration file to the specified
file on the USB device.

Privileged EXEC Mode
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History

Release

Modification

10.1

The command was introduced.

10.2

Added running-config option.

Example

The following command copies the startup configuration to the file
startup-config-copy.cfg on the USB device:

Switch# cp startup-config usbl startup-config-copy.cfg
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cp tech-support

Copies the technical support information dump file to a remote server.

Syntax
cp tech-support {ftp|scp|sftp|tftp} <server URL> [timeout
<timeout interval>] [vrf {default|management}]
where:
Parameter Function
ftp Uses File Transfer Protocol (FTP).
scp Uses Secure Copy Protocol (SCP).
sftp Uses Secure File Transfer Protocol (SFTP).
tftp Uses Trivial File Transfer Protocol (TFTP).
server URL The URL address of the server.
timeout timeout Specifies the maximum time (in seconds) to wait for
interval the server to reply to the connection request. If the
timeout period expires, the connecting process stops.
The timeout interval is from 1 to 150 seconds.
Note: This parameter is available only using SCP.
vrf default Copies using the default Virtual Routing and
Forwarding (VRF) instance.
vrf management Copies using the management VRF instance.
Modes
Privileged EXEC Mode
History
Release Modification
10.1 The command was introduced.
Example

The following command copies the technical support dump file to a remote server
using SFTP:

Switch# cp tech-support sftp
sftp://root@example.com:2222/dumpFiles/techSupport-EX67T
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cp tftp

Syntax

Copies a file from a remote server using Trivial File Transfer Protocol (TFTP).

Note: You can perform read-only operations for USB flash drives formatted as

NTES.

cp tftp <server URL> {alias-config|file {bgpd|hostpd|imi|

imish|nsm|ospfd}|1sm-cert|obs <script name>|running-config|
startup-config|system-image [all|boot|onie|os]|usb1l <file name>}
[vrf {default|management}]

cp tftp {file {alias-config]|bgpd|hostpd|imi|imish|nsm|ospfd}|

running-config|startup-config}

where:
Parameter Function
server URL The URL address of the server.

alias-config

Copies the command alias configuration file.

file bgpd

Copies Border Gateway Protocol (BGP) daemon files.

file hostpd

Copies Host Protocol daemon files.

file imi

Copies Integrated Management Interface (IMI) files.

file imish

Copies Integrated Management Interface Shell
(IMISH) files.

file nsm Copies Network Service Module (NSM) files.
file ospfd Copies Open Shortest Path First (OSPF) daemon files.
1sm-cert Copies Low Security Mode (LSM) certificate.

obs script name

Copies to the specified OBS script file.

running-config

Copies to the running configuration.

startup-config

Copies to the startup configuration.

system-image

Copies to the system image.

all Copies both boot and OS images.

boot Copies only the boot image.

onie Copies only the Open Network Install Environment
(ONIE) image.
Note: Not available on the G8332.

os Copies only the OS image.

usb1l file name

Copies to the specified file on the USB device.
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Modes

History

Example
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Parameter

Function

vrf default

Copies using the default Virtual Routing and
Forwarding (VRF) instance.

vrf management

Copies using the management VRF instance.

Privileged EXEC Mode

Release Modification

10.1 The command was introduced.

10.2 Added the running-config option

The following command a file from a remote server to the startup configuration

using TFTP:

default

Switch# cp tftp tftp://10.112.71.18/startConfig.cfg startup-config vrf
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cp usb1

Copies a file from the USB device to the system image.

Note: You can perform read-only operations for USB flash drives formatted as

NTEFS.
Syntax
cp usbil <file name> {running-config|startup-config|system-image
{all|boot|onie|os}}
where:
Parameter Function
file name The path and name of file to be copied.
running-config Copies to the running configuration.
startup-config Copies only to the boot image.
system-image Copies to the system image.
all Copies both to boot and OS images.
boot Copies only to the boot image.
onie Copies only to the Open Network Install Environment
(ONIE) image.
Note: Not available on the G8332.
os Copies only to the OS image.
Modes
Privileged EXEC Mode
History
Release Modification
10.1 The command was introduced.
10.2 Added running-config option.
Example

The following command copies an OS image from the USB device to the system

image:

Switch# cp usbl /os-images/CN0S-10.6.2.0.imgs system-image os
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dir usb1

Displays a list of the USB device files or a specific file content.

Syntax

dir usb1 [<file name>]

where:

Parameter Function

file name The name of the USB file to be displayed.
Modes

Privileged EXEC Mode
History

Release Modification

10.6 The command was introduced.
Example

The following command displays a list of all USB content:

Switch# dir usb1
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edit script
Edits the specified On-Box Script (OBS) file.

Syntax

edit script <script name>

where:

Parameter Function

script name The name of the OBS script file.
Modes

Privileged EXEC Mode
History

Release Modification

10.1 The command was introduced.
Example

The following command edits the OBS script obs-script-10:

Switch# edit script obs-script-10
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maint mode enable

Enables or disables maintenance mode.

To configure a password to activate this option, in Global Configuration Mode, use

the command:

Switch(config)# maint password

Syntax
maint mode enable
To disable maintenance mode, use the following command:
no maint mode
Modes
Privileged EXEC mode
History
Release Modification
10.1 The command was introduced.
10.5 Updated documentation for the command

Example

The following command enables maintenance mode:

‘ Switch# maint mode enable

Related Commands

Command

Description

maint password

Sets a maintenance mode password
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ping

Syntax

Polls the Internet Gateway or “pings” to see if the specified host is reachable.

ping [<destination address>|<hostname>] [vrf {default|management}]
[source <source address>] [interface {<interface name>|ethernet
<chassis number/port number>| loopback <loopback interface>|mgmt 0|
port-aggregation <LAG number>|vlan <VLANID>}] [count {<number>|
unlimited}] [df-bit] [interval <seconds>] [packet-size <bytes>]

[timeout <seconds>]

where:

Parameter

Description

destination address

The IP address of the host you are trying to ping.

hostname

The name of the host you are trying to ping.

vrf default

Pings the default VRF instance for the specified remote
host.

vrf management

Pings the management VRF instance for the specified
remote host.

source

Specifies the source IPv4 address to use.

source address

The IP address of the source host.

interface interface
name

The name of the interface to ping.

interface ethernet
chassis number/ port
number

Pings the specified ethernet port. The chassis number is
1 and the port number depends on the switch type.

interface loopback
loopback interface

Pings the specified loopback interface. The loopback
interface is an integer from 0 to 7.

interface mgmt 0

Pings the management interface.

interface
port-aggregation
LAG number

Pings the specified Link Aggregation Group (LAG).
The LAG number is an integer from 1 to 4096.

interface vlan
VLAN ID

Pings the specified VLAN. The VLAN ID is an integer
from 1 to 4094.

count <number>|

Specifies repeat counts of ping packets. You can either

unlimited set an unlimited number of counts or specify a specific
value from 1 to 655350. The default value is 5 ping
packets.

df-bit Enables the do-not-fragment bit in the IPv4 header.

The default value is disabled.
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interval seconds Sets the interval of sending ping packets, in seconds
(from 0 to 60). Default value is 0 seconds.

packet-size bytes Sets the packet size of sending ping packets, in bytes
(from 1 to 65468). The default value is 56 bytes.

timeout seconds Specifies non-responsive timeout interval of sending
ping packets, in seconds (from 1 to 60). The default
value is 2 seconds.

Modes
Privileged EXEC Mode
History
Release Modification
10.1 The command was introduced.
10.4 Added hostname option.
Example

The following command pings host 10.148.22.18:

Switch# ping 10.148.22.18
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ping6

Syntax

Polls the Internet Gateway or “pings” an IPv6 address to see if the specified host is

reachable.

ping6 [<destination address>|<hostname>] [vrf {default|management}]
[source <source address>] [interface {<interface name>|ethernet
<chassis number/port number>| loopback <loopback interface>|mgmt 0|
port-aggregation <LAG number>|vlan <VLANID>}] [count {<number>|
unlimited}] [interval <seconds>] [packet-size <bytes>] [timeout

<seconds>]

where:

Parameter

Description

destination address

The IPv6 address of the host you are trying to ping.

hostname

The name of the host you are trying to ping.

vrf default

Pings the default VRF instance for the specified remote
host.

vrf management

Pings the management VRF instance for the specified
remote host.

source

Specifies the source IPv6 address to use.

source adress

The IPv6 address of the source host.

interface interface
name

The name of the interface to ping.

interface ethernet
chassis number/ port
number

Pings the specified ethernet port. The chassis number is
1 and the port number depends on the switch type.

interface loopback
loopback interface

Pings the specified loopback interface. The loopback
interface is an integer from 0 to 7.

interface mgmt 0

Pings the management interface.

interface
port-aggregation
LAG number

Pings the specified Link Aggregation Group (LAG).
The LAG number is an integer from 1 to 4096.

interface vlan
VLAN ID

Pings the specified VLAN. The VLAN ID is an integer
from 1 to 4094.

count <number>|
unlimited

Specifies repeat counts of ping packets. You can either
set an unlimited number of counts or specify a specific
value from 1 to 655350. The default value is 5 ping
packets.
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interval seconds Sets the interval of sending ping packets, in seconds
(from 0 to 60). Default value is 0 seconds.

packet-size bytes Sets the packet size of sending ping packets, in bytes
(from 1 to 65468). The default value is 56 bytes.

timeout seconds Specifies non-responsive timeout interval of sending
ping packets, in seconds (from 1 to 60). The default
value is 2 seconds.

Modes
Privileged EXEC Mode
History
Release Modification
10.1 The command was introduced.
10.4 Added hostname option.
Example

The following command pings host 2001:db8:85a3: :8a2e:370:7334:

Switch# ping6 2001:db8:85a3::8a2e:370:7334
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python

Enters the Python Programming Shell. To exit the Python Shell either type
quit(), exit(), or press <Ctrl + D>.

Syntax

python [<script name> [<list of arquments>]]

where:

Paramete Function

script name The name of the Python script file.

list of arguments The list of arguments for the specified script file.
Modes

Privileged EXEC Mode
History

Release Modification

10.1 The command was introduced.
Example

The following command enters the Python Shell:

Switch# python

>>> help()
Welcome to Python 2.7! This is the online help utility.

If this is your first time using Python, you should definitely check out
the tutorial on the Internet at http://docs.python.org/tutorial/.

Enter the name of any module, keyword, or topic to get help on writing
Python programs and using Python modules. To quit this help utility and
return to the interpreter, just type "quit".

To get a list of available modules, keywords, or topics, type "modules",
"keywords", or "topics". Each module also comes with a oneline summary of
what it does; to list the modules whose summaries contain a given word
such as "spam", type "modules spam".

help> quit
>>> quit()

Switch#
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reload

Syntax

Modes

History

Example
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Restarts the switch. You will be prompted to confirm this action.

If the running configuration is different from the startup configuration, the switch
will a message informing you of this. If you restart the switch without saving the
running configuration, all unsaved changes will be lost.

To save the running configuration, use one of the following commands:

e cp running-config startup-config
e save

reload [schedule

{monday | tuesday |wednesday | thursday|friday|saturday|sunday}
{HH:MM} [reason <string>|]]

reload schedule cancel

Privileged EXEC mode

Release Modification

10.1 The command was introduced.
10.6 Added the schedule option.

The following command restarts the switch:

Switch# reload
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remove dbg buffer

Clears the content of the debug tracing buffer for a given facility.

Syntax
remove dbg-buffer {all | <facility name>}
where:
Parameter Function
all Clears all the debug trace buffers related to all
facilities.
facility name Clears debug trace buffer contents for a specified
facility.
Modes
o Privileged EXEC mode
e Global Configuration mode
History
Release Modification
10.6 The command was introduced.
Example

The following command deletes all debug trace buffer contents for all facilities:

Switch# remove dbg-buffer all
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remove dbg logfile

Syntax

Modes

History

Example
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Clears the content of the debug trace log file.

remove dbg logfile

e Privileged EXEC mode

e Global Configuration mode

Release

Modification

10.6

The command was introduced.

The following command deletes the content of the debug trace log file:

Switch# remove dbg logfile
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remove ip arp

Syntax

Modes

Deletes all Address Resolution Protocol (ARP) table entries.

remove ip arp [<I[Pv4 address>|<interface name>|ethernet <chassis number/
port number>| loopback <loopback interface number>|mgmt 0|vlan <VLAN ID>]
[force-delete] [vrf {all|default|management}]

where:
Parameter Function
IPv4 address Deletes ARP entries for the specified IPv4 address.

interface name

Deletes ARP entries for the interface specified by
name.

ethernet chassis
number/ port number

Deletes ARP entries for the specified ethernet port. The
chassis number is 1 and the port number depends on the
switch type.

loopback loopback
interface

Deletes ARP entries for the specified loopback
interface. The loopback interface number is an integer
from0to 7.

mgmt O

Deletes ARP entries for the management interface.

vlan VLAN ID

Deletes ARP entries for the specified VLAN interface.
The VLAN ID is an integer from 1 to 4094.

force-delete

Deletes ARP entries without refreshing the table.

vrf all

Deletes ARP entries associated with all Virtual Routing
and Forwarding (VRF) instances.

vrf default

Deletes ARP entries associated with the default VRF
instance.

vrf management

Deletes ARP entries associated with the management
VREF instance.

e Privileged EXEC mode

e Global Configuration mode
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History

Release Modification

10.1 The command was introduced.

Example

The following command deletes all ARP table entries:

Switch# remove ip arp
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remove ip bgp

Syntax

Deletes Border Gateway Protocol (BGP) neighbors.

remove ip bgp {all|{ipv4|ipv6} unicast} {*|<AS number>|<neighbor
address>[ /<prefix length>]} [vrf {all|default}]

remove ip bgp {<AS number>|<neighbor address>|external|peer-group
<peer group name>} [in [prefix-filter]|out|soft [in]out]]

remove ip bgp {*|<neighbor address>} [vrf default] [soft [in|out]]

remove ip bgp {*|<AS number>|<neighbor address>|external|peer-group
<peer group name>} [ipv4 unicast {in [prefix-filter]]|out|soft

[in]out]}]

remove ip bgp {*|<AS number>} [ipv6 unicast [soft [in|out]]]

where:

Parameter Function

all Deletes BGP neighbors for all IP address families.

ipv4a Deletes BGP neighbors only for the IPv4 address
family.

ipv6 Deletes BGP neighbors only for the IPv6 address
family.

unicast Resets BGP neighbors only for the unicast IP address
family.

* Deletes all BGP neighbors.

AS number Deletes BGP neighbors from the specified autonomous

system (AS). The AS number is an integer from 1 to
4294967295.

neighbor address

The IPv4 or IPv6 address of the BGP neighbor.

prefix length

The IPv4 or IPv6 network mask.

external

Deletes all BGP neighbors outside the local AS.

peer-group peer

Deletes all BGP neighbors that are part of the specified

group name peer group.

soft Triggers a soft reconfiguration (a routing update
without resetting the BGP session).

in Triggers a soft reconfiguration and saves a copy of all

received routes.
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Parameter Function

prefix-length Pushes out the prefix list Outbound Route Filter (ORF)
and then, triggers a soft reconfiguration and saves a
copy of all received routes.

out Triggers a soft reconfiguration and saves a copy of all
sent routes.

vrf all Deletes BGP neighbors associated with all Virtual
Routing and Forwarding (VRF) instances.

vrf default Deletes BGP neighbors associated with the default
VRF instance.

Modes

Privileged EXEC mode
History

Release Modification

10.1 The command was introduced.
Example

The following command deletes all BGP neighbors:

Switch# remove ip bgp *
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remove ip bgp dampening

Resets Border Gateway Protocol (BGP) dampening information.

Syntax
remove ip bgp [all]|{ipv4]|ipv6} unicast] dampening [<neighbor
address>[ /<prefix length>]] [vrf {all|default}]
where:
Parameter Function
all Resets dampening information for all IP address
families.
ipva Resets dampening information only for the IPv4
address family.
ipv6 Resets dampening information only for the IPv6
address family.
unicast Resets dampening information only for the unicast IP
address family.
neighbor address The IPv4 or IPv6 address of the BGP neighbor.
prefix length The IPv4 or IPv6 network mask.
vrf all Resets dampening information for BGP neighbors
associated with all Virtual Routing and Forwarding
(VRF) instances.
vrf default Resets dampening information for BGP neighbors
associated with the default VRF instance.
Modes
Privileged EXEC mode
History
Release Modification
10.1 The command was introduced.
Example

The following command resets BGP dampening information for all IP address

families:

Switch# remove ip bgp all dampening
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remove ip bgp flap-statistics

Resets Border Gateway Protocol (BGP) flap statistics.

Syntax
remove ip bgp [all|{ipv4]|ipv6} unicast] flap-statistics
[<neighbor address>[ /<prefix length>]] [vrf {all|default}]
where:
Parameter Function
all Resets flap statistics for all IP address families.
ipv4a Resets flap statistics only for the IPv4 address family.
ipvé Resets flap statistics only for the IPv6 address family.
unicast Resets flap statistics only for the unicast IP address
family.
neighbor address The IPv4 or IPv6 address of the BGP neighbor.
prefix length The IPv4 or IPv6 network mask.
vrf all Resets flap statistics for BGP neighbors associated with
all Virtual Routing and Forwarding (VRF) instances.
vrf default Resets flap statistics for BGP neighbors associated with
the default VRF instance.
Modes
Privileged EXEC mode
History
Release Modification
10.1 The command was introduced.
Example

The following command resets BGP flap statistics for all IP address families:

Switch# remove ip bgp all flap-statistics
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remove ip ospf process

Resets the Open Shortest Path First (OSPF) process.

remove ip ospf process

Privileged EXEC mode

Modification

The command was introduced.

Syntax
Modes
History
Release
10.1
Example

The following command resets the OSPF process:

Switch# remove ip ospf process
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remove ip prefix-list

Deletes an IPv4 prefix list.

Syntax
remove ip prefix-list [<prefix list name> [<IP prefix>]]
where:
Parameter Function
prefix list name The name of the prefix list.
IP prefix Deletes the specified prefix from the selected prefix
list. The IP prefix format is:
IPv4 address/ network mask length
Modes
Privileged EXEC mode
History
Release Modification
10.1 The command was introduced.
Example

The following command deletes all IPv4 prefix lists:

Switch# remove ip prefix-list
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remove ip route

Deletes IPv4 routes.

Syntax
remove ip route [vrf {all|default|management}] {*|<IP route>}
where:
Parameter Function
vrf all Deletes IPv4 routes associated with all Virtual Routing
and Forwarding (VRF) instances.
vrf default Deletes IPv4 routes associated with the default VRF
instance.
vrf management Deletes IPv4 routes associated with the management
VREF instance.
* Deletes all IPv4 routes.
IP route Deletes the specified IPv4 route. The IP route format is:
IPv4 address/ network mask length
Modes
Privileged EXEC mode
History
Release Modification
10.1 The command was introduced.
Example

The following command deletes all IPv4 routes:

Switch# remove ip route *
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remove ipv6 bgp
Deletes IPv6 Border Gateway Protocol (BGP) neighbors.

Syntax

Modes

History

Example
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remove ipvé bgp {*|<neighbor address>} [vrf default [soft [in|

out]]]

where:

Parameter

Function

*

Deletes all IPv6 BGP neighbors.

neighbor address

Deletes only the specified BGP neighbor by its IPv6
address.

vrf default

Deletes IPv6 BGP neighbors associated with the
default Virtual Routing and Forwarding (VRF)
instance.

soft Triggers a soft reconfiguration (a routing update
without resetting the BGP session).

in Triggers a soft reconfiguration and saves a copy of all
received routes.

out Triggers a soft reconfiguration and saves a copy of all
sent routes.

Privileged EXEC mode

Release Modification

10.1 The command was introduced.

The following command deletes all IPv6 BGP neighbors:

Switch# remove ipv6 bgp *
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remove ipv6 prefix-list

Deletes an IPv6 prefix list.

Syntax
remove ipv6é prefix-list [<prefix list name> [<IP prefix>]]
where:
Parameter Function
prefix list name The name of the prefix list.
IP prefix Deletes the specified prefix from the selected prefix
list. The IP prefix format is:
IPv6 address/ network mask length
Modes
Privileged EXEC mode
History
Release Modification
10.1 The command was introduced.
Example

The following command deletes all IPv6 prefix lists:

Switch# remove ipv6 prefix-list
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remove ipv6 route

Deletes IPv6 routes.

Syntax
remove ipv6 route [vrf {all|default|management}] {*|<IP route>}
where:
Parameter Function
vrf all Deletes IPv6 routes associated with all Virtual Routing
and Forwarding (VRF) instances.
vrf default Deletes IPv6 routes associated with the default VRF
instance.
vrf management Deletes IPv6 routes associated with the management
VREF instance.
* Deletes all IPv6 routes.
IP route Deletes the specified IPv6 route. The IP route format is:
IPv6 address/network mask length
Modes
Privileged EXEC mode
History
Release Modification
10.1 The command was introduced.
Example

The following command deletes all IPv6 routes:

Switch# remove ipv6 route *
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remove logging ip access-list cache

Deletes the ACL cache.
Syntax

remove logging ip access-1list cache
Modes

e User EXEC mode

e Privileged EXEC mode

e Global Configuration mode
History

Release Modification

10.6 The command was introduced.
Example

The following command deletes the ACL cache:

Switch# remove logging ip access-list cache
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remove logging logfile

Deletes the logged messages stored in the log file.

remove logging logfile

e Privileged EXEC mode

e Global Configuration mode

Modification

The command was introduced.

Syntax
Modes
History
Release
10.1
Example

The following command deletes the logged messages from the log file:

Switch# remove logging logfile
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remove nwv vxlan

Deletes VXLAN counters.
Syntax
remove nwv vxlan virtual-network [<VXLAN VNID>] counters
remove nwv vxlan virtual-port counters interface [ethernet
<chassis number/port number>|port-aggregation <LAG>]
where:
Parameter Function
VXLAN VNID Resets statistics for the specified VXLAN VNID
number. The VXLAN VNID is an integer from
1-16777214.
ethernet chassis Resets VXLAN statistics for the specified ethernet port.
number/ port number The chassis number is 1 and the port number depends on
the switch type.
port-aggregation Resets VXLAN statistics for the specified Link
LAG Aggregation Group (LAG). The LAG number is an
integer from 1 to 4096.
Modes
e Privileged EXEC mode
e Global Configuration mode
History
Release Modification
10.5 The command was introduced.
10.6 The command was introduced for NE2572 and
NE10032.
Example
The following command deletes all Virtual Network counters:
Switch# remove nwv vxlan virtual-network counters
Restrictions

This command only applies to the following switches:

o RackSwitch G8332
o RackSwitch G8272
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e RackSwitch G8296
e ThinkSystem NE10032 RackSwitch
e ThinkSystem NE2572 RackSwitch
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remove sflow statistics

Deletes sFlow statistics.

Syntax
remove sflow statistics
Modes
e User EXEC mode
e Privileged EXEC mode
e Global Configuration mode
History
Release Modification
10.6 The command was introduced.
Example

The following command deletes the sFlow statistics:

Switch# remove sflow statistics
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restart bgp

Restarts Border Gateway Protocol (BGP).

Syntax
restart bgp <AS number>
where:
Parameter Function
AS number Removes BGP peers associated with the specified
autonomous system (AS). The AS number is an integer
from 1 to 4294967295.
Modes
Privileged EXEC Mode
History
Release Modification
10.1 The command was introduced.
Example

The following command restarts BGP and removes peers associated with AS 200:

Switch# restart bgp 200
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ssh

Syntax

Modes

History

Examples

Creates a Secure Shell (SSH) connection.

ssh {<username@IP address>|<username@hostname>} [port <port number>]
[vrf {default|management}]

where:

Parameter Function

username The ID used when establishing the SSH connection.
The default user is admin.

IP address The IP address of the network device at the other end
of the SSH connection.

hostname The hostname of the network device at the other end of

the SSH connection.

port port number

Creates a SSH connection using the specified port of
the remote host. The port number is an integer from 1 to
65535. The default port is 22.

vrf default

Creates a SSH connection using the default Virtual
Routing and Forwarding (VRF) instance.

vrf management

Creates a SSH connection using the management VRF
instance.

Privileged EXEC mode

Release Modification

10.1 The command was introduced.
10.4 Added hostname option.

The following commands create an SSH connection:

‘ Switch# ssh admin1@10.144.187.17

‘ Switch# ssh adminl@localSwitch port 2005 vrf management
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ssh6

Syntax

Modes

History

Examples
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Creates a Secure Shell version 6 (SSH6) connection.

ssh6 [<username@IPuv6 address>|<username@hostname>] [port <port number>]
[vrf {default|management}]

where:

Parameter Function

username The ID used when establishing the SSH6 connection.
The default user is admin.

IPv6 address The IPv6 address of the network device at the other
end of the SSH6 connection.

hostname The hostname of the network device at the other end of

the SSH6 connection.

port port number

Creates a SSH6 connection using the specified port of
the remote host. The port number is an integer from 1 to
65535. The default port is 22.

vrf default

Creates a SSH6 connection using the default Virtual
Routing and Forwarding (VRF) instance.

vrf management

Creates a SSH6 connection using the management VRF
instance.

Privileged EXEC Mode

Release Modification

10.1 The command was introduced.
10.4 Added hostname option.

The following commands create an SSH6 connection:

‘ Switch# ssh6 admin1@2034:11df::98

‘ Switch# ssh6 adminl@localSwitch port 2005 vrf management
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stop running-script
Stops the specified running Python script.

Syntax
stop running-script <“script name”>
where:
Parameter Function
script name The name of the running Python script. Its name must
be specified using quotation marks as follows:
“script name”
Modes
Privileged EXEC mode
History
Release Modification
10.1 The command was introduced.
Example

The following command stops a running Python script:

Switch# stop running-script “py-script-arg”
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telnet

Syntax

Modes

History

Examples
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Creates a Telnet connection.

telnet [<IP address>|<hostname>] [port <port number>] [vrf {default]

management} ]

where:

Parameter Function

IP address The IPv4 address to which to establish a connection.
hostname The hostname to which to establish a connection.

port port number

Creates a Telnet connection using the specified port of
the remote host. The port number is an integer from 1 to
65535. The default port is 23.

vrf default

Creates a Telnet connection using the default Virtual
Routing and Forwarding (VRF) instance.

vrf management

Creates a Telnet connection using the management
VRF instance.

Privileged EXEC mode

Release Modification

10.1 The command was introduced.
10.4 Added hostname option.

The following commands create a Telnet connection:

‘ Switch# telnet 16.78.194.3

‘ Switch# telnet localSwitch port 2005 vrf default
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telnet6

Creates a Telnet version 6 (Telnet6) connection.

Syntax
telneté [<IPv6 address>|<hostname>] [port <port number>] [vrf
{default |management}]
where:
Parameter Function
IPv6 address The IPv6 address from which to establish a connection.
hostname The hostname to which to establish a connection.
port port number Creates a Telnet6 connection using the specified port of
the remote host. The port number is an integer from 1 to
65535. The default port is 23.
vrf default Creates a Telnet6 connection using the default Virtual
Routing and Forwarding (VRF) instance.
vrf management Creates a Telnet6 connection using the management
VREF instance.
Modes
Privileged EXEC mode
History
Release Modification
10.1 The command was introduced.
10.4 Added hostname option.
Examples

The following command creates a Telnet6 connection:

‘ Switch# telnet6 fe80::21b:21ff:fe22:e865

‘ Switch# telnet6 localSwitch port 2005 vrf management
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terminal terminal-type

Sets the terminal type.

[no] terminal terminal-type <name>

Description

Terminal type name.

Using no before this command without the last argument deletes the terminal

Privileged EXEC Mode

Modification

The command was introduced.

Syntax
where:
Parameter
name
type.
Modes
History
Release
10.1
Example

The following command sets the terminal type to vt100:

Switch# terminal terminal-type vt100
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traceroute

Traces the route from the switch to the specified IPv4 remote host.

Syntax

traceroute [{<remote address>|<hostname>} [vrf {default]|
management}] [source <source address>]]

where:

Parameter

Description

remote address

The IPv4 address of the host you are trying to reach.

hostname

The name of the host you are trying to reach.

vrf default

Searches the default VRF instance for the specified
remote host.

vrf management

Searches the management VRF instance for the
specified remote host.

source

Includes the source IPv4 address in the IP header.

source address

The IPv4 address of the source host.

Modes

Privileged EXEC Mode

History

Release

Modification

10.1

The command was introduced.

10.4

Added hostname option.

Example

The following command traces the route from the switch to 10.2.3.47:

Switch# traceroute 10.200.3.47 vrf default source 10.124.25.90
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traceroute6

Syntax

Modes
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Traces the route from the switch to the specified IPv6 host.

traceroute6 {<remote address>|<hostname>} [vrf {default|
management}] [source <sourceaddress>] [interface {<interface name>|
ethernet <chassis number/port number>|loopback <loopback interface number>|
mgmt O|port-aggregation <LAG number>|vlan <VLAN ID>}]

where:

Parameter

Description

remote address

The IPv6 address of the host you are trying to reach.

hostname

The name of the host you are trying to reach.

vrf default

Searches the default VRF instance for the specified
remote host.

vrf management

Searches the management VRF instance for the
specified remote host.

source

Includes the source IPv6 address in the IP header.

source adress

The IPv6 address of the source host.

interface interface
name

Uses the ethernet interface identified by its name to
trace the route to the remote host.

interface ethernet
chassis number/ port
number

Uses the specified ethernet port to trace the route to the
remote host. The chassis number is 1 and the port number
depends on the switch type.

interface loopback
loopback interface number

Uses the specified loopback interface to trace the route
to the remote host. The loopback interface number is an
integer from 0 to 7.

interface mgmt 0

Uses the management interface to trace the route to the
remote host.

interface
port-aggregation
LAG number

Uses the specified Link Aggregation Group (LAG) to
trace the route to the remote host. The LAG number is
an integer from 1 to 4096.

interface vlan
VLAN ID

Uses the specified VLAN to trace the route to the
remote host. The VLAN ID is an integer from 1 to 4094.

Privileged EXEC Mode
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History

Release Modification
10.1 The command was introduced.
10.4 Added hostname option.

Example

The following command traces the route from the switch to a remote IPv6 host:

Switch# traceroute6 tracehost source fe80::aa97:dcff:fede:2501 interface
ethernet 1/12
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save

Syntax

Modes

History

Examples
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Copies the running configuration to the startup configuration.

save [erase|file|memory|terminal]

where:

Parameter Function

erase Deletes the current startup configuration.

file Copies the running configuration file to the startup
configuration file.

memory Copies the running configuration to the Non-volatile
Random-access Memory (NVRAM).

terminal Displays the running configuration.

Privileged EXEC Mode

Release Modification

10.1 The command was introduced.

The following command deletes the current startup configuration:

Switch# save erase

Warning: This command will erase the startup-configuration.
Do you wish to proceed anyway? (y/n) [n] n

The following command copies the running configuration to the NVRAM:

Switch# save memory

Building configuration...

[OK]

Switch#
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Chapter 2. CNOS Basics

Your Lenovo switch is ready to perform basic switching functions right out of the
box. Some of the more advanced features, however, require some administrative
configuration before they can be used effectively.

This guide describes the individual Industry-Standard Command Line Interface
(ISCLI) commands available for the switch.

The ISCLI provides a direct method for collecting switch information and
performing switch configuration. Using a basic terminal, the ISCLI allows you to
view information and statistics about the switch, and to perform any necessary
configuration.

This chapter explains how to access the ISCLI for the switch.
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ISCLI Command Modes

The ISCLI has three major command modes listed in order of increasing privileges,
as follows:

e User EXEC Mode (Switch>)

This is the initial mode of access. By default, password checking is disabled for
this mode, on console.

e Privileged EXEC mode (Switch#)

This mode is accessed from User EXEC Mode. This mode can be accessed using
the following command: enable

e Configuration Mode (Switch(config)#)

This mode allows you to make changes to the running configuration. If you save
the configuration, the settings survive a reload of the switch. Several sub-modes
can be accessed from the User EXEC Mode. This mode can be accessed using the
following command: configure device

Each mode provides a specific set of commands. Most lower-privilege mode
commands are accessible when using a higher-privilege mode.

Note: The word “Switch” is a generic term used throughout the Command
Reference Guide to indicate the hostname of the switch when issuing commands.
Depending on the switch type, the CLI prompt will display either G8272, G8296,
G8332, NE1032, NE1032T, NE1072T, NE10032, or NE2572 as the default
hostname.
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Command Line Interface Shortcuts
The following shortcuts allow you to enter commands quickly and easily.
CLI List and Range Inputs

For VLAN and port commands that allow an individual item to be selected from
within a numeric range, lists and ranges of items can now be specified. For
example, the vlan command permits the following options:

Switch(config)# vlan 1,3,3094 (access VLANs 1, 3, and 3094)
Switch(config)# vlan 1-20 (access VLANSs 1 through 20)
Switch(config)# vlan 1-5,90-99,3090-3094 (access multiple ranges)
Switch(config)# vlan 1-5,19,20,3090-3094 (access a mix of lists and ranges)

The numbers in a range must be separated by a dash: <start of range>-<end of range>

Multiple ranges or items are permitted using a comma: <range or item 1>, <range or
item 2>

Do not use spaces within list and range specifications.

Ranges can also be used to apply the same command option to multiple items. For
example, to access multiple ports with one command:

Switch(config)# interface ethernet 1/10-12 (Ports 10 through 12)
Switch(config-if-range)#

Command Abbreviation

Most commands can be abbreviated by entering the first characters which
distinguish the command from the others in the same mode. For example, consider
the following full command:

‘ Switch(config)# spanning-tree mst max-age 30

It can be abbreviated as follows:

‘ Switch(config)# sp ms max-a 30

Tab Completion

By entering the first letter of a command at any prompt and pressing <Tab>, the
ISCLI displays all available commands or options that begin with that letter.
Entering additional letters further refines the list of commands or options
displayed. If only one command fits the input text when <Tab> is pressed, that
command is supplied on the command line, waiting to be entered.

If multiple commands share the typed characters, when you press <Tab>, the
ISCLI completes the common part of the shared syntax.
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Line Editing

The following keystroke commands are available for editing command lines:

Command

Behavior

Ctrl + A

Moves the cursor to the beginning of the line.

Ctrl+B

Moves the cursor one character to the left.

Ctrl+D

Deletes the character at the cursor.

Ctrl + E

Moves the cursor to the end of the line.

Ctrl + F

Moves the cursor one character to the right.

Ctrl + K

“Kills” all text to the right of the cursor, putting it into a buffer.

Ctrl + L

Blanks the screen, leaving the current line intact at the top.

Ctrl + N

Move to the next command in the command history.

Ctri+P

Move to the previous command in the command history.

Ctrl+T

Swaps the character at the cursor with the character to the left of
the cursor.

Ctrl+ U

Clears all text from the command line.

Ctrl+ W

Deletes from the cursor to the start of the “word.”

Ctrl+Y

“Yank” the text from the kill buffer.

Esc +B

Moves the cursor backwards one “word.”

Esc+C

Capitalizes the first letter of the “word” or the character where
the cursor is pointing.

Esc +D

Deletes to the end of the word to the right of the cursor.

Esc + F

Moves the cursor forwards one “word.”

Esc +L

Changes the text to lowercase from the cursor to the end of the
“word.”

Esc+U

Changes the text to uppercase from the cursor to the end of the
“word.”
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User Access Levels
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To enable better switch management and user accountability, two levels or classes
of user access have been implemented on the switch. Levels of access to CLI, Web
management functions, and screens increase as needed to perform various switch
management tasks. Conceptually, access classes are defined as follows:

network-operator

Interaction with the switch is completely passive —nothing can be changed on
the switch. Users may display information that has no security or privacy
implications, such as switch statistics and current operational state information.

network-admin

Administrators are the only ones that may make permanent changes to the
switch configuration —changes that are persistent across a reboot/reset of the
switch. Administrators can access switch functions to configure and
troubleshoot problems on the switch. Because administrators can also make
temporary (operator-level) changes as well, they must be aware of the
interactions between temporary and permanent changes.

Access to switch functions is controlled through the use of unique surnames and
passwords. Once you are connected to the switch via local Telnet, remote Telnet, or
SSH, you are prompted to enter a password. The default user names/password for
each access level are listed in the following table.

Note: To maintain security, change default switch passwords after initial
configuration and as regularly as required under your network security policies.

User Account |Description and Tasks Performed Password
Network The network operator has no direct responsibility
Operator for switch management. He or she can view all

switch status information and statistics, but
cannot make any configuration changes to the
switch.

Network The network administrator has complete access to |admin

Administrator |all command modes, information, and

configuration commands on the switch, including
the ability to change both the operator and
administrator passwords.

Note: Access to network-operator user level can be disabled by setting the
password to an empty value.
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Using User EXEC Commands

Some basic commands are recognized throughout the ISCLI command modes.
These commands are useful for obtaining online help, navigating through the
interface, and for saving configuration changes.

For general help with using the CNOS ISCLI, enter help.
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display

Displays information about the given parameter.

Syntax
display <parameter>
where:
Parameter Description
parameter The item about which information is desired.
For full information about the display commands, see Chapter 32, “Display
Commands”.
Modes
All command modes
History
Release Modification
10.1 The command was introduced.
Example
The following command shows the users logged into the switch:
Switch> display users
Restrictions

Not all display commands work in all modes. See Chapter 32, “Display
Commands” for more information about which display commands work in
which modes.
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enable

Syntax

Modes

History

Example

Turns on Privileged EXEC Mode.

enable

User EXEC Mode

Release Modification

10.1 The command was introduced.

The following command enables Privileged EXEC Mode:

Switch> enable
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exit

Syntax

Modes

History

Examples
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Leave the current command mode and returns to the previous command mode.

Note: If in User EXEC or Privileged EXEC Modes, executing the command will log

off the switch.

exit

All command modes

Release

Modification

10.1

The command was introduced.

The following command exists Configuration Command Mode and returns to the

Privileged EXEC Mode:

Switch(config)# exit

Switch#

The following command exists Privileged EXEC Mode and returns to the login

screen:

Switch# exit

Switch login:
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help

Syntax

Modes

History

Example

Gives a brief description of the interactive help system.

help

All command modes

Release

Modification

10.1

The command was introduced.

The following command displays a short help text:

Switch> help

NOS CLI provides advanced help feature. When you need help, anytime at
the command line please press '?'.

If nothing matches, the help list will be empty and you must backup until

entering a '?' shows the available options.

Two styles of help are provided:

1. Full help is available when you are ready to enter a command argument
(e.g. 'show ?') and describes each possible argument.

2. Partial help is provided when an abbreviated argument is entered and

you want to know what arguments match the input (e.g. 'show ve?'.)
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logging terminal
Enables or disables the current SSH/Telnet terminal session logging output.

By default, terminal session logging is enabled.

Syntax
[no] logging terminal
Modes
e User EXEC mode
e Privileged EXEC mode
e Global Configuration mode
History
Release Modification
10.2 The command was introduced.
10.4 The command can be also executed from Global
Configuration mode.
Example

The following command disables terminal session logging:

‘ Switch> no logging terminal

Related Commands

Command Description

display logging info Displays general logging information.

display monitor Displays Ethernet Switch Port Analyzer (SPAN)
information.
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logout

Logs you off the switch.

Syntax
logout
Modes
e User EXEC mode
e Privileged EXEC mode
History
Release Modification
10.1 The command was introduced.
Example

The following command logs you off the switch:

Switch> logout

Switch login:
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ntp sync-retry

Syntax

Modes

History

Example
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Retries Network Time Protocol (NTP) synchronization with configured servers.

ntp sync-retry

e User EXEC Mode
e Privileged EXEC Mode

Release

Modification

10.1

The command was introduced.

The following command retries NTP synchronization:

Switch> ntp sync-retry
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quit

Logs you off the switch.

Syntax
quit
Modes
e User EXEC Mode
e Privileged EXEC Mode
History
Release Modification
10.1 The command was introduced.
Example

The following command logs off the switch:

Switch# quit

Switch login:
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remove aaa local user lockout

Unlocks a user that has been locked out during.

remove aaa local user lockout username <username>

Description

The name of the user being unlocked.

e User EXEC Mode
e Privileged EXEC Mode

Modification

The command was introduced.

Syntax
where:
Parameter
username
Modes
History
Release
10.1
Example

The following command clears the lockout for the user user134:

Switch> remove aaa local user lockout username user134
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remove access-list counters

Resets Access Control List (ACL) statistics.

Syntax

remove access-list counters [<ACL>]

where:

Parameter Description

ACL The name of an ACL for which its statistics will be

reset.

Note: If no access list is supplied, all access list statistics are reset.
Modes

e User EXEC Mode

e Privileged EXEC Mode

e Global Configuration Mode
History

Release Modification

10.1 The command was introduced.
Example

The following command resets the statistics for the access list myList:

Switch> remove access-list counters myList
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remove arp access-list counters

Resets Address Resolution Protocol (ARP) ACL statistics.

Syntax

remove arp access-list counters [<ARP ACL>]

where:

Parameter Description

ARP ACL The name of an ARP ACL for which its statistics will

be reset.

Note: If no access list is supplied, all ARP access list statistics are reset.
Modes

e User EXEC Mode

e Privileged EXEC Mode

e Global Configuration Mode
History

Release Modification

10.1 The command was introduced.
Example

The following command resets the statistics for the access list myList:

Switch> remove arp access-list counters myList
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remove bgp ipv4 unicast policy statistics redistribute

Resets Border Gateway Protocol (BGP) IPv4 policy-related information, route filter
statistics, and statistics for redistribution.

Syntax
remove bgp ipv4 unicast policy statistics redistribute
{all|direct|static} [vrf {all|default}]
where:
Parameter Description
all Resets all BGP statistics for redistributed protocols.
direct Resets BGP statistics for directly-connected switches.
static Resets BGP statistics for static addresses.
vrf all Resets BGP statistics for all Virtual Routing And
Forwarding (VRF) instances.
vrf default Resets BGP statistics for the default VRF instance.
Modes
e User EXEC Mode
e Privileged EXEC Mode
History
Release Modification
10.1 The command was introduced.
Example

The following command resets the statistics for the all redistributed protocols:

Switch> remove bgp ipv4 unicast policy statistics redistribute all
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remove bgp ipv6 unicast policy statistics redistribute

Resets Border Gateway Protocol (BGP) IPv6 policy-related information, route filter
statistics, and statistics for redistribution.

Syntax
remove bgp ipv6 unicast policy statistics redistribute
{all|direct|static} [vrf {all|default}]
where:
Parameter Description
all Resets all BGP statistics for redistributed protocols.
direct Resets BGP statistics for directly-connected switches.
static Resets BGP statistics for static addresses.
vrf all Resets BGP statistics for all Virtual Routing And
Forwarding (VRF) instances.
vrf default Resets BGP statistics for the default VRF instance.
Modes
e User EXEC Mode
e Privileged EXEC Mode
History
Release Modification
10.2 The command was introduced.
Example

The following command resets the statistics for the all redistributed protocols:

Switch> remove bgp ipvé unicast policy statistics redistribute all

© Copyright Lenovo 2018 Chapter 2: CNOS Basics 117



remove cee pr counters
Resets Priority Flow Control (PFC) statistics.

Syntax
remove cee pfc counters [interface ethernet <chassis number/
port number>]
where:
Parameter Description
interface ethernet |Resets PFC statistics for the specified ethernet
chassis number/port interface. The chassis number is 1 and the port number
number depends on the switch type.

Modes
e User EXEC Mode
e Privileged EXEC Mode

History
Release Modification
10.3 The command was introduced.

Example
The following command resets PFC statistics for ethernet interface 1/12:

Switch> remove cee pfc counters interface ethernet 1/12
Restrictions

This command is not supported on the NE1032T and the NE1072T.
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remove cli history

Resets the command line history.

Syntax
remove cli history
Modes
e User EXEC Mode
e Privileged EXEC Mode
History
Release Modification
10.1 The command was introduced.
Example

The following command resets the CLI history:

Switch> remove cli history

© Copyright Lenovo 2018 Chapter 2: CNOS Basics 119



remove copp statistics

Resets Control Plane Policing (CoPP) statistics.

remove copp statistics

e User EXEC Mode
e Privileged EXEC Mode

e Global Configuration Mode

Modification

The command was introduced.

Syntax
Modes
History
Release
10.1
Example

The following command resets all CoPP statistics:

Switch> remove copp statistics
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remove counters

Syntax

Modes

History
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Resets all statistics.

remove counters [interface {all|<interface name>|ethernet <chassis
number/port number>| Lloopback <loopback interface number>|mgmt 0|
port-aggregation <LAG number>|vlan <VLAN ID>}]

where:

Parameter Description

interface Resets statistics for a switch interface.
all Resets statistics for all switch interfaces.

interface name

Resets statistics for the interface identified by its
name.

ethernet chassis
number/port number

Resets statistics for the specified ethernet port. The
chassis number is 1 and the port number depends on the
switch type.

loopback loopback
interface number

Resets statistics for the specified loopback interface.
The loopback interface number is an integer from 0 to 7.

mgmt 0

Resets statistics for the management interface.

port-aggregation
LAG number

Resets statistics for the specified Link Aggregation
Group (LAG). The LAG number is an integer from 1 to
4096.

vlan VLAN ID

Resets statistics for the specified VLAN interface. The
VLAN ID is an integer from 1 to 4094.

e User EXEC Mode

e Privileged EXEC Mode

Release

Modification

10.1

The command was introduced.
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Examples

The following command resets all statistics:

‘ Switch> remove counters

The following command resets statistics for ethernet port 1/12:

‘ Switch> remove counters interface ethernet 1/12
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remove ip access-list counters

Resets all IP access list statistics.

Syntax

remove ip access-list counters [<ACL name>]

where:

Parameter Description

ACL name The name of the Access Control List (ACL) for which

its statistics will be reset.

Modes

e User EXEC Mode

e Privileged EXEC Mode

e Global Configuration Mode
History

Release Modification

10.1 The command was introduced.
Example

The following command resets all IP counters from access list myACL:

Switch> remove ip access-list counters myACL
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remove ip bgp statistics

Resets all Border Gateway Protocol (BGP) statistics.

Modification

The command was introduced.

Syntax

remove ip bgp statistics
Modes

e User EXEC Mode

e Privileged EXEC Mode
History

Release

10.1
Example

The following command resets all BGP statistics:

Switch> remove ip bgp statistics
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remove ip dhcp snooping counters

Resets all Dynamic Host Configuration Protocol (DHCP) Snooping statistics.

remove ip dhcp snhooping counters

e User EXEC mode
e Privileged EXEC mode

Modification

The command was introduced.

Syntax
Modes
History
Release
10.4
Example

The following command resets DHCP Snooping statistics:

Switch> remove ip dhcp snooping counters
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remove ip igmp snooping

Syntax

Modes

History

Example

Resets Internet Group Management Protocol (IGMP) Snooping statistics and
deletes all IGMP Snooping entries.

remove ip igmp snooping [ecp statistics|{group|mrouter}
{* | <mrouter IPv4 address>|vlan <VLAN ID>}|statistics {all|vlan

<VLAN ID>}]

where:

Parameter

Function

ecp statistics

Resets IGMP Snooping ECP statistics.

group

Deletes IGMP group entries.

mrouter

Deletes IGMP multicast router cache entries.

*

Deletes all entries.

mrouter IPv4 address

Deletes IGMP entries for the specified multicast IP
address.

vlan VLAN ID

Deletes IGMP entries for the specified VLAN. The
VLAN ID is an integer from 1 to 4094.

statistics all

Resets all IGMP Snooping statistics.

statistics vlan
VLAN ID

Resets IGMP Snooping statistics for the specified
VLAN. The VLAN ID is from 1 to 4094.

e User EXEC Mode
e Privileged EXEC Mode

Release Modification
10.1 The command was introduced.
10.3 Added ecp statistics option.

The following command resets all IGMP Snooping statistics:

Switch> remove ip igmp snooping statistics all
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remove ip ospf neighbors
Resets Open Shortest Path First (OSPF) neighbor statistics.

Syntax

Modes
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remove ip ospf [<OSPF instance>] neighbors {*|<OSPF neighbor address>|
<interface name>| ethernet <chassis number/port number>|loopback <loopback
interface number>|vlan <VLAN ID>} vrf {all|default}

where:

Parameter Function

OSPF process 1D Resets OSPF neighbor statistics for the specified OSPF
instance. The OSPF instance is an integer from 0 to
65535.

* Resets OSPF statistics for all neighbors.

OSPF neighbor address Resets OSPF statistics for the neighbor identified by its

IPv4 address.

interface name

Resets OSPF neighbor statistics for the interface
identified by its name.

ethernet chassis
number/port number

Resets OSPF neighbor statistics for the specified
ethernet port. The chassis number is 1 and the port
number depends on the switch type.

loopback loopback
interface number

Resets OSPF neighbor statistics for the specified
loopback interface. The loopback interface number is an
integer from 0 to 7.

vlan VLAN ID

Resets OSPF neighbor statistics for the specified VLAN
interface. The VLAN ID is an integer from 1 to 4094.

vrf all

Resets OSPF neighbor statistics for all Virtual Routing
and Forwarding (VRF) instances.

vrf default

Resets OSPF neighbor statistics for the default VRF
instance.

e User EXEC Mode

e Privileged EXEC Mode
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History

Release Modification

10.1 The command was introduced.

Example

The following command resets all OSPF neighbor statistics:

Switch> remove ip ospf neighbors *
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remove ip ospf policy statistics redistribute
Resets Open Shortest Path First (OSPF) redistribution policy related statistics.

Syntax
remove ip ospf policy statistics redistribute {bgp|direct]
static}
where:
Parameter Function
bgp Resets statistics only for routes learned through the
Border Gateway Protocol (BGP).
direct Resets statistics only for directly connected routes.
static Resets statistics only for static routes.
Modes
e User EXEC Mode
e Privileged EXEC Mode
History
Release Modification
10.1 The command was introduced.
Example

The following command resets OSPF redistribution policy related statistics only
for directly connected routes:

Switch> remove ip ospf policy statistics redistribute direct
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remove ip ospf rib counters
Resets Open Shortest Path First (OSPF) Routing Information Base (RIB) statistics.

Syntax
remove ip ospf rib counters [vrf {all|default}]
where:
Parameter Function
vrf all Resets OSPF RIB statistics for all Virtual Routing and
Forwarding (VRF) instances.
vrf default Resets OSPF RIB statistics for the default VRF instance.
Modes
e User EXEC Mode
e Privileged EXEC Mode
History
Release Modification
10.1 The command was introduced.
Example

The following command resets all OSPF RIB statistics:

Switch> remove ip ospf rib counters
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remove ip ospf statistics
Resets Open Shortest Path First (OSPF) statistics.

Syntax
remove ip ospf [<OSPF instance>] statistics [vrf {all|default}]
where:
Parameter Function
OSPF instance Resets OSPF statistics for the specified OSPF instance.
The OSPF instance is an integer from 0 to 65535.
vrf all Resets OSPF statistics for all Virtual Routing and
Forwarding (VRF) instances.
vrf default Resets OSPF statistics for the default VRF instance.
Modes
e User EXEC Mode
e Privileged EXEC Mode
History
Release Modification
10.1 The command was introduced.
Example

The following command resets all OSPF statistics:

Switch> remove ip ospf statistics
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remove ip ospf traffic

Resets Open Shortest Path First (OSPF) traffic statistics.

Syntax

Modes

History

Example

remove ip ospf [<OSPF instance>] traffic [<interface name>|ethernet
<chassis number/port number>| loopback <loopback interface number>|vlan
<VLAN ID>] [vrf {all|default}]

where:
Parameter Function
OSPF instance Resets OSPF traffic statistics for the specified OSPF

instance. The OSPF instance is from 0 to 65535.

interface name

Resets OSPF traffic statistics for the interface identified
by its name.

ethernet chassis
number/ port number

Resets OSPF traffic statistics for the specified ethernet
port. The chassis number is 1 and the port number
depends on the switch type.

loopback loopback
interface number

Resets OSPF traffic statistics for the specified loopback
interface. The loopback interface number is an integer
from0to 7.

vlan VLAN ID

Resets traffic statistics for the specified VLAN
interface. The VLAN ID is an integer from 1 to 4094.

vrf all

Resets OSPF traffic statistics for all Virtual Routing and
Forwarding (VRF) instances.

vrf default

Resets OSPF traffic statistics for the default VRF
instance.

o User EXEC Mode

e Privileged EXEC Mode

Release

Modification

10.1

The command was introduced.

The following command resets all OSPF traffic statistics:

Switch> remove ip ospf traffic
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remove ip slp counters

Syntax

Modes

History

Example
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Resets Service Location Protocol (SLP) traffic statistics.

remove ip slp counters

e User EXEC Mode
e Privileged EXEC Mode

Release

Modification

10.2

The command was introduced.

The following command resets all SLP traffic statistics:

Switch> remove ip slp counters
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remove ipv6 adjacency

Syntax

Resets the IPv6 adjacency table.

remove ipvé adjacency [<interface name>|<neighbor address>|ethernet
<chassis number/port number>| loopback <loopback interface number>|mgmt 0|
port-aggregation <LAG number>|vlan <VLAN ID>] [force-clear]
[vrf {all|default|management}]

where:

Parameter

Description

interface name

Resets the IPv6 adjacency table for the interface
identified by its name.

neighbor address

Resets the IPv6 adjacency table for the neighbor
identified by its IPv6 address.

ethernet chassis
number/port number

Resets the IPv6 adjacency table for the specified
ethernet port. The chassis number is 1 and the port
number depends on the switch type.

loopback loopback
interface number

Resets the IPv6 adjacency table for the specified
loopback interface. The loopback interface number is an
integer from 0 to 7.

mgmt O

Resets the IPv6 adjacency table for the management
interface.

port-aggregation
LAG number

Resets the IPv6 adjacency table for the specified Link
Aggregation Group (LAG). The LAG number is an
integer from 1 to 4096.

vlan VLAN ID

Resets the IPv6 adjacency table for the specified
VLAN interface. The VLAN ID is an integer from 1 to
4094.

force-clear

Resets the IPv6 adjacency table without a refresh.

vrf all

Resets IPv6 adjacency entries for all Virtual Routing
And Forwarding (VRF) instances.

vrf default

Resets IPv6 adjacency entries for the default VRF
instance.

vrf management

Resets IPv6 adjacency entries for the management
VREF instance.
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Modes

e User EXEC Mode
e Privileged EXEC Mode

e Global Configuration Mode

History

Release

Modification

10.1

The command was introduced.

Examples

The following command resets all IPv6 adjacency table entries for the neighbor
with IPv6 address 2001:db8:85a3: :8a2e:370:7334:

Switch> remove ipv6 adjacency 2001:db8:85a3::8a2e:370:7334

The following command forces a reset of all default VRF IPv6 adjacency table
entries for the management interface:

Switch> remove ipv6 adjacency mgmt 0 force-clear vrf default
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remove ipv6 neighbor

Syntax

Modes

Deletes all IPv6 neighbors.

remove ipvé neighbor [<interface name>|<neighbor address>|ethernet
<chassis number/port number>| loopback <loopback interface number>|mgmt 0|
port-aggregation <LAG number>|vlan <VLAN ID>] [force-clear]
[vrf {all|default|management}]

where:

Parameter

Function

interface name

Deletes the IPv6 neighbors for the interface identified
by its name.

neighbor address

Deletes the IPv6 neighbors for the neighbor identified
by its IPv6 address.

ethernet chassis
number/port number

Deletes the IPv6 neighbors for the specified ethernet
port. The chassis number is 1 and the port number
depends on the switch type.

loopback loopback
interface number

Deletes the IPv6 neighbors for the specified loopback
interface. The loopback interface number is an integer
from0to 7.

mgmt O

Deletes the IPv6 neighbors for the management
interface.

port-aggregation
LAG number

Deletes the IPv6 neighbors for the specified Link
Aggregation Group (LAG). The LAG number is an
integer from 1 to 4096.

vlan VLAN ID

Deletes the IPv6 neighbors for the specified VLAN
interface. The VLAN ID is an integer from 1 to 4094.

force-clear

Deletes the IPv6 neighbors without a refresh.

vrf all

Deletes the IPv6 neighbors for all Virtual Routing And
Forwarding (VRF) instances.

vrf default

Deletes the IPv6 neighbors for the default VRF
instance.

vrf management

Deletes the IPv6 neighbors for the management VRF
instance.

e User EXEC Mode

e Privileged EXEC Mode

o Global Configuration Mode

136 command Reference for CNOS 10.6




History

Release Modification

10.1 The command was introduced.

Example

The following command deletes all IPv6 neighbors:

Switch> remove ipv6é neighbor
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remove lacp counters

Resets Link Aggregation Control Protocol (LACP) statistics.

Syntax
remove lacp counters [interface port-aggregation <LAG number>]
where:
Parameter Description
interface Resets LACP statistics for the specified Link
port-aggregation Aggregation Group (LAG). The LAG number is an
LAG number integer from 1 to 4096.
Modes
e User EXEC Mode
e Privileged EXEC Mode
History
Release Modification
10.1 The command was introduced.
Example

The following command resets LACP statistics from LAG 85:

Switch> remove lacp counters interface port-aggregation 85
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remove lacp internal event-history

Deletes the Link Aggregation Control Protocol (LACP) internal event logs.

Syntax
remove lacp internal event-history {all|errors|interface|
msgs}
where:
Parameter Description
all Deletes all LACP event logs.
errors Deletes only the LACP error logs.
interface Deletes only the LACP interface logs.
msgs Deletes only the LACP message logs.
Modes
e User EXEC Mode
e Privileged EXEC Mode
History
Release Modification
10.1 The command was introduced.
Example

The following command deletes the LACP interface logs:

Switch> remove lacp internal event-history interface
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remove line

Deletes the session on the specified virtual terminal (VTY).

remove line <VTY name>

Description

The name of the VTY session being deleted.

o User EXEC Mode
e Privileged EXEC Mode

Modification

The command was introduced.

Syntax
where:
Parameter
VTY name
Modes
History
Release
10.1
Example

The following command clears a VTY named myVTY:

Switch> remove line myVTY
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remove lldp counters

Resets Link Layer Discovery Protocol (LLDP) statistics.

Syntax
remove lldp counters [interface {ethernet <chassis number/port
number>|mgmt 0}]
where:
Parameter Description
interface Resets LLDP statistics for the specified interface.
ethernet chassis Resets LLDP statistics for the specified ethernet port.
number/port number The chassis number is 1 and the port number depends on
the switch type.
mgmt O Resets LLDP statistics for the management interface.
Modes
e User EXEC Mode
e Privileged EXEC Mode
History
Release Modification
10.1 The command was introduced.
Example

The following command resets LLDP statistics for ethernet interface 1/12:

Switch> remove 1lldp counters interface ethernet 1/12

© Copyright Lenovo 2018 Chapter 2: CNOS Basics 141



remove lldp internal event-history

Deletes the Link Layer Discovery Protocol (LLDP) internal event logs.

Syntax
remove 1lldp internal event-history {all|errors|event|msgs|
trace}
where:
Parameter Description
all Deletes all LLDP event logs.
errors Deletes only the LLDP error logs.
event Deletes only the LLDP event logs.
msgs Deletes only the LLDP message logs.
trace Deletes only the LLDP trace logs.
Modes
e User EXEC Mode
e Privileged EXEC Mode
History
Release Modification
10.1 The command was introduced.
Example

The following command deletes the LLDP message logs:

Switch> remove 1lldp internal event-history msgs
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remove lidp neighbors
Deletes Link Layer Discovery Protocol (LLDP) neighbors.

Syntax
remove lldp neighbors [interface {ethernet <chassis number/port
number>|mgmt 0}]
where:
Parameter Description
interface Deletes LLDP neighbors for the specified interface.
ethernet chassis Deletes LLDP neighbors for the specified ethernet
number/port number port. The chassis number is 1 and the port number
depends on the switch type.
mgmt O Deletes LLDP neighbors for the management
interface.
Modes
e User EXEC Mode
e Privileged EXEC Mode
History
Release Modification
10.1 The command was introduced.
Example

The following command deletes LLDP neighbors for ethernet interface 1/1:

Switch> remove 1lldp neighbors interface ethernet 1/1
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remove mac access-list counters

Resets MAC Access Control Lists (ACLs) statistics.

Syntax

remove mac access-list counters [<MAC ACL>]

where:

Parameter Description

MAC ACL Resets statistics only for the specified MAC ACL.
Modes

e User EXEC Mode

e Privileged EXEC Mode

e Global Configuration Mode
History

Release Modification

10.1 The command was introduced.
Example

The following command resets statistics for the MAC ACL named myMACTList:

Switch> remove mac access-list counters myMACList
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remove mac address-table
Deletes MAC entries from the Forwarding Database (FDB).

Syntax

Modes
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remove mac address-table {dynamic|static} [address <MAC
address>| {interface ethernet <chassis number/port number>} |
{interface port-aggregation <LAG number>} [vlan <VLAN ID>]

[vlan <VLAN ID>]

where:

Parameter Description

dynamic Deletes only dynamic MAC entries. No further
arguments deletes all dynamic MAC entries.

static Deletes only static MAC entries. No further

arguments deletes all static MAC entries.

address MAC address

Deletes the specified MAC entry. The MAC address
can be written as one of the following formats:

o X.X.X
XX-XX-XX-XX-XX-XX
XX XX XX XX XX: XX
XXXX.XXXX.XXXX

interface ethernet
chassis number/port

Deletes MAC entries associated with the specified
ethernet port. The chassis number is 1 and the port

number number depends on the switch type.
Note: You can also add ethernet chassis number/port
number combinations using a comma separator, such
as1-1,1-3,1-7.
interface Deletes MAC entries associated with the specified
port-aggregation Link Aggregation Group (LAG). The LAG number is
LAG number an integer from 1 to 4096.

Note: You can also add ethernet chassis number/port
number combinations using a comma separator, such
as1,4,300,4090.

vlan VLAN ID

(Optional) Deletes MAC entries associated with the
specified VLAN. The VLAN ID is an integer from 1 to
4093.

e User EXEC Mode
e Privileged EXEC Mode
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History

Release

Modification

10.1

The command was introduced.

10.4

Updated documentation for this command.

Example

The following command resets all dynamic MAC addresses from the FDB:

Switch> remove mac address-table dynamic
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remove npa internal event-history
Deletes the Network Policy Agent (NPA) internal event logs.

remove npa internal event-history {all|errors|msgs}

Description

Deletes all NPA event logs.

Deletes only the NPA error logs.

Deletes only the NPA message logs.

e User EXEC mode
e Privileged EXEC mode

Modification

The command was introduced.

Syntax
where:
Parameter
all
errors
msgs
Modes
History
Release
10.4
Example

The following command deletes only the NPA error logs:

Switch> remove npa internal event-history errors

© Copyright Lenovo 2018

Chapter 2: CNOS Basics 147



remove gos statistics

Syntax

Modes

Resets Quality of Service (QoS) statistics.

remove qos statistics [interface <interface name>|ethernet <chassis
number/port number>| port-aggregation <LAG number>|vlan <VLAN ID>]
[input|output] [type {gos|queuing}]

where:
Parameter Description
interface Resets QoS statistics for the specified switch interface.

interface name

Resets QoS statistics for the interface identified by its
name.

ethernet chassis
number/port number

Resets QoS statistics for the specified ethernet port.
The chassis number is 1 and the port number depends on
the switch type.

port-aggregation
LAG number

Resets QoS statistics for the specified Link
Aggregation Group (LAG). The LAG number is an
integer from 1 to 4096.

vlan VLAN ID

Resets QoS statistics for the specified VLAN. The
VLAN ID is an integer from 1 to 4094.

input Resets QoS input statistics.
output Resets QoS output statistics.
type qos Resets only QoS statistics.

type queuing

Resets only queuing statistics.

e User EXEC Mode

o Privileged EXEC Mode

e Global Configuration Mode
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History

Release Modification

10.1 The command was introduced.

Example

The following command resets QoS statistics:

Switch> remove qos statistics input type qos
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remove rib ipc stats

Resets Routing Information Base (RIB) Inter-Process Communication (IPC)

statistics.
Syntax
remove rib ipc stats
Modes
e User EXEC Mode
e Privileged EXEC Mode
History
Release Modification
10.1 The command was introduced.
Example

The following command resets RIB IPC statistics:

Switch> remove rib ipc stats
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remove snmp hostconfig

Syntax

Modes

History

Example
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Resets the Simple Network Management Protocol (SNMP) host configuration.

remove snmp hostconfig

e User EXEC Mode
e Privileged EXEC Mode

Release

Modification

10.1

The command was introduced.

The following command resets SNMP host configuration:

Switch> remove snmp hostconfig
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remove spanning-tree counters

Resets Spanning Tree statistics.

Syntax
remove spanning-tree counters [interface {ethernet <chassis
number/port number>| port-aggregation <LAG number>|vlan <VLAN ID>]
where:
Parameter Description
interface Resets Spanning Tree statistics for the specified switch
interface.
ethernet chassis Resets Spanning Tree statistics for the specified
number/port number ethernet port. The chassis number is 1 and the port
number depends on the switch type.
port-aggregation Resets Spanning Tree statistics for the specified Link
LAG number Aggregation Group (LAG). The LAG number is an
integer from 1 to 4096.
vlan VLANID Resets Spanning Tree statistics for the specified
VLAN. The VLAN ID is an integer from 1 to 4094.
Modes
e User EXEC Mode
e Privileged EXEC Mode
e Global Configuration
History
Release Modification
10.1 The command was introduced.
Example

The following command resets spanning tree counters for ethernet port 1/12:

Switch> remove spanning-tree counters interface ethernet 1/12
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remove spanning-tree internal event-history

Deletes the Spanning Tree internal event history.

Syntax
remove spanning-tree internal event-history {all|deleted|
errors|msgs|tree}
where:
Parameter Description
all Deletes all event history.
deleted Deletes event history of deleted trees and ports.
errors Deletes STP error event history logs.
msgs Deletes STP message event history logs.
tree Deletes STP instance information.
Modes
e User EXEC Mode
e Privileged EXEC Mode
e Global Configuration
History
Release Modification
10.1 The command was introduced.
Example

The following command resets the STP internal event history of deleted trees and
ports:

Switch> remove spanning-tree internal event-history deleted
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remove statistics microburst

Resets the microburst statistics for all ethernet interfaces that have microburst

detection enabled.

Syntax
remove statistics microburst [interface ethernet <chassis number/
port number>]
where:
Parameter Description
interface ethernet |Resets the microburst statistics for the specified
chassis number/port ethernet port. The chassis number is 1 and the port
number number depends on the switch type.
Modes
e User EXEC Mode
e Privileged EXEC Mode
History
Release Modification
10.1 The command was introduced.
Example

The following command resets microburst statistics:

Switch> remove statistics microburst
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remove user

Syntax

Modes

History

Example
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Logs out the specified user.

remove user <username>

where:
Parameter Description
username Logs out the user identified by its username. The

username can be up to 28 characters in length.

e User EXEC Mode
e Privileged EXEC Mode

e Global Configuration Mode

Release

Modification

10.1

The command was introduced.

The following command logs out the user notAdmin10:

Switch> remove user notAdminl0
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remove vlag internal event-history

Resets the Virtual Link Aggregation Group (VLAG) internal event history
messages as specified.

Syntax

remove vlag internal event-history {all|errors|msgs}

where:

Parameter Description

all Resets all vLAG events.

errors Resets all vLAG errors.

msgs Resets all vVLAG messages.
Modes

e User EXEC Mode

e Privileged EXEC Mode

o Global Configuration Mode
History

Release Modification

10.1 The command was introduced.
Example

The following command resets vLAG message events:

Switch> remove vlag internal event-history msgs
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remove vlag statistics
Resets Virtual Link Aggregation Group (vLAG) statistics.

Syntax
remove vlag statistics
Modes
e User EXEC Mode
e Privileged EXEC Mode
e Global Configuration Mode
History
Release Modification
10.1 The command was introduced.
Example

The following command resets vLAG statistics:

Switch> remove vlag statistics
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remove vlan access-list counters

Resets VLAN access list statistics.

Syntax
remove vlan access-list counters [<VLAN access map>]
where:
Parameter Description
VLAN access map Resets the VLAN statistics for the specified VLAN
access map.
Modes
e User EXEC Mode
e Privileged EXEC Mode
History
Release Modification
10.1 The command was introduced.
Example

The following command resets access list statistics for the VLAN access map

myVLANMap:

Switch> remove vlan access-list counters myVLANMap
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remove vrrp

Deletes statistics for the specified Virtual Router Redundancy Protocol (VRRP)

session.
Syntax
remove vrrp [ipv6] vr <VRRP group ID> interface {<interface name>|
ethernet <chassis number/port number>|vlan <VLAN ID>}
where:
Parameter Description
ipvé Specifies that the VRRP session is an IPv6 VRRP
session.
vr VRRP group ID Deletes VRRP statistics for the specified VRRP group.
The VRRP group ID is an integer from 1 to 255.
interface Deletes VRRP statistics for the specified interface.
interface name Deletes VRRP statistics for the interface identified by
its name.
ethernet chassis Deletes VRRP statistics for the specified ethernet port.
number/port number The chassis number is 1 and the port number depends on
the switch type.
vlan VLANID Deletes VRRP statistics for the specified VLAN. The
VLAN ID is an integer from 1 to 4094.
Modes
e User EXEC Mode
e Privileged EXEC Mode
e Global Configuration
History
Release Modification
10.1 The command was introduced.
Example

The following command deletes IPv6 VRRP statistics for ethernet port 1/12:

Switch> remove vrrp ipv6é vr 2 interface ethernet 1/12
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terminal length

Configures the number of lines to display before the screen pauses.

The default value is 24 lines.

Note: Configuring 0 (zero) lines means that there are no screen pauses.

terminal [no] length <number of lines>

Description

Configures the number of lines displayed on the
screen before a pause. The number of lines is an integer
from 0 to 511.

The command terminal no length resets the terminal length to its default

Modification

The command was introduced.

Syntax
where:
Parameter
number of lines
value.
Modes
e User EXEC Mode
e Privileged EXEC Mode
History
Release
10.1
Example

The following command configures the screen length to 70:

Switch> terminal length 70
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terminal width

Configures the number of columns to display before the screen wraps.

Syntax
terminal [no] width <number of columns>
where:
Parameter Description
number of columns Configures the number of columns before the screen
wraps. The number of columns is an integer from 24 to
511.
The command terminal no width resets the terminal width to its default value.
Modes
e User EXEC Mode
e Privileged EXEC Mode
History
Release Modification
10.1 The command was introduced.
Example

The following command configures the screen width to 160:

Switch> terminal width 160
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terminal session-timeout

Configures the time interval before an inactive session will expire.

The default value is 5 minutes.

Syntax
terminal session-timeout <time interval>
where:
Parameter Description
time interval Configures the session timeout interval. The time
interval consists of two parts: minutes (an integer from
1 to 35791) and seconds (an integer from 1 to 2147483).
Modes
e User EXEC Mode
e Privileged EXEC Mode
History
Release Modification
10.1 The command was introduced.
Example

The following command configures the terminal session timeout to 10 minutes and
30 seconds:

Switch> terminal session-timeout 10 30
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where

Syntax

Modes

History

Example
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Displays the Command Mode you are currently in.

where

All command modes

Release Modification

10.1 The command was introduced.

The following command shows which ISCLI mode you are in:

Switch(config)# where

mode: conf

username: admin
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Chapter 3. Debugging Commands

The commands in this chapter enable and disable debugging of the switch.
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dbg aaa

Syntax

Modes

History

Example

Enables or disables Authentication, Authorization, and Accounting (AAA)
debugging.

By default, AAA debugging is disabled.

[no] dbg aaa

e User EXEC mode
o Privileged EXEC mode

e Global Configuration mode

Release Modification

10.1 The command was introduced.

The following command debugs AAA on the switch:

Switch> dbg aaa
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dbg alias
Enables or disables command alias debugging.

By default, command alias debugging is disabled.

Syntax
[no] dbg alias
Modes
e User EXEC mode
e Privileged EXEC mode
History
Release Modification
10.4 The command was introduced.
Example

The following command enables command alias debugging:

Switch> dbg alias

© Copyright Lenovo 2018 Chapter 3: Debugging Commands 167



dbg bfd

Enables or disables Bidirectional Forwarding Detection (BFD) debugging.
By default, BFD debugging is disabled.

Syntax
[no] dbg bfd [all|event]|ipc-error|ipc-event|nsm]|packet|
session]
where:
Parameter Description
all Enables all debugging.
event Enables BFD event debugging.
ipc-error Enables BFD IPC-error debugging.
ipc-event Enables BFD IPC-event debugging.
nsm Enables BFD NSM debugging.
packet Enables BFD packet debugging.
session Enables BFD session debugging.
Modes
e User EXEC mode
o Privileged EXEC mode
e Global Configuration mode
History
Release Modification
10.1 The command was introduced.
Example

The following command enables BFD packet debugging:

Switch> dbg bfd packet
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dbg bgp

Syntax
[no] dbg bgp [all|bfd|dampening|events|filters|fsm|
keepalives|nht|nsm|packets|updates]
where:
Parameter Description
all Enables all BGP debugging.
bfd Enables Bidirectional Forwarding Detection (BFD)
BGP debugging.
dampening Enables BGP dampening debugging.
events Enables BGP events debugging.
filters Enables BGP filter debugging.
fsm Enables BGP Finite State Machine (FSM) debugging.
keepalives Enables BGP keep-alive message debugging.
nht Enables NHT message debugging.
nsm Enables Network Service Module (NSM) message
debugging.
packets Enables BGP packet debugging.
updates Enables BGP update debugging.
Modes

Enables or disables Border Gateway Protocol (BGP) debugging.

By default, BGP debugging is disabled.

e User EXEC mode
e Privileged EXEC mode

e Global Configuration mode
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History

Release

Modification

10.1

The command was introduced.

Example

The following command enables BGP BFD debugging:

Switch> dbg bgp bfd
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dbg cee

Syntax

Modes

History

Example

Restrictions
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Enables or disables Converged Enhanced Ethernet (CEE) debugging.

By default, CEE debugging is disabled.

[no] dbg cee [all|error]

where:

Parameter Description

all Enables all CEE events debugging.
error Enables CEE error debugging.

Using no before the command disables CEE debugging on the switch.

Global Configuration Mode

Release

Modification

10.3

The command was introduced.

The following command enables CEE error debugging:

Switch(config)# dbg cee error

This command is not supported on the NE1032T and the NE1072T.
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dbg console

Syntax

Modes

History

Example

Enables redirecting debug traces associated to all facilities to console.

[no] dbg console rate-limit {11520019600}

where:

Parameter

Function

rate-limit
{11520019600%

Console rate limit. The default rate is
9600bps. Debug messages which exceed
this rate will be dropped.

e Privileged EXEC mode

e Global Configuration mode

Release

Modification

10.6

The command was introduced.

The following command enables redirecting debug traces to console:

Switch# dbg console
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dbg diag
Debugs diagnostic or Low Layer Information (LLI) commands.

By default, LLI debugging is disabled.

Syntax

dbg diag <diagnostic command>

where:

Parameter Function

diagnostic command The command to be debugged.
Modes

Privileged EXEC Mode
History

Release Modification

10.1 The command was introduced.
Example

The following command debugs the diagnostic command DiagCommand:

Switch# dbg diag DiagCommand
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dbg dns client
Enables or disables Domain Name Service (DNS) client debugging.
By default, DNS client debugging is disabled.

Syntax
[no] dbg dns client
Modes
e User EXEC mode
o Privileged EXEC mode
e Global Configuration mode
History
Release Modification
10.4 The command was introduced.
Example

The following command enables DNS client debugging:

Switch> dbg dns client
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dbg hal

Syntax

Modes

History

Example
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Enables or disables Hardware Abstraction Layer (HAL) debugging.

By default, HAL debugging is disabled.

[no] dbg hal [all]

where:
Parameter Function
all Debugs all HAL commands.

e Privileged EXEC Mode

e Global Configuration Mode

Release

Modification

10.1

The command was introduced.

The following command debugs the HAL:

Switch# dbg hal all
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dbg hsl
Enables or disables Hardware Specific Layer (HSL) debugging.

By default, HSL debugging is disabled.

Syntax
dbg hsl {enable|disable} {0|1]|2]|3]|4|5]|6]|7]|8}
where:
Parameter Description
enable Enables debugging.
disable Disables debugging.
0 All HSL parameters.
1 HSL information.
2 HSL debugging.
3 HSL warnings.
4 HSL errors.
5 HSL fatal events.
6 HSL administration.
7 HSL counters.
8 HSL packets.
Modes
e User EXEC mode
e Privileged EXEC mode
e Global Configuration mode
History
Release Modification
10.1 The command was introduced.
Example

The following command enables HSL packet debugging:

Switch> dbg hsl enable 8
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dbg ip arp
Enables or disables Address Resolution Protocol (ARP) debugging.

By default, ARP debugging is disabled.

Note: To display ARP debugging messages, you also need to run the following
commands:

Switch(config)# logging console 7
Switch(config)# logging level ndd 7
Switch(config)# logging level hsl 6

Syntax
[no] dbg ip arp {event|packet}
where:
Parameter Description
event ARP related events.
packet ARP packets.
Modes
e User EXEC mode
e Privileged EXEC mode
e Global Configuration mode
History
Release Modification
10.1 The command was introduced.
Example

The following command enables debugging of ARP packets:

Switch> dbg ip arp packet
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dbg ip bgp packets
Enables or disables the debugging of Border Gateway Protocol (BGP) packet.
By default, BGP packet debugging is disabled.

Syntax
[no] dbg ip bgp packets
Modes
e User EXEC mode
o Privileged EXEC mode
e Global Configuration mode
History
Release Modification
10.1 The command was introduced.
Example

The following command enables debugging of BGP packets:

Switch> dbg ip bgp packets
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dbg ip igmp snooping

Enables or disables Internet Group Management Protocol (IGMP) Snooping

Syntax

Modes

History

Example
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debugging.

By default, IGMP Snooping debugging is disabled.

[no] dbg ip igmp snooping {all|decode|encode|events|fsm|

stp|tib}

where:

Parameter Description

all Enables the debugging of all IGMP Snooping
parameters.

decode Enables IGMP Snooping decoder debugging.

encode Enables IGMP Snooping encoder debugging.

events Enables IGMP Snooping event debugging.

fsm Enables IGMP Snooping Finite State Machine (FSM)
debugging.

stp Enables IGMP Snooping Spanning Tree Protocol
(STP) debugging.

tib Enables IGMP Snooping Tree-Info-Base (TIB)
debugging.

e Privileged EXEC mode

e Global Configuration mode

Release

Modification

10.1

The command was introduced.

The following command enables IGMP Snooping decoder debugging:

Switch# dbg ip igmp snhooping decode
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dbg ip ospf

Syntax

Modes

History

Example

Enables or disables Open Shortest Path First (OSPF) debugging.
By default, OSPF debugging is disabled.

[no] dbg ip ospf [all]

where:
Parameter Description
all Enables the debugging of all OSPF parameters.

e User EXEC mode
o Privileged EXEC mode

e Global Configuration mode

Release Modification

10.1 The command was introduced.

The following command enables the debugging of all OSPF parameters:

Switch> dbg ip ospf all
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dbg ip ospf database-timer rate-limit

Enables or disables the debugging of Open Shortest Path First (OSPF) database
timer rate limiting values for link state advertisement (LSA) throttling events.

By default, OSPF debugging is disabled.

Syntax

[no] dbg ip ospf database-timer rate-limit
Modes

e User EXEC mode

e Privileged EXEC mode

e Global Configuration mode
History

Release Modification

10.1 The command was introduced.
Example

The following command enables the debugging of all OSPF database timer rate
limiting values for LSA throttling events:

Switch> dbg ip ospf database-timer rate-limit
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dbg ip ospf events
Enables or disables the debugging of all Open Shortest Path First (OSPF) events.
By default, OSPF debugging is disabled.

Syntax

[no] dbg ip ospf events [abr] [asbr] [1lsa] [nssa] [os]

[router] [type3-range] [vlink]

where:

Parameter Description

abr Enables only the debugging of OSPF area border
router (ABR) events.

asbr Enables only the debugging of OSPF Autonomous
System Boundary Router (ASBR) events.

1sa Enables only the debugging of OSPF link-state
advertisement (LSA) events.

nssa Enables only the debugging of OSPF not-so-stubby
area (NSSA) events.

0s Enables only the debugging of OSPF operating
system (OS) interaction events.

router Enables only the debugging of Other router events.

type3-range Enables only the debugging of OSPF type 3 range
events.

vlink Enables only the debugging of OSPF virtual link
events.

Modes

e User EXEC mode
e Privileged EXEC mode

e Global Configuration mode
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History

Release Modification

10.1 The command was introduced.

Example

The following command enables debugging of OSPF ABR and OS events:

Switch> dbg ip ospf events abr os
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dbg ip ospf ifsm

Enables or disables the debugging of all Open Shortest Path First (OSPF) interface
state machine (IFSM) parameters.

By default, OSPF debugging is disabled.

Syntax
[no] dbg ip ospf ifsm [events|status|timers]
where:
Parameter Description
events Enables only IFSM event debugging.
status Enables only IFSM status debugging.
timers Enables only IFSM timers debugging.
Modes
e User EXEC mode
e Privileged EXEC mode
e Global Configuration mode
History
Release Modification
10.1 The command was introduced.
Example

The following command enables the debugging of only OSPF IFSM events:

Switch> dbg ip ospf ifsm events
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dbg ip ospfIsa

Enables or disables the debugging of all Open Shortest Path First (OSPF) link state
advertisement (LSA) parameters.

By default, OSPF debugging is disabled.

Syntax
[no] dbg ip ospf 1lsa [flooding] [generate] [install] [maxage]
[refresh]
where:
Parameter Description
flooding Enables only LSA flooding debugging.
generate Enables only LSA generation debugging.
install Enables only LSA installation debugging.
maxage Enables only LSA maximum age processing
debugging.
refresh Enables only LSA refresh debugging.
Modes
e User EXEC mode
e Privileged EXEC mode
e Global Configuration mode
History
Release Modification
10.1 The command was introduced.
Example

The following command enables the debugging of OSPF LSA installations:

Switch> dbg ip ospf lsa flooding install

© Copyright Lenovo 2018 Chapter 3: Debugging Commands 185



dbg ip ospf nfsm

Enables or disables the debugging of all Open Shortest Path First (OSPF) neighbor
state machine (NFSM) parameters.

By default, OSPF debugging is disabled.

Syntax
[no] dbg ip ospf nfsm [events|status]|timers]
where:
Parameter Description
events Enables only NFSM event debugging.
status Enables only NFSM status debugging.
timers Enables only NFSM timers debugging.
Modes
e User EXEC mode
e Privileged EXEC mode
e Global Configuration mode
History
Release Modification
10.1 The command was introduced.
Example

The following command enables the debugging of all OSPF NFSM events:

Switch> dbg ip ospf nfsm events
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dbg ip ospf nsm

Enables or disables the debugging of all Open Shortest Path First (OSPF) Network
and Security Manager (NSM) parameters.

By default, OSPF debugging is disabled.

Syntax
[no] dbg ip ospf nsm [interface] [redistribute]
where:
Parameter Description
interface Enables only NSM interface debugging.
redistribute Enables only NSM redistribution debugging.
Modes
e User EXEC mode
e Privileged EXEC mode
e Global Configuration mode
History
Release Modification
10.1 The command was introduced.
Example

The following command enables the debugging of OSPF NSM interface events:

Switch> dbg ip ospf nsm interface
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dbg ip ospf packet

Enables or disables the debugging of all Open Shortest Path First (OSPF) packet
parameters.

By default, OSPF debugging is disabled.

Syntax
[no] dbg ip ospf packet [dd] [detail] [hello] [ls-ack]
[1s-request] [ls-update] [recv] [send]
where:
Parameter Description
dd Enables only OSPF database description debugging.
detail Offers more detailed debugging information.
hello Enables only OSPF hello debugging.
1s-ack Enables only OSPF link state acknowledgment
debugging.
1s-request Enables only OSPF link state request debugging.
1s-update Enables only OSPF link state update debugging.
recv Enables only OSPF packets received debugging.
send Enables only OSPF packets sent debugging.
Modes
e User EXEC mode
e Privileged EXEC mode
o Global Configuration mode
History
Release Modification
10.1 The command was introduced.
Example

The following command enables the debugging of all OSPF hello and link state
request events:

Switch> dbg ip ospf packet hello ls-request
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dbg ip ospf policy
Enables or disables Open Shortest Path First (OSPF) policy debugging.

Syntax

Modes

History

Example
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By default, OSPF debugging is disabled.

[no] dbg ip ospf policy

e User EXEC mode
e Privileged EXEC mode

e Global Configuration mode

Release

Modification

10.1

The command was introduced.

The following command enables OSPF policy debugging:

Switch> dbg ip ospf policy

Chapter 3: Debugging Commands 189




dbg ip ospf redist
Enables or disables Open Shortest Path First (OSPF) redistribution debugging.
By default, OSPF debugging is disabled.

Syntax
[no] dbg ip ospf redist [detail]|terse]
where:
Parameter Description
detail Enables debugging of OSPF redistribution details.
terse Enables debugging of OSPF redistribution terse.
Modes
e User EXEC mode
e Privileged EXEC mode
e Global Configuration mode
History
Release Modification
10.1 The command was introduced.
Example

The following command enables OSPF redistribution debugging:

Switch> dbg ip ospf redist
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dbg ip ospf retransmission
Enables or disables Open Shortest Path First (OSPF) retransmission debugging.
By default, OSPF debugging is disabled.

Syntax
[no] dbg ip ospf retransmission
Modes
e User EXEC mode
e Privileged EXEC mode
e Global Configuration mode
History
Release Modification
10.1 The command was introduced.
Example

The following command enables OSPF retransmission debugging:

Switch> dbg ip ospf retransmission
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dbg ip ospf rib

Enables or disables Open Shortest Path First (OSPF) Routing Information Base

(RIB) debugging.

By default, OSPF debugging is disabled.

Syntax

[no] dbg ip ospf rib [client] [interface] [redistribute]

where:

Parameter

Description

client

Enables only the debugging of RIB client events.

interface

Enables only the debugging of RIB interface events.

redistribute

Enables only the debugging of RIB redistribute
events.

Modes

o User EXEC mode
e Privileged EXEC mode

e Global Configuration mode

History

Release

Modification

10.1

The command was introduced.

Example

The following command enables OSPF RIB client and interface debugging:

Switch> dbg ip ospf rib client interface
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dbg ip ospf route
Enables or disables Open Shortest Path First (OSPF) route debugging.
By default, OSPF debugging is disabled.

Syntax
[no] dbg ip ospf route [ase] [ia] [install] [spf]
where:
Parameter Description
ase Enables only OSPF external route calculation
debugging.
ia Enables only OSPF inter-area route calculation
debugging.
install Enables only OSPF route installation debugging.
spf Enables only OSPF shortest path first (SPF)
calculation debugging.
Modes
e User EXEC mode
e Privileged EXEC mode
e Global Configuration mode
History
Release Modification
10.1 The command was introduced.
Example

The following command enables OSPF external route calculation and route
installation debugging:

Switch> dbg ip ospf route ase install
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dbg ip ospf spf-trigger

Enables or disables Open Shortest Path First (OSPF) shortest path first (SPF) trigger
debugging.

By default, OSPF debugging is disabled.

Syntax
[no] dbg ip ospf spf-trigger [detail|terse]
where:
Parameter Description
detail Enables debugging of OSPF redistribution details.
terse Enables debugging of OSPF redistribution terse.
Modes
e User EXEC mode
e Privileged EXEC mode
e Global Configuration mode
History
Release Modification
10.1 The command was introduced.
Example

The following command enables OSPF SPF trigger debugging:

Switch> dbg ip ospf spf-trigger
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dbg ip packet

Syntax

Modes
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Enables or disables IP packet debugging.

By default, IP packet debugging is disabled.

[no] dbg ip packet [address {<IP address>|<IP address>/<prefix length>}]
[dest {<IP address>|<IP address>/<prefix length>}] [detail] [protocol
{icmp|ospf|tcp|udp}] [source {<IP address>|<IP address>/<prefix

length>}]

where:

Parameter Description

address Enables the debugging of packets for the specified IP
address.

IP address The IP address for which to enable packet debugging.

IP address/prefix length

The IP address and network prefix for which to enable
packet debugging.

dest Enables debugging of packets sent to the specified IP
destination address.

source Enables debugging of packets received the specified
IP source address.

detail Offers more detailed debugging information.

protocol Enables debugging of packets for the specified
networking protocol.

icmp Enables debugging of packets for the Internet Control
Message Protocol (ICMP).

ospf Enables debugging of packets for the Open Shortest
Path First (OSPF) protocol.

tcp Enables debugging of packets for the Transmission
Control Protocol (TCP).

udp Enables debugging of packets for the User Datagram

Protocol (UDP).

e User EXEC mode

e Privileged EXEC mode

e Global Configuration mode
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History

Release Modification

10.1 The command was introduced.

Example

The following command enables IP packet debugging for an IP address:

Switch> dbg ip packet address 10.248.59.6
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dbg ip routing
Enables or disables the debugging of all IP routing events.

By default, IP route debugging is disabled.

Syntax
[no] dbg ip routing [add-route|delete-route|mod-route]
where:
Parameter Description
add-route Enables debugging only for add-route events.
delete-route Enables debugging only for delete-route events.
mod-route Enables debugging only for modify-route events.
Modes
e User EXEC mode
e Privileged EXEC mode
e Global Configuration mode
History
Release Modification
10.1 The command was introduced.
Example

The following command enables the debugging of all IP routing events:

Switch> dbg ip routing
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dbg ipv6 nd

Enables or disables Internet Control Message Protocol (ICMP) version 6 Neighbor
Discovery (ND) debugging.

By default, ICMPv6 ND debugging is disabled.

Syntax

[no] dbg ipvé nd {event|packet}

where:

Parameter Description

event Enables only the debugging of ND related events.

packet Enables only the debugging of ND packets.
Modes

e User EXEC mode

e Privileged EXEC mode

e Global Configuration mode
History

Release Modification

10.1 The command was introduced.
Example

The following command enables ICMPv6 ND packet debugging:

Switch> dbg ipvé nd packet
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dbg ipv6 packet

Syntax

Modes
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Enables or disables the debugging of IPv6 packet information.

By default, IPv6 packet debugging is disabled.

[no] dbg ipvé packet [address {<IPv6 address>|<IPv6 address>/<prefix
length>}] [dest {<IPv6 address>|<IPv6 address>/<prefix length>}] [detail]
[protocol {icmp|ospf|tcp|udp}] [source {<IPuv6 address>|<IPv6

address>/<prefix length>} ]

where:
Parameter Description
address Enables the debugging of packets for the specified IP

address.

IPv6 address

The IPv6 address for which to enable packet
debugging.

IPv6 address/prefix length

The IPv6 address and network prefix for which to
enable packet debugging.

dest Enables debugging of packets sent to the specified IP
destination address.

source Enables debugging of packets received the specified
IP source address.

detail Offers more detailed debugging information.

protocol Enables debugging of packets for the specified
networking protocol.

icmp Enables debugging of packets for the Internet Control
Message Protocol (ICMP).

ospf Enables debugging of packets for the Open Shortest
Path First (OSPF) protocol.

tcp Enables debugging of packets for the Transmission
Control Protocol (TCP).

udp Enables debugging of packets for the User Datagram

Protocol (UDP).

e User EXEC mode

e Privileged EXEC mode

e Global Configuration mode
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History

Release Modification

10.1 The command was introduced.

Example

The following command enables IPv6 packet debugging for an IPv6 address:

Switch> dbg ipvé packet address 2001:0db8:85a3:0000:0000:8a2e:0370:7334
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dbg ipv6 routing
Enables or disables debugging for IPv6 routing events.

By default, IPv6 route debugging is disabled.

Syntax
[no] dbg ipv6é routing [add-route|delete-route|mod-route]
where:
Parameter Description
add-route Enables debugging only for add-route events.
delete-route Enables debugging only for delete-route events.
mod-route Enables debugging only for modify-route events.
Modes
e User EXEC mode
e Privileged EXEC mode
e Global Configuration mode
History
Release Modification
10.1 The command was introduced.
Example

The following command enables debugging for IPv6 routing events:

Switch> dbg ipv6 routing

© Copyright Lenovo 2018 Chapter 3: Debugging Commands 201



dbg lacp
Enables or disables Link Aggregation Control Protocol (LACP) debugging.
By default, LACP debugging id disabled.

Syntax

[no] dbg lacp {all|clijerror|event]|individual|interface {all]|
ethernet <chassis number/port number>} |[message {both|recv|send}|
min-links|packet {both|rx]|tx}|sync]|timer|trace}

where:

Parameter Description

all Enables debugging of all LACP parameters.

cli Enables debugging of the LACP command-line
interface.

error Enables debugging of LACP error events.

event Enables debugging of LACP events.

individual Enables debugging of LACP individual.

interface all Enables debugging on all interfaces.

interface ethernet |Enablesdebugging on the specified ethernet port. The

chassis number/port chassis number is 1 and the port number depends on the

number switch type.

message Enables debugging of LACP message events.

both Enables the debugging of both sent and received
LACP message events.

recv Enables the debugging of only received LACP
message events.

send Enables the debugging of only sent LACP message
events.

min-1links Enables the debugging of LACP minimum link
events.

packet Enables debugging of LACP packet events.

both Enables the debugging of both received and
transmitted LACP packet events.

rx Enables the debugging of only received LACP packet
events.

tx Enables the debugging of only received LACP packet
events.
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Parameter Description
sync Enables debugging of LACP synchronization events.
timer Enables debugging of LACP timer.
trace Enables debugging of LACP trace events.
Modes
e User EXEC mode
e Privileged EXEC mode
History
Release Modification
10.1 The command was introduced.
10.4 Added min-1inks option.
Example

The following command enables LACP debugging for all interfaces:

Switch> dbg lacp interface all
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dbg Ildp

Syntax

Modes

Enables or disables Link Layer Discovery Protocol (LLDP) debugging.

By default, LLDP debugging is disabled.

[no] dbg 1ldp {all|dcbx|decode|encode|error|event|interface
{all|ethernet <chassis number/port number>} | message|rx|trace|tx}

where:

Parameter Description

all Enables the debugging of all LLDP parameters.

dcbx Enables the debugging of Data Center Bridging
Capability Exchange protocol (DCBX) events.

decode Enables LLDP decoder debugging.

encode Enables LLDP encoder debugging.

error Enables the debugging of LLDP errors.

event Enables the debugging of LLDP events.

interface all

Enables LLDP debugging for all interfaces.

interface ethernet
chassis number/port

Enables LLDP debugging for the specified ethernet
interface. The chassis number is 1 and the port number

number depends on the switch type.

message Enables the debugging of LLDP messages.

rx Enables the debugging of received LLDP packets.
trace Enables the debugging of LLDP trace events.

tx Enables the debugging of transmitted LLDP packets.

o User EXEC mode
e Privileged EXEC mode

e Global Configuration mode
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History

Release Modification

10.1 The command was introduced.

Example

The following command enables LLDP debugging for all interfaces:

Switch> dbg 11ldp interface all
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dbg logging syslog-id

Generates a specified logging message by simulating a call to the logging
application program interface (API). The logging message must be identified by its

syslog ID.
Syntax
dbg logging syslog-id <syslog ID> count <number of messages>
where:
Parameter Function
syslog ID The syslog ID of the logging message to be generated.
The syslog ID has the following structure:
<facility>-<severity level>-<mmnemonic>
For example: bgp-3-connect_error
count number of Specifies the number of messages to generate. The
messages number of messages is an integer from 1 to 1000.
The syslog ID of a logging message can be identified by running the following
command:
display logging mnemonics [<facility>]
Modes
e User EXEC mode
e Privileged EXEC mode
e Global Configuration mode
History
Release Modification
10.2 The command was introduced.
Example

The following command generates five logging messages with the syslog ID bgp -
3-connect_error:

Switch> dbg logging syslog-id bgp-3-connect_error count 5
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dbg logfile

Syntax

Modes

History

Example
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Enables redirecting debug traces associated to all facilities to a log file.

[no] dbg logfile <file-size >

where:
Parameter Function
file-size The file size of log file in bytes; an

integer from 4096-4194304.

e Privileged EXEC mode

e Global Configuration mode

Release

Modification

10.6

The command was introduced.

The following command enables redirecting debug traces to a file:

Switch# dbg logfile
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dbg monitor

Enables redirecting debug traces associated to all facilities to the SSH/Telnet

monitor.
Syntax
[no] dbg monitor
Modes
e Privileged EXEC mode
e Global Configuration mode
History
Release Modification
10.6 The command was introduced.
Example

The following command enables redirecting debug traces to a SSH/Telnet monitor:

Switch# dbg monitor
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dbg npa
Enables or disables Network Policy Agent (NPA) debugging.
By default, NPA debugging is disabled.

Syntax
[no] dbg npa {all|curl|error|event|vlan|vm|vnet|vnic|
web-hook}
where:
Parameter Function
all Enables the debugging of all NPA parameters.
curl Enables NPA libcurl debugging.
error Enables the debugging of NPA errors.
event Enables the debugging of NPA events.
vlan Enables NPA VLAN action debugging.
vm Enables NPA virtual machine (VM) query debugging.
vnet Enables NPA virtual network (VNET) query
debugging.
vnic Enables NPA virtualized Network Interface Card
(VNIC) query debugging.
web-hook Enables NPA web-hook subscription debugging.
Modes
e User EXEC mode
e Privileged EXEC mode
History
Release Modification
10.3 The command was introduced.
Example

The following command enables the debugging of NPA errors:

Switch> dbg npa error
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dbg nsm

Enables or disables the debugging of all Network Service Module (NSM)
parameters.

By default, NSM debugging is disabled.

Syntax
[no] dbg nsm [all]|bfd|events|ha [all]|hal ipc]
where:
Parameter Description
all Enables the debugging of all NSM parameters.
bfd Enables NSM Bidirectional Forwarding Detection
(BFD) debugging.
events Enables NSM event debugging.
ha Enables NSM high availability debugging.
hal ipc Enables NSM Hardware Abstraction Layer (HAL)
inter-process communication (IPC) debugging.
Modes
e User EXEC mode
o Privileged EXEC mode
e Global Configuration mode
History
Release Modification
10.1 The command was introduced.
Example

The following command enables the debugging of NSM events:

Switch> dbg nsm events
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dbg nsm hsl

Syntax

Modes

© Copyright Lenovo 2018

Enables or disables the debugging of Network Service Module (NSM) Hardware

Specific Layer (HSL).

By default, NSM debugging is disabled.

[no] dbg nsm hsl {0]|1} [<interface name>|ethernet <chassis number/port
number>| loopback <loopback interface number>|mgmt 0|port-aggregation
<LAG number>|vlan <VLAN ID>]

where:

Parameter Description

0 Enables the debugging of all NSM HSL events.
1 Enables the debugging of NSM HSL interface

statistics.

interface name

Enables NSM HSL debugging on the interface
identified by its name.

ethernet chassis
number/port number

Enables NSM HSL debugging on the specified
ethernet interface. The chassis number is 1 and the port
number depends on the switch type.

loopback loopback
interface number

Enables NSM HSL debugging on the specified
loopback interface. The loopback interface number is an
integer from 0 to 7.

mgmt 0

Enables NSM HSL debugging on the management
interface.

port-aggregation
LAG number

Enables NSM HSL debugging on the specified Link
Aggregation Group (LAG). The LAG number is an
integer from 1to 4096.

vlan VLAN ID

Enables NSM HSL debugging on the specified VLAN.
The VLAN ID is an integer from 1 to 4094.

e User EXEC mode

e Privileged EXEC mode

e Global Configuration mode
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History

Release Modification

10.1 The command was introduced.

Example

The following command enables the debugging of NSM HSL interface statistics:

Switch> dbg nsm hsl 1
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dbg nsm packet
Enables or disables Network Service Module (NSM) packet debugging.

By default, NSM debugging is disabled.

Syntax
[no] dbg nsm packet [recv|send] [detail]
where:
Parameter Description
recv Enables only the debugging of NSM received packets.
send Enables only the debugging of NSM sent packets.
detail Offers detailed debugging information.
Modes
e User EXEC mode
e Privileged EXEC mode
e Global Configuration mode
History
Release Modification
10.1 The command was introduced.
Example

The following command enables the debugging of NSM packets with detailed
information displayed:

Switch> dbg nsm packet detail
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dbg ntp

Syntax

Modes

History

Example

Enables or disables Network Time Protocol (NTP) debugging.
By default, NTP debugging is disabled.

[no] dbg ntp

e User EXEC mode
o Privileged EXEC mode

e Global Configuration mode

Release Modification

10.1 The command was introduced.

The following command enables NTP debugging:

Switch> dbg ntp

214 Command Reference for CNOS 10.6



dbg pki

Syntax

Modes

History

Example
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Enables or disables Public Key Infratructure (PKI) debugging.

By default, PKI debugging is disabled.

[no] dbg pki

e User EXEC mode
e Privileged EXEC mode

e Global Configuration mode

Release

Modification

10.4

The command was introduced.

The following command enables PKI debugging messages:

Switch> dbg pki
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dbg radius

Enables or disables the Remote Authentication Dial-In User Service (RADIUS)
debugging.

By default, RADIUS debugging is disabled.

Syntax
[no] dbg radius {aaa-request|aaa-request-lowlevel|all|config]|
config-lowlevel|server-monitor|server-monitor-errors}
where:
Parameter Description
aaa-request Enables RADIUS Authentication, Authorization and

Accounting (AAA) request debugging.

aaa-request- Enables RADIUS Authentication, Authorization and
lowlevel Accounting (AAA) low level request debugging.
all Enables debugging of all RADIUS events.
config Enables RADIUS configuration debugging.
config-lowlevel Enables RADIUS low level configuration debugging.
server-monitor Enables RADIUS server monitoring debugging.
server-monitor - Enables RADIUS server monitoring error debugging.
errors

Modes
e User EXEC mode
o Privileged EXEC mode
e Global Configuration mode

History
Release Modification
10.4 The command was introduced.

Example

The following command RADIUS AAA request debugging:

Switch> dbg radius aaa-request
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dbg rib

Syntax

Modes

History

Example
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Enables or disables Routing Information Base (RIB) debugging.

By default, RIB debugging is disabled.

[no] dbg rib {all|bfd|events|hal events|nsm|packet [recv]|

send] [detail]}

where:

Parameter Definition

all Enables the debugging of all RIB parameters.

bfd Enables only RIB Bidirectional Forwarding Detection
(BFD) debugging.

events Enables only the debugging of RIB events.

hal events

Enables only the debugging of RIB Hardware
Abstraction Layer (HAL) asynchronous events.

nsm Enables only RIB Network Service Module (NSM)
debugging.

packet Enables only RIB debugging for both received and
sent packets.

recv Enables only RIB received packets debugging.

send Enables only RIB sent packets debugging.

detail Offers detailed debugging information.

e User EXEC mode
e Privileged EXEC mode

e Global Configuration mode

Release

Modification

10.1

The command was introduced.

The following command enables the debugging of RIB received packets:

Switch> dbg rib packet recv
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dbg slp

Syntax

Modes

History

Example

Enables or disables Service Location Protocol (SLP) debugging.

By default, SLP debugging is disabled.

[no] dbg slp [agents|all|attributes|decode|encode]|interfaces|
rx|services|tx]

where:

Parameter Description

agents Enables SLP agent debugging.

all Enables all SLP events debugging.
attributes Enables SLP attribute debugging.

decode Enables SLP decoder debugging.

encode Enables SLP encoder debugging.

interfaces Enables SLP interface debugging.

rx Enables the debugging of received SLP packets.
services Enables SLP service debugging.

tx Enables the debugging of transmitted SLP packets.

o User EXEC mode
e Privileged EXEC mode

e Global Configuration mode

Release Modification

10.3 The command was introduced.

The following command enables SLP debugging:

Switch> dbg slp
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dbg snmp-server

Syntax

Modes

History

Example
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Enables or disables Simple Network Management Protocol (SNMP) agent

debugging.

By default, SNMP agent debugging is disabled.

[no] dbg snmp-server

e User EXEC mode
e Privileged EXEC mode

e Global Configuration mode

Release

Modification

10.1

The command was introduced.

The following command enables SNMP agent debugging:

Switch> dbg snmp-server
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dbg spanning-tree all

Enables or disables debugging of all spanning tree commands.

By default, Spanning Tree debugging is disabled.

[no] dbg spanning-tree all

e User EXEC mode
o Privileged EXEC mode

e Global Configuration mode

Modification

The command was introduced.

Syntax
Modes
History
Release
10.1
Example

The following command enables debugging of all spanning tree commands:

Switch> dbg spanning-tree all

220 Command Reference for CNOS 10.6




dbg spanning-tree bpdu-rx

Syntax

Modes
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Enables or disables the debugging of Spanning Tree Bridge Protocol Data Unit

(BPDU) receive packets.

By default, Spanning Tree debugging is disabled.

[no] dbg spanning-tree bpdu-rx [interface {ethernet <chassis
number/port number>| port-aggregation <LAG number>}] [tree <tree ID>]

[detail]

where:

Parameter

Description

interface ethernet
chassis number/port
number

Enables the debugging of Spanning Tree BPDU
receive packets for the specified ethernet interface.
The chassis number is 1 and the port number depends on
the switch type.

interface port-
aggregation LAG
number

Enables the debugging of Spanning Tree BPDU
receive packets for the specified Link Aggregation
Group (LAG). The LAG number is an integer from 1 to
4096.

tree tree ID

Enables the debugging of Spanning Tree BPDU
receive packets for the specified spanning tree
instance. The tree ID is an integer from 0 to 4094. A
value of 0 specifies Common and Internal Spanning
Tree (CIST).

detail

Offers detailed Spanning Tree packet information.

Note: The detail parameter is not available on the
NE2572.

e User EXEC mode

e Privileged EXEC mode

e Global Configuration mode
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History

Release Modification
10.1 The command was introduced.
10.4 The command was updated to support the NE2572.

Example

The following command enables debugging of spanning tree Bridge Protocol Data
Unit (BPDU) receive packets for ethernet interface 1/10 on tree 25:

‘ Switch> dbg spanning-tree bpdu-rx interface ethernet 1/10 tree 25
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dbg spanning-tree bpdu-tx

Syntax

Modes
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Enables or disables debugging of spanning-tree Bridge Protocol Data Unit (BPDU)
transmit packets for the specified ethernet interface.

By default, Spanning Tree debugging is disabled.

[no] dbg spanning-tree bpdu-tx [interface ethernet <chassis
number/port number>| port-aggregation <LAG number>] [tree <treeD>]

[detail]

where:

Parameter

Description

interface ethernet
chassis number/port
number

Enables the debugging of Spanning Tree BPDU
transmit packets for the specified ethernet interface.
The chassis number is 1 and the port number depends on
the switch type.

interface port-
aggregation LAG
number

Enables the debugging of Spanning Tree BPDU
transmit packets for the specified Link Aggregation
Group (LAG). The LAG number is an integer from 1 to
4096.

tree tree ID

Enables the debugging of Spanning Tree BPDU
transmit packets for the specified spanning tree
instance. The tree ID is an integer from 0 to 4094. A
value of 0 specifies Common and Internal Spanning
Tree (CIST).

detail

Offers detailed Spanning Tree packet information.

e User EXEC mode

e Privileged EXEC mode

e Global Configuration mode
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History

Release Modification

10.1 The command was introduced.

Example

The following command enables debugging of spanning tree Bridge Protocol Data
Unit (BPDU) receive packets for ethernet interface 1/10 on tree 25:

‘ Switch> dbg spanning-tree bpdu-tx interface ethernet 1/10 tree 25

224 Command Reference for CNOS 10.6




dbg spanning-tree cfg
Enables or disables debugging of spanning tree configuration.

By default, Spanning Tree debugging is disabled.

Syntax
[no] dbg spanning-tree cfg
Modes
e User EXEC mode
e Privileged EXEC mode
e Global Configuration mode
History
Release Modification
10.1 The command was introduced.
Example

The following command enables debugging of spanning tree configuration:

Switch> dbg spanning-tree cfg
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dbg spanning-tree error

Enables or disables debugging of all spanning tree errors.

By default, Spanning Tree debugging is disabled.

[no] dbg spanning-tree error

Modification

The command was introduced.

Syntax
Modes
e User EXEC mode
o Privileged EXEC mode
e Global Configuration mode
History
Release
10.1
Example

The following command enables debugging of all spanning tree errors:

Switch> dbg spanning-tree error
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dbg spanning-tree event
Enables or disables debugging of all spanning tree events.

By default, Spanning Tree debugging is disabled.

Syntax
[no] dbg spanning-tree event [interface ethernet <chassis
number/port number>| port-aggregation <LAG number>] [tree <tree D>]
where:
Parameter Description
interface ethernet |Enables the debugging of Spanning Tree events for
chassis number/port the specified ethernet interface. The chassis number is 1
number and the port number depends on the switch type.
interface port- Enables the debugging of Spanning Tree events for
aggregation LAG the specified Link Aggregation Group (LAG). The
number LAG number is an integer from 1 to 4096.
tree treeID Enables the debugging of Spanning Tree events for
the specified spanning tree instance. The tree ID is an
integer from 0 to 4094. A value of 0 specifies Common
and Internal Spanning Tree (CIST).
Modes
e User EXEC mode
e Privileged EXEC mode
e Global Configuration mode
History
Release Modification
10.1 The command was introduced.
Example

The following command enables debugging of all spanning tree events:

Switch> dbg spanning-tree event
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dbg spanning-tree protocol
Enables or disables debugging of the Spanning Tree Protocol (STP).
By default, Spanning Tree debugging is disabled.

Syntax
[no] dbg spanning-tree protocol [interface {ethernet <chassis
number/port number>| port-aggregation <LAG number>}] [tree <tree ID>]
where:
Parameter Description
interface ethernet |EnablesSTP debugging on the specified ethernet port.
chassis number/port The chassis number is 1 and the port number depends on
number the switch type.
interface port- Enables STP debugging on the specified Link
aggregation LAG Aggregation Group (LAG). The LAG number is an
number integer from 1 to 4096.
tree treeID Enables STP debugging for the specified Spanning
Tree instance. The tree ID is an integer from 0 to 4094.
A value of 0 specifies Common and Internal Spanning
Tree (CIST).
Modes
e User EXEC mode
e Privileged EXEC mode
e Global Configuration mode
History
Release Modification
10.2 The command was introduced.
Example

The following command enables debugging of STP protocol:

Switch> dbg spanning-tree protocol
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dbg spanning-tree timer

Syntax

Modes

History

Example
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Enables or disables debugging of all spanning tree timers.

By default, Spanning Tree debugging is disabled.

[no] dbg spanning-tree timer [interface {ethernet <chassis
number/port number>| port-aggregation <LAG number>}] [tree <tree ID>]

where:

Parameter

Description

interface ethernet
chassis number/port
number

Enables Spanning Tree timer debugging on the
specified ethernet port. The chassis number is 1 and the
port number depends on the switch type.

interface port-
aggregation LAG
number

Enables Spanning Tree timer debugging on the
specified Link Aggregation Group (LAG). The LAG
number is an integer from 1 to 4096.

tree tree ID

Enables Spanning Tree timer debugging for the
specified Spanning Tree instance. The tree ID is an
integer from 0 to 4094. A value of 0 specifies Common
and Internal Spanning Tree (CIST).

e User EXEC mode

e Privileged EXEC mode

e Global Configuration mode

Release

Modification

10.1

The command was introduced.

The following command enables debugging of all spanning tree timers:

Switch> dbg spanning-tree timer
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dbg spanning-tree topology
Enables or disables debugging of all spanning tree topologies.

By default, Spanning Tree debugging is disabled.

Syntax
[no] dbg spanning-tree topology [interface {ethernet <chassis
number/port number>| port-aggregation <LAG number>}] [tree <tree ID>]
where:
Parameter Description
interface ethernet |Enables Spanning Tree topology debugging on the
chassis number/port specified ethernet port. The chassis number is 1 and the
number port number depends on the switch type.
interface port- Enables Spanning Tree topology debugging on the
aggregation LAG specified Link Aggregation Group (LAG). The LAG
number number is an integer from 1 to 4096.
tree treeID Enables Spanning Tree topology debugging for the
specified Spanning Tree instance. The tree ID is an
integer from 0 to 4094. A value of 0 specifies Common
and Internal Spanning Tree (CIST).
Modes
e User EXEC mode
e Privileged EXEC mode
e Global Configuration mode
History
Release Modification
10.1 The command was introduced.
Example

The following command enables debugging of all spanning tree topologies:

Switch> dbg spanning-tree topology
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dbg spanning-tree trace

Syntax

Modes

History

Example

© Copyright Lenovo 2018

Enables or disables debugging of all spanning tree traces.

By default, Spanning Tree debugging is disabled.

[no] dbg spanning-tree trace [interface {ethernet <chassis
number/port number>| port-aggregation <LAG number>}] [tree <tree ID>]

where:

Parameter

Description

interface ethernet
chassis number/port
number

Enables Spanning Tree trace debugging on the
specified ethernet port. The chassis number is 1 and the
port number depends on the switch type.

interface port-
aggregation LAG
number

Enables Spanning Tree trace debugging on the
specified Link Aggregation Group (LAG). The LAG
number is an integer from 1 to 4096.

tree tree ID

Enables Spanning Tree trace debugging for the
specified Spanning Tree instance. The tree ID is an
integer from 0 to 4094. A value of 0 specifies Common
and Internal Spanning Tree (CIST).

e User EXEC mode

e Privileged EXEC mode

e Global Configuration mode

Release

Modification

10.1

The command was introduced.

The following command enables debugging of all spanning tree traces:

Switch> dbg spanning-tree trace

Chapter 3: Debugging Commands 231




dbg spanning-tree warning
Enables or disables debugging of all spanning tree warnings.

By default, Spanning Tree debugging is disabled.

Syntax
[no] dbg spanning-tree warning [interface {ethernet <chassis
number/port number>| port-aggregation <LAG number>}] [tree <tree ID>]
where:
Parameter Description
interface ethernet |Enables Spanning Tree warning debugging on the
chassis number/port specified ethernet port. The chassis number is 1 and the
number port number depends on the switch type.
interface port- Enables Spanning Tree warning debugging on the
aggregation LAG specified Link Aggregation Group (LAG). The LAG
number number is an integer from 1 to 4096.
tree treeID Enables Spanning Tree warning debugging for the
specified Spanning Tree instance. The tree ID is an
integer from 0 to 4094. A value of 0 specifies Common
and Internal Spanning Tree (CIST).
Modes
e User EXEC mode
e Privileged EXEC mode
e Global Configuration mode
History
Release Modification
10.1 The command was introduced.
Example

The following command enables debugging of all spanning tree warnings:

Switch> dbg spanning-tree warning
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dbg ssh
Enables or disables Secure Shell (SSH) debugging.
By default, SSH debugging is disabled.

Syntax

[no] dbg ssh {client|server}

where:

Parameter Description

client Enables SSH client debugging.

server Enables SSH server debugging.
Modes

e User EXEC mode

e Privileged EXEC mode

e Global Configuration mode
History

Release Modification

10.1 The command was introduced.
Example

The following command enables SSH client debugging:

Switch> dbg ssh client
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dbg syslog

Syntax

Modes

History

Example

Enables or disables system logging (syslog) debugging.
By default, syslog debugging is disabled.

[no] dbg syslog

e User EXEC mode
o Privileged EXEC mode

e Global Configuration mode

Release Modification

10.1 The command was introduced.

The following command enables syslog debugging:

Switch> dbg syslog
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dbg tacacs+

Enables or disables Terminal Access Controller Access Control System (TACACS+)
debugging.

By default, TACACS+ debugging is disabled.

Syntax
[no] dbg tacacs+
Modes
e User EXEC mode
e Privileged EXEC mode
e Global Configuration mode
History
Release Modification
10.1 The command was introduced.
Example

The following command enables debugging of the Terminal Access Controller
Access Control System (TACACS+) feature:

Switch> dbg tacacs+
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dbg teaming

Enables or disables teaming debugging.

By default, TACACS+ debugging is disabled.

Syntax
[no] dbg teaming profile <profile ID> interface {ethernet <port-
number> | port-aggregation <channel-number>}
where:
Parameter Description
profile ID The teaming profile number; an integer from 1-200.
ethernet <port Sets the specified ethernet interface. The chassis
number> number is 1 and the port number depends on the switch
type.
port-aggregation Sets the specified Link Aggregation Group (LAG).
<channel number> The channel number is from 1 to 4096.
Modes
e User EXEC mode
e Privileged EXEC mode
e Global Configuration mode
History
Release Modification
10.6 The command was introduced.
Example

The following command enables debugging of teaming feature:

Switch> dbg teaming profile 5 interface ethernet 1/49/1
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dbg telemetry

Syntax
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Enables or disables telemetry debugging messages.

By default, telemetry debugging messages are disabled.

[no] dbg telemetry {all-bview-messages|all-daemon-messages|
all-messages|bview-bst|bview-bst-json|bview-buffer-pool|
bview-heartbeat |bview-module-mgr|bview-sbh-plugin|bview-sh-
redirect|bview-sys-json|bview-sys-utils|daemon-cli|daemon-
db|daemon-msg-queue |daemon-mutex|daemon-nsm-client|daemon-
push|daemon-smi-server|if-i2n|if-n2i}

where:

Parameter

Description

all-bview-messages

Enables debugging messages for all broadview event
types.

all-daemon-
messages

Enables debugging messages for all telemetry
daemon event types.

all-messages

Enables debugging messages for all event types.

bview-bst

Enables broadview Buffer Statistics Tracking (BST)
debugging messages.

bview-bst-json

Enables broadview BST json encoding debugging
messages.

bview-buffer-pool

Enables broadview buffer pool debugging messages.

bview-heartbeat

Enables broadview heartbeat debugging messages.

bview-module-mgr

Enables broadview module manager debugging
messages.

bview-sbh-plugin

Enables broadview south-bound plugin debugging
messages.

bview-sb-redirect

Enables broadview south-bound redirector
debugging messages.

bview-sys-json

Enables broadview system json encoding debugging
messages.

bview-sys-utils

Enables broadview system utilities debugging
messages.

daemon-cli

Enables telemetry daemon CLI debugging messages.

daemon-db

Enables telemetry daemon database debugging
messages.
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Parameter

Description

daemon-msg-queue

Enables telemetry daemon message queue debugging
messages.

daemon-mutex

Enables telemetry daemon mutex debugging
messages.

daemon-nsm-client

Enables telemetry daemon Network Service Module
(NSM) client debugging messages.

daemon-push

Enables telemetry daemon asynchronous report push
debugging messages.

daemon-smi-server

Enables telemetry daemon Simple Management
Interface (SMI) server debugging messages.

if-i2n Obtain the interface name by its index number.
if-n2i Obtain the interface index number by its name.
Modes
e User EXEC mode
e Privileged EXEC mode
e Global Configuration mode
History
Release Modification
10.4 The command was introduced.
Example
The following command enables broadview heartbeat debugging messages:
Switch> dbg telemetry bview-heartbeat
Restrictions

Options if-i2n and if-n2i are not available in Global Configuration mode.
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dbg telnet

Syntax

Modes

History

Example
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Enables or disables Telnet server debugging.

By default, Telnet debugging is disabled.

[no] dbg telnet server

e User EXEC mode
e Privileged EXEC mode

e Global Configuration mode

Release

Modification

10.1

The command was introduced.

The following command enables the debugging of the Telnet server:

Switch> dbg telnet server
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dbg um

Syntax

Modes

History

Example

Enables or disables User Management (UM) debugging.
By default, UM debugging is disabled.

[no] dbg um

e User EXEC mode
o Privileged EXEC mode

e Global Configuration mode

Release Modification

10.1 The command was introduced.

The following command enables UM debugging:

Switch> dbg um
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dbg vlag

Syntax

Modes

History

Example
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Enables or disables Virtual Link Aggregation Group (VLAG) debugging.

By default, vVLAG debugging is disabled.

[no] dbg vlag {all|cons]|error|fdb|hc|{instance <I1-64>|all}|

main|sm}

where:

Parameter Description

all Enables all vLAG debugging parameters.

cons Enables vLAG consistency check debugging.

error Enables vLAG error debugging.

fdb Enables vLAG Forwarding Database (FDB) thread
debugging.

hc Enables vVLAG health check thread debugging.

instance <1-64>

Enables vLAG instance debugging of the specified
instance.

instance all

Enables vLAG instance debugging of all vLAG
instances.

main

Enables vVLAG main thread debugging.

sm

Enables vLAG State Machine (SM) thread debugging.

Global Configuration mode

Release

Modification

10.2

The command was introduced.

The following command enables vLAG error debugging:

Switch(config)# dbg vlag error
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dbg vilan
Enables or disables Virtual Local Area Network (VLAN) debugging.
By default, VLAN debugging is disabled.

Syntax
[no] dbg vlan {all|error|message {both|rx|tx}}
where:
Parameter Description
all Enables all VLAN debugging parameters.
error Enables only VLAN error debugging.
message Enables only VLAN message debugging.
both Enables VLAN debugging for received and
transmitted messages.
rx Enables VLAN debugging only for received
messages.
tx Enables VLAN debugging only for transmitted
messages.
Modes
e User EXEC mode
e Privileged EXEC mode
e Global Configuration mode
History
Release Modification
10.1 The command was introduced.
Example

The following command enables debugging of all VLAN parameters:

Switch> dbg vlan all
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dbg vrrp engine

Enables or disables debugging of the Virtual Router Redundancy Protocol (VRRP)
engine. To display VRRP debugging messages, you also need to run the following
commands:

Switch(config)# logging console 7
Switch(config)# logging level vrrp 7

By default, VRRP engine debugging is disabled.

Syntax
[no] dbg vrrp engine {all|events|packet {recv|send}|vlag
{error|event}}
where:
Parameter Description
all Enables all VRRP debugging parameters.
events Enables only VRRP event debugging.
packet recv Enables only VRRP received packets debugging.
packet send Enables only VRRP sent packets debugging.
vlag error Enables only the debugging of VRRP Virtual Link
Aggregation Group (VLAG) errors.
vlag event Enables only the debugging of VRRP vLAG events.
Modes
e User EXEC mode
e Privileged EXEC mode
e Global Configuration mode
History
Release Modification
10.1 The command was introduced.
Example

The following command enables debugging of all VRRP engine events:

Switch> dbg vrrp engine events
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no dbg all

Syntax

Modes

History

Example

Disables the debugging of all switch processes.

no dbg all

e User EXEC mode
e Privileged EXEC mode

e Global Configuration mode

Release Modification

10.1 The command was introduced.

The following command disables the debugging of all switch processes:

Switch> no dbg all
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Chapter 4. Configuration Mode Commands

This chapter describes how to enter Global Configuration Mode and the
commands available in this mode.
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configure

Syntax

Modes

History

Example

Enters Global Configuration Mode.

configure [device]

Privileged EXEC Mode
Release Modification
10.1 The command was introduced.

The following command enters Global Configuration Mode:

Switch# configure device

Switch(config)#
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aaa accounting console group

Enables or disables Authentication, Authorization, and Accounting (AAA)
accounting using the specified list of Terminal Access Controller Access-Control
System Plus (TACACS+) or Remote Authentication Dial-In User Service (RADIUS).
This command configures AAA accounting for console user login authentication.

[no] aaa accounting console group <listof groups> [local]

Function

The name of the group of TACACS+, LDAP or
RADIUS servers. Up to 8 groups can be specified.

If the configured TACACS+, LDAP or RADIUS server
group is unavailable, local accounting is used.

Modification

The command was introduced.

Syntax
where:
Parameter
list of groups
local
Modes
Global Configuration Mode
History
Release
10.3
Example

The following command enables AAA accounting using the TACACS+, RADIUS
or LDAP server groups tacacs-sl and tacacs-s2:

Switch(config)# aaa accounting console groups tacacs-sl tacacs-s2
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aaa accounting console local

Enables or disables Authentication, Authorization, and Accounting (AAA)
accounting locally. This command configures AAA accounting for console user

login authentication.

Modification

The command was introduced.

Syntax
[no] aaa accounting console local
Modes
Global Configuration Mode
History
Release
10.3
Example

The following command enables AAA accounting locally:

Switch(config)# aaa accounting console local
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aaa accounting default group

Enables or disables Authentication, Authorization, and Accounting (AAA)
accounting using the specified list of Terminal Access Controller Access-Control
System Plus (TACACS+) or Remote Authentication Dial-In User Service (RADIUS)
server groups. This command configures AAA accounting for user login
authentication using remote protocol connections such as SSH or Telnet.

Syntax
[no] aaa accounting default group <listof groups> [local]
where:
Parameter Function
list of groups The name of the group of TACACS+ or RADIUS
servers. Up to 8 groups can be specified.
local If the configured TACACS+ or RADIUS server group is
unavailable, local accounting is used.
Modes
Global Configuration Mode
History
Release Modification
10.1 The command was introduced.
Example

The following command enables AAA accounting using the TACACS+ or RADIUS
server groups tacacs-sl and tacacs-s2:

Switch(config)# aaa accounting default groups tacacs-sl1 tacacs-s2
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aaa accounting default local

Enables of disables Authentication, Authorization, and Accounting (AAA)
accounting locally. This command configures AAA accounting for user login
authentication using remote protocol connections such as SSH or Telnet.

Modification

The command was introduced.

Syntax
[no] aaa accounting default local
Modes
Global Configuration Mode
History
Release
10.1
Example

The following command enables AAA accounting locally:

Switch(config)# aaa accounting default local
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aaa authentication login console

Syntax

Modes

History

Example
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Enables or disables Authentication, Authorization, and Accounting (AAA) console

user login authentication.

[no] aaa authentication login console {group <Ilistof groups>|

local|none}

where:
Parameter Function
list of groups The name of the group of TACACS+, LDAP or
RADIUS servers. Up to 8 groups can be specified. The
groups are accessed in the specified order. The list of
groups can be followed by local, none, or both. They
are used if the TACACS+, LDAP or RADIUS server
group is unavailable.
local Local user database is used for authentication.
none No user authentication is required.

Global Configuration Mode

Release

Modification

10.1

The command was introduced.

The following command enables AAA console user login authentication using

local authentication:

Switch(config)# aaa authentication login console local
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aaa authentication login default

Enables or disables Authentication, Authorization, and Accounting (AAA) remote
user login authentication for remote protocol connections such as SSH or Telnet.

Syntax
[no] aaa authentication login default {group <listof groups>|
local|none}
where:
Parameter Function
list of groups The name of the group of TACACS+, LDAP or
RADIUS servers. Up to 8 groups can be specified. The
groups are accessed in the specified order. The list of
groups can be followed by 1local, none, or both. They
are used if the TACACS+, LDAP or RADIUS server
group is unavailable.
local Local user database is used for authentication.
none No user authentication is required.
Modes
Global Configuration Mode
History
Release Modification
10.1 The command was introduced.
Example

The following command enables AAA remote user login authentication using local
authentication:

Switch(config)# aaa authentication login default local
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aaa authentication login error-enable

Enable or disables the displays of errors when the user fails to authenticate.

Syntax

[no] aaa authentication login error-enable
Modes

Global Configuration Mode
History

Release Modification

10.1 The command was introduced.
Example

The following command enables the display of errors when the user fails to
authenticate:

Switch(config)# aaa authentication login error-enable
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aaa authentication login mschapv2 enable

Enable or disables Microsoft Challenge/Reply Handshake Protocol version 2
(MSChapv2) authentication option.

[no] aaa authentication login mschapv2 enable

Global Configuration Mode

Modification

The command was introduced.

Syntax
Modes
History
Release
10.3
Example

The following command enables the MSChapv2 authentication option:

Switch(config)# aaa authentication login mschapv2 enable
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aaa authorization commands default

Enables of disables User EXEC and Configuration command modes level

authorization.
Syntax
[no] aaa authorization commands default {groups <listof groups>|
local}
where:
Parameter Function
groups The authorization process will use a list of Terminal
Access Controller Access-Control System Plus
(TACACSH+) server groups.
list of groups The name of the group of TACACS+ servers. Up to 8
groups can be specified. The groups are accessed in the
specified order. The list of groups can be followed by
local. This is used if the TACACS+ server group is
unavailable.
local Specifies that the local user database will be used for
authorization.
Modes
Global Configuration Mode
History
Release Modification
10.1 The command was introduced.
Example

The following command enables User EXEC and CONFIG command level
authorization using local authorization:

Switch(config)# aaa authorization commands default local
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daa group server

Creates or deletes a group of Terminal Access Controller Access-Control System
Plus (TACACSH+), Lightweight Directory Access Protocol (LDAP) or Remote
Authentication Dial-In User Service (RADIUS) servers for Authentication,
Authorization, and Accounting (AAA). After creating a group, you enter its Server
Configuration command mode.

Syntax
[no] aaa group server {ldap|radius|tacacs+} <server group name>
where:
Parameter Function
ldap Creates a LDAP server group.
radius Creates a RADIUS server group.
tacacs+ Creates a TACACS+ server group.
server group name The name of the server group. The server group name
can be up to 127 characters in length, must start with a
letter, and must contain only lowercase letters and
numbers.
Modes
Global Configuration Mode
History
Release Modification
10.1 The command was introduced.
10.3 Added radius option.
10.6 Added 1dap option.
Examples

The following command creates TACACS+ server group ‘tacacs-group-1":

‘ Switch(config)# aaa group server tacacs+ tacacs-group-1

The following command creates RADIUS server group ‘radius-group-1":

‘ Switch(config)# aaa group server radius radius-group-1
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Restrictions

The server group name cannot be radius, tacacs+, or Idap.

A default group named tacacs+ includes all TACACS+ servers.

A default group named radius includes all RADIUS servers.

A default group named Ildap includes all LDAP servers.
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aaa local authentication attempts max-fail

Sets the number of unsuccessful authentication attempts until a user is locked out.
To remove this limit use the no form of the command.

Syntax

Modes

History

Example

Restrictions

By default, the number of unsuccessful authentication attempts is unlimited.

[no] aaa local authentication attempts max-fail <uumber of attempts>

where:

Parameter

Function

number of attempts

The maximum number of unsuccessful authentication
attempts. The number of attempts is an integer from 1 to
25.

Global Configuration Mode

Release

Modification

10.1

The command was introduced.

The following command sets the number of unsuccessful authentication attempts
until a user is locked out to 3:

Switch(config)# aaa local authentication attempts max-fail 3

An administrator cannot be locked out.
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aaa user default-role

Enables or disables users to login even if the TACACS+ server does not provide a
role. The default role is network-operator. If this option is disabled then users
without a role provided by the TACACS+ server will be unable to login.

Syntax
aaa user default-role
Modes
Global Configuration Mode
History
Release Modification
10.1 The command was introduced.
Example

The following command enables a user to login even if the TACACS+ server does
not provide a role:

Switch(config)# aaa user default-role
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alias

Creates an alias command that replaces an already defined CLI command. It can be
used to create an alias command that acts as an abbreviation of a CLI command or
as a replacement for an entire command syntax.

Syntax
alias <command alias> <replaced command>
where:
Parameter Description
command alias The string that will replace the specified command.
The command alias must contain only alphanumeric
characters and must start with a letter. It can be up to
30 characters in length.
replaced command The command syntax that will be replaced by the
command alias.
To delete a command alias, use the following command:
no alias {<command alias>|all}
where:
Parameter Description
command alias Deletes the specified command alias.
all Deletes all the configured command aliases.
Modes
Global Configuration Mode
History
Release Modification
10.4 The command was introduced.
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Examples

Restrictions
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The following command creates a command alias (dv) that replaces the command
display version:

Switch(config)# alias dv display version
Switch(config)# dv

Lenovo Networking Operating System (NOS) Software
Technical Assistance Center: http://www.lenovo.com
Copyright (C) Lenovo, 2016. All rights reserved.

Software:
Bootloader version: 10.4.2.0
System version: 10.4.2.0
System compile time: Thu Apr 13 20:46:29 PDT 2017

The following command creates a command alias (dv1an135) that replaces the
command display vlan id 135:

Switch(config)# alias dvlanl135 display vlan id 135
Switch(config)# dvlani35

Flags:
u - untagged egress traffic for this VLAN
t - tagged egress traffic for this VLAN

d - auto-provisioned VLAN
h - static and auto-provisioned VLAN

VLAN Name Status IPMC FLOOD Ports

135 VLANO135 ACTIVE 1IPv4,IPv6 Ethernet1/12(u)

e The command alias must be unique. Multiple command aliases can be assigned

to the same command, but multiple commands cannot be assigned to the same
command alias. For example:

Switch(config)# alias dv display version
Switch(config)# alias dver display version
Switch# display alias

CLI alias information
Total number : 2

dv : display version
dver : display version
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e Command aliases take precedence over the CLI command syntax. For example,
you configure the following command alias:

Switch(config)# alias lacp display

The following CLI command is invalid because the previously configured alias
overwrites lacp with display.

Switch(config)# lacp system-priority
% Unrecognized command
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arp access-list

Creates or removes an Address Resolution Protocol (ARP) Access Control List
(ACL). After creating an ACL, you enter its Configuration command mode.

Syntax

[no] arp access-list <ACL name>

where:

Parameter Function

ACL name The name of the ARP ACL. The ACL name can be up to

64 characters in length.

Modes

Global Configuration Mode
History

Release Modification

10.1 The command was introduced.
Example

The following command creates an ARP ACL named “arp-acl-1":

Switch(config)# arp access-list arp-acl-1
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banner motd

Enables or disables the message of the day (MOTD) banner displayed of the user

logs in.
Syntax

[no] banner motd {<message>|default}

where:

Parameter Function

message The message that is displayed after a user logs in.

default Resets the MOTD banner to the default message.
Modes

Global Configuration Mode
History

Release Modification

10.1 The command was introduced.
Example

The following command configures the MOTD banner to display ‘This is a test.”:

Switch(config)# banner motd This is a test.
Switch(config)# exit
Switch# display banner motd

This is a test.
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bfd gtsm

Syntax

Modes

History

Example
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Enables or disables the Bidirectional Forwarding Detection (BFD) Generalized TTL
Security Mechanism (GTSM).

By default, BFD GTSM is disabled.

bfd gtsm {enable|disable}

where:

Parameter Function

enable Enables BFD GTSM.
disable Disables BFD GTSM.

Global Configuration mode

Release

Modification

10.1

The command was introduced.

The following command enables BFD GTSM:

Switch(config)# bfd gtsm enable
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bfd gtsm ttl

Configures the Bidirectional Forwarding Detection (BFD) Generalized TTL
Security Mechanism (GTSM) hop limit or Time-to-Live (TTL).

Use the no form to reset the hop limit to its default value.

The default hop limit is 255.

[no] bfd gtsm ttl <hop limit>

Function

Specifies the number of maximum hops a BFD packet
is allowed to travel through until it is discarded. The
hop limit is an integer from 1 to 255.

Global Configuration mode

Modification

The command was introduced.

Syntax
where:
Parameter
hop limit
Modes
History
Release
10.1
Example

The following command configure the BFD hop limit to 30:

Switch(config)# bfd gtsm ttl 30
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bfd interval

Syntax

Modes

History

Example
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Configures Bidirectional Forwarding Detection (BFD) global session parameters,
including sent and received packet rates and hello messages multiplier.

Use the no form to delete a configured set of parameters.

[no] bfd [ipv4|ipv6] interval <send packet rate> minrx <receive packet
rate> multiplier <hello multiplier>

where:

Parameter Function

ipv4 Configures BFD parameters only for IPv4 addresses.
ipvé Configures BFD parameters only for IPv6 addresses.

interval send packet
rate

Specifies how often the switch sends BFD control
packets to other BFD peers. The send packet rate is from
50 to 999 milliseconds. The default value is 50
milliseconds.

minrx receive packet rate

Specifies the minimum time period during which the
switch should expect to receive BFD control packets
from other BFD peers. The receive packet rate is from 50
to 999 milliseconds. The default value is 50
milliseconds.

multiplier hello
multiplier

Specifies the number of consecutive BFD control
packets that have to be missed from a BFD peer before
the switch declares that peer unavailable and informs
the Layer 3 BFD peer of the failure. The hello multiplier
is an integer from 3 to 50. The default value is 3.

Global Configuration mode

Release

Modification

10.1

The command was introduced.

The following command configures BFD send packet rate to 120 milliseconds, the
minimum expected receive rate to 120 milliseconds, and the hello multiplier to 7:

Switch(config)# bfd interval 120 minrx 120 multiplier 7
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bfd multihop-peer auth

Syntax

Configures Bidirectional Forwarding Detection (BFD) authentication for a

multi-hop peer.

Use the no form of the command to disable the use of a BFD authentication.

By default, BFD authentication is disabled.

[no] bfd multihop-peer <peeraddress> auth type {keyed-md5|
keyed-shal|meticulous-keyed-md5|meticulous-keyed-shal]|
simple} {key-chain <key chain name>|key-id <key number> key

<authentication key string>}

where:

Parameter

Function

peer address

Configures the BFD authentication key for the
specified destination. The peer address can be either an
IPv4 address or an IPv6 address.

type Specify the type of encryption used.
keyed-md5 Keyed Message Digest 5 hash algorithm.
keyed-shal Keyed Secure Hash Algorithm I.

meticulous-keyed-
md5

Meticulous keyed Message Digest 5 hash algorithm.

meticulous-keyed-
shal

Meticulous keyed Secure Hash Algorithm I.

simple

Plain-text password.

key-chain key chain
name

Specifies the use an already configured authentication
key chain. The maximum length for the key chain name
is 32 characters.

key-id key number

Specifies the use of a new authentication key. The key
number is from 0 to 255.

key authentication key
string

Specifies the key to be used for BFD authentication. It
will be encrypted with the previously selected
algorithm.
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Modes

History

Examples
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Global Configuration mode

Release

Modification

10.1

The command was introduced.

The following command configures BFD authentication using Keyed SHA-1
encryption and key chain ‘bfd-chain-3":

Switch(config)# bfd multihop-peer 10.90.200.15 auth type keyed-shal

key-chain bfd-chain-3

The following command configures BFD authentication using Keyed SHA-1

encryption and a new key:

Switch(config)# bfd multihop-peer 10.90.200.15 auth type keyed-shal
key-id 35 key test-bfd-auth-key
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bfd multihop-peer interval

Configures Bidirectional Forwarding Detection (BFD) multi-hop peer parameters,
including sent and received packet rates and hello messages multiplier.

Use the no form to delete a configured set of parameters.

Syntax
[no] bfd multihop-peer <peeraddress> interval <send packet rate> minrx
<receive packet rate> multiplier <hello multiplier>
where:
Parameter Function
peer address Configures BFD parameters for the specified
destination. The peer address can be either an IPv4
address or an IPv6 address.
interval send packet |Specifies how often the switch sends BED control
rate packets to other BFD peers. The send packet rate is from
50 to 999 milliseconds. The default value is 50
milliseconds.
minrx receive packet rate |Specifies the minimum time period during which the
switch should expect to receive BFD control packets
from other BFD peers. The receive packet rate is from 50
to 999 milliseconds. The default value is 50
milliseconds.
multiplier hello Specifies the number of consecutive BFD control
multiplier packets that have to be missed from a BFD peer before
the switch declares that peer unavailable and informs
the Layer 3 BFD peer of the failure. The hello multiplier
is an integer from 3 to 50. The default value is 3.
Modes
Global Configuration mode
History
Release Modification
10.1 The command was introduced.
Example

The following command configures a multi-hop peer BFD parameters:

Switch(config)# bfd multihop-peer 10.145.11.123 interval 120 minrx 120
multiplier 7
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bfd slow-timer

Globally configures the slow-timer used in the Bidirectional Forwarding Detection
(BFD) echo function. This value determines how fast BFD starts up new sessions
and at what speed asynchronous sessions use for BFD control packets when the
echo function is enabled. The slow-timer value is used as the new control packet
interval, while echo packets use the configured BFD intervals.

Use the no form of this command to reset the slow-timer to its default value.

The default value is 2000 milliseconds.

Syntax

[no] bfd slow-timer <slow-timer interval>

where:
Parameter Function
slow-timer interval The time interval used for the slow-timer in the BFD
echo function. The slow-timer interval is from 1000 to
30000 milliseconds.
Modes
Global Configuration mode
History
Release Modification
10.1 The command was introduced.
Example

The following command configures a BFD slow-timer interval of 3000
milliseconds:

Switch(config)# bfd slow-timer 3000
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cee enable

Globally enables or disables Converged Enhanced Ethernet (CEE) on the switch.
Data Center Bridging Capabilities eXchange (DCBX), Priority Flow Control (PFC),
and Enhanced Transmission Selection (ETS) are also globally enabled or disabled
by this command.

By default, CEE is disabled on the switch.

Syntax
[no] cee enable
Using no before the command disables CEE.
Modes
Global Configuration Mode
History
Release Modification
10.3 The command was introduced.
Example
The following command globally enables CEE on the switch:
Switch(config)# cee enable
Restrictions

This command is not supported on the NE1032T and the NE1072T.
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cee app-proto

Syntax
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Configures an application protocol to be sent to the Data Center Bridging
eXchange Capability (DCBX) peer.

cee app-proto <application name> {ethertype <ethertype>|fcoe|iscsi|
roce|rocev2|tcp destination-port <service port>|udp
destination-port <service port>} [priority <priority>]

no cee app-proto <application name>

where:

Parameter

Description

application name

The description of the configured application
protocol. The application name can be up to 63
characters in length.

ethertype ecthertype

Configures a custom ethertype. The ethertype value in
hexadecimal format: OxHHHH. For example, 0x8947.

fcoe

Selects Fibre Channel over Ethernet (FCoE) as the
application protocol. Ethertype is set to 0x8906 and
priority to 3.

iscsi

Selects Internet Small Computer Systems Interface
(iSCSI) as the application protocol. TCP destination
port is set to 3260 and priority to 4.

roce

Selects RDMA over Converged Ethernet (RoCE) as
the application protocol. Ethertype is set to 0x8915
and priority to 3.

rocev2

Selects RDMA over Converged Ethernet version 2
(RoCEv2) as the application protocol. UDP
destination port is set to 4791 and priority to 3.

tcp

Configures a custom TCP service port.

udp

Configures a custom UDP service port.

destination-port
service port

Configures a custom service port. The service port is an
integer from 1 to 65536.

priority priority

Configures a custom priority. The priority is an integer
from 0 to 7.

Using the no form of the command will remove the specified application protocol.

Chapter 4: Configuration Mode Commands 273




Modes

Global Configuration Mode

Modification

The command was introduced.

The following command configures custom ethertype and priority values:

‘ Switch(config)# cee app-proto Ether8947 ethertype 0x8947 priority 3

The following command configures iSCSI as the application protocol:

‘ Switch(config)# cee app-proto myIscsi iscsi

History
Release
10.3
Examples
Restrictions

This command is not supported on the NE1032T and the NE1072T.
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cee ets bandwidth-percentage
Configures the bandwidth percentage allocated for each Enhanced Transmission
Selection (ETS) priority group.

Note: The total configured bandwidth percentage of each priority group cannot
exceed 100%.

Syntax
cee ets bandwidth-percentage <priority group ID> <bandwidth percentage>
[<priority group ID> <bandwidth percentage>] [<priority group ID> <bandwidth
percentage>] [<priority group ID> <bandwidth percentage>] [<priority group ID>
<bandwidth percentage>] [<priority group ID> <bandwidth percentage>] [<priority
group ID> <bandwidth percentage>] [<priority group ID> <bandwidth percentage>]
where:
Parameter Description
priority group ID The priority group for which to configure the
bandwidth percentage. The priority group ID is an
integer between 0 and 7.
bandwidth percentage The bandwidth percentage allocated for the specified
priority group. The bandwidth percentage is an integer
between 0 and 100.
Modes
Global Configuration Mode
History
Release Modification
10.3 The command was introduced.
Example
The following command configures a bandwidth percentage of 15% for priority
group 1, 35% for priority group 2, 23% for priority 3, and 27% for priority 4:
Switch(config)# cee ets bandwidth-percentage 1 15 2 35 3 23 4 27
Restrictions

This command is not supported on the NE1032T and the NE1072T.
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cee ets priority-group pgid
Configures the specified Enhanced Transmission Selection (ETS) priority group.
Syntax

[no] cee ets priority-group pgid <priority group ID> {description
<description>|priority <traffic priority> [<traffic priority> ...]1}

where:

Parameter Description

priority group ID The ETS priority group to be configured. The priority
group ID is an integer between 0 and 7, or 15.

description Configures the description of the specified ETS
description priority group.

priority traffic priority |Configures the 802.1p priority value attributed to the
ETS priority group. The traffic priority value is an
integer from 0 to 7.

Using no before the command removes the description or the traffic priority of the
specified priority group.

Modes

Global Configuration Mode

History

Release Modification

10.3 The command was introduced.

Examples

The following command configures a description for priority group 5:

‘ Switch(config)# cee ets priority-group pgid 5 description pgID_5

The following command configures a priority value for priority group 5:

‘ Switch(config)# cee ets priority-group pgid 5 priority 3

Restrictions
e This command is not supported on the NE1032T and the NE1072T.

o The priority value attributed to priority group 15 cannot be removed.
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cee pfc enable
Globally enables or disables Priority Flow Control (PFC) on the switch.

By default, PFC is disabled on the switch.

Note: By default, PFC is enabled on all switch interfaces. PFC will not function on
an interface until PFC is also globally enabled.

Syntax
[no] cee pfc enable
Using no before the command disables PFC.
Modes
Global Configuration Mode
History
Release Modification
10.3 The command was introduced.
Example
The following command will enable PFC on the switch:
Switch(config)# cee pfc enable
Restrictions

This command is not supported on the NE1032T and the NE1072T.

Related Commands

Command Description

cee pfc enable Enable or disable PFC on an interface.
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cee pfc priority
Configures the Priority Flow Control (PFC) priority state.

By default, PFC priority 3 is enabled on the switch.

Syntax
[no] cee pfc priority <priority> {enable|description <description>}
where:
Parameter Description
priority The PFC priority value (an integer from 0 to 7).
enable Enables the configured PFC priority.
description Configures the description of the specified PFC
priority.
description The description of the specified PFC priority.
description
Modes
Global Configuration Mode
History
Release Modification
10.3 The command was introduced.
10.4 The command was updated to support the
NE1032,NE1032T, NE1072T, NE10032, and NE2572.
Examples

The following command enables PFC priority 6 on the switch:

‘ Switch(config)# cee pfc priority 6 enable

The following command adds a description for PFC priority 3:

‘ Switch(config)# cee pfc priority 3 description PFC_priority 3
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Restrictions

e This command is not supported on the NE1032T or the NE1072T.

o (8272, G8296, G8332, NE1032, and NE2572: up to two PFC priorities can be
simultaneously enabled on the switch.

e NE10032: only one PFC priority can be enabled on the switch at any time.

® You cannot configure switch interfaces with different PFC priorities. The same
PEC priority is enabled on all interfaces.
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class-map

Creates or deletes a class map that is used to match packets to a specified class.
After creating a class map, you enter Class Map Configuration mode.

Syntax

[no] class-map {match-all|match-any} <class map name>

where:
Parameter Function
match-all Configures the class map to use the logical AND
function for packet evaluation when dealing with
multiple match rules.
match-any Configures the class map to use the logical OR
function for packet evaluation when dealing with
multiple match rules.
class map name The name of the class map.
Modes
Global Configuration Mode
History
Release Modification
10.1 The command was introduced.
Example

The following command creates class map ‘cmap-01" that uses the logical OR
function when evaluating packets:

Switch(config)# class-map match-any cmap-01
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class-map type qos

Creates or deletes a Quality of Service (QoS) class map that is used to match
packets to a specified class. After creating a class map, you enter QoS Class Map
Configuration mode.

Syntax
[no] class-map type qos {match-all|match-any} <class map name>
where:
Parameter Function
match-all Configures the class map to use the logical AND
function for packet evaluation when dealing with
multiple match rules.
match-any Configures the class map to use the logical OR
function for packet evaluation when dealing with
multiple match rules.
class map name The name of the class map.
Modes
Global Configuration Mode
History
Release Modification
10.1 The command was introduced.
Example

The following command creates QoS class map ‘cmap-qos-01’ that uses the logical
AND function when evaluating packets:

Switch(config)# class-map type qos match-all cmap-qos-01
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class-map type queuing

Modifies a queuing class map (that is used to match packets to a specified class) by
entering Queuing Class Map Configuration mode.

Syntax
class-map type queuing match-any <queue name>
where:
Parameter Function
match-any Configures the class map to use the logical OR
function for packet evaluation when dealing with
multiple match rules.
queue name The name of the queue. The possible options are:
e 1p7qlt-out-qg-default (queue O or default
queue)
e 1p7qglt-out-pgl (queue 1 or priority queue)
e 1p7qlt-out-q2 (queue 2)
e 1p7qlt-out-q3 (queue 3)
e 1p7qlt-out-q4 (queue 4)
e 1p7qlt-out-q5 (queue5)
e 1p7qlt-out-q6 (queue 6)
e 1p7qlt-out-q7 (queue?)
Modes
Global Configuration Mode
History
Release Modification
10.1 The command was introduced.
Example

The following command enters the a queuing class menu in order to modify it:

Switch(config)# class-map type queuing match-any 1p7qit-out-q2
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clock format

Configures the system time format.

Syntax
clock format {12]|24}
where:
Parameter Function
12 Displays the time in 12 hour format. This is the default
time format.
24 Displays the time in 24 hour format.
Modes
Global Configuration Mode
History
Release Modification
10.1 The command was introduced.
Example

The following command configures the system time in 24 hour format:

Switch(config)# clock format 24

© Copyright Lenovo 2018 Chapter 4: Configuration Mode Commands 283



clock summer-time

Enables or disables the use of a summer time (daylight saving time) offset.

Syntax

[no] clock summer-time <time zone name> [<startweek> <startday> <start
month> <start time> <end week> <end day> <end month> <end time> [<offset>]]

where:

Parameter

Function

time zone name

The name of the time zone in 3 character format, such
as PST, MST, CST, EST etc.

start week

The starting week of the offset. The range is from 1
(first week of the month) to 5 (last week of the month).

start day

The starting day of the offset. The range is from
Monday to Sunday.

start month

The starting month of the offset. The range is from
January to December.

start time

The starting time of the offset. The format is HH:mm,
where:

e HH is the hour of the day (range is 00 to 24)
e mm is the minute of the hour (range is 00 to 60)

end week

The ending week of the offset. The range is from 1 (first
week of the month) to 5 (last week of the month).

end day

The ending day of the offset. The range is from
Monday to Sunday.

end month

The ending month of the offset. The range is from
January to December.

end time

The ending time of the offset. The format is HH:mm,
where:

e HH is the hour of the day (range is 00 to 24)
e mm is the minute of the hour (range is 00 to 60)

offset

The number of minutes to offset the time. The offsef is
from 1 to 1440.
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Modes

Global Configuration Mode

History

Release Modification

10.1 The command was introduced.

Example

The following command enables summer-time for Pacific Standard Time:

Switch(config)# clock summer-time PST
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clock timezone

Enables or disables the use of time zones.

Syntax
[no] clock timezone <time zone> <hour offset> <minute offset>
where:
Parameter Function
time zone The name of the time zone in 3 character format, such
as PST, MST, CST, or EST.
hour offset The hour offset from UTC. The range is from -23 to 23.
minute offset The minute offset from UTC. The range is from 0 to 59.
Using no before the command without arguments disables the use of time zones.
Modes
Global Configuration Mode
History
Release Modification
10.1 The command was introduced.
Example

The following command configures the use of the EST time zone with an offset of
-5 hour and 0 minutes from UTC:

Switch(config)# clock timezone EST -5 0
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enable password

Enables or disables the use of a password to enter Privileged EXEC mode.

[no] enable password <password>

Function

The password required to enter Privileged EXEC
mode. The password can be up to 20 characters long.

Global Configuration Mode

Modification

The command was introduced.

Syntax
where:
Parameter
password
Modes
History
Release
10.1
Example

The following command configures code - sec as the encrypted password
required to enter Privileged EXEC mode:

Switch(config)# enable password code-sec
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end

Exits the current command mode and enters Privileged EXEC mode.

Syntax
end
Modes
Global Configuration Mode
History
Release Modification
10.1 The command was introduced.
Example

The following command exits the current command mode and enters Privileged
EXEC mode:

Switch(config)# end
Switch#
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errdisable recovery cause bpduguard

Syntax

Modes

History

Example
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Enables or disables the timeout mechanism for a port to be recovered
automatically from being operationally shut down by Bridge Protocol Data Units

(BPDU) guard.

[no] errdisable recovery cause bpduguard

Global Configuration Mode

Release

Modification

10.1

The command was introduced.

The following command enables error recovery:

Switch(config)# errdisable recovery cause bpduguard
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errdisable recovery interval

Enables and disables a time interval after which an error-disabled port shall be
recovered automatically.

Syntax
[no] errdisable recovery interval <time interval>
where:
Parameter Function
time interval The time that the switch waits until it will
automatically recover an error-disabled port. The time
interval is from 30 to 65535 seconds. The default value
is 300 seconds.
Modes
Global Configuration Mode
History
Release Modification
10.1 The command was introduced.
Example

The following command configures the error recovery time interval to 600 seconds:

Switch(config)# errdisable recovery interval 600
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event-log

Enables and disables user action logging on terminals.

Syntax
[no] event-log {cli|console|rest|terminal} enable
where:
Parameter Function
cli Enables or disables the CLI transaction logging.
console Enables or disables the user transaction logging on
console.
rest Enables or disables the REST transaction logging.
terminal Enables or disables the user transaction logging on
terminal (Telnet/SSH).
Modes
Global Configuration Mode
History
Release Modification
10.6 The command was introduced.
Example

The following command configures the CLI logging:

Switch(config)# event-log cli enable
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feature

Syntax

Enables or disables certain switch processes.

[no] feature {dhcp|ntp|restApi
[http]|ssh|tacacs+|ldap]|telemetry]|

telnet|sflow}

where:

Parameter

Function

dhcp

Enables or disables the Dynamic Host Configuration
Protocol (DHCP). By default, DHCP is enabled on the
management port, but disabled on all other switch
interfaces.

ntp

Enables or disables the Network Time Protocol (NTP).
By default, NTP is enabled on the switch.

restApi

Enables or disables the REpresentational State Transfer
(REST) server. By default, the RESP API is enabled on
the switch.

Please refer to the Lenovo REST API Programming Guide
for details on how to use the Lenovo REST API.

http

Enables or disables the REST server to listen in
Hypertext Transfer Protocol (HTTP) mode on port
8090. By default, the REST server is disabled from
listening in HTTP mode.

ssh

Enables or disables the Secure Shell (SSH) service. By
default, SSH is enabled on the switch.

tacacs+

Enables or disables the Terminal Access Controller
Access-Control System Plus (TACACS+) service. By
default, the TACACS+ service is disabled on the
switch.

ldap

Enables or disables the Lightweight Directory Access
Protocol (LDAP) service. By default, the LDAP service
is disabled on the switch.

telemetry

Enables or disables the Telemetry service. By default,
the Telemetry service is enabled on the switch.

telnet

Enables or disables the Telnet service. By default,
Telnet is enabled on the switch.

sflow

Enables or disables the sFlow service. By default,
sFlow is disabled on the switch.
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Modes

Global Configuration Mode

Modification

The command was introduced.

Added telemetry option.

Added ldap and sflow options.

History
Release
10.1
10.4
10.6
Example

The following command enables the REST service:

Switch(config)# feature restApi
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graceful-restart ospf helper max-grace-period

The Cloud NOS design provides a complete separation of its control plane from
the forwarding plane, thus allowing the restart or upgrade of control plane
software without disturbing forwarding. Such a restart/upgrade is called
graceful-restart.

The router attempting a graceful restart originates link-local Opaque-LSAs, called
Grace-LSAs, announcing its intention to perform a graceful restart within a
specified amount of time called grace period.

This commands configures the maximum grace period. To disable the grace period
use the no form of the command.

Syntax
[no] graceful-restart ospf helper max-grace-period <grace period>
where:
Parameter Function
grace period The maximum grace period in seconds. The grace
period is from 1 to 1800. The default value is 60.
Modes
Global Configuration Mode
History
Release Modification
10.1 The command was introduced.
Example

The following command configures the grace period to 300 seconds:

Switch(config)# graceful-restart ospf helper max-grace-period 300
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graceful-restart ospf helper never

The Cloud NOS design provides a complete separation of its control plane from
the forwarding plane, thus allowing the restart or upgrade of control plane
software without disturbing forwarding. Such a restart/upgrade is called
graceful-restart.

In graceful-restart the OSPF neighbors help the restarting router by announcing
links to it in their LSAs. These neighbors are said to be in “helper mode” for the
duration of the graceful restart.

This commands enables or disables helper mode. Helper mode is enabled by
default.

Note: When this command is enabled, helper mode is disabled on the router.
When using the no form of this command, helper mode is enabled on the router.

Syntax
[no] graceful-restart ospf helper never [router-id <neighbor
address>]
where:
Parameter Function
router-id neighbor Helper mode will be enabled or disabled only for the
address specified OSPF neighbor. The neighbor address is
specified in IPv4 address format.
Modes
Global Configuration Mode
History
Release Modification
10.1 The command was introduced.
Example

The following command disables helper mode on the router:

Switch(config)# graceful-restart ospf helper never
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hardware ecmp hash-offset
Configures the Open Shortest Path First (OSPF) Equal Cost Multiple Paths (ECMP)

hash offset.
Syntax
[no] hardware ecmp hash-offset <offset value>
where:
Parameter Function
offset value The value of the ECMP hash offset. The offset value is
from 0 to 15. The default value is 0.
Using no before the command disables the OSPF hash offset.
Modes
Global Configuration Mode
History
Release Modification
10.1 The command was introduced.
Example

The following command configures an ECMP hash offset of 3:

Switch(config)# hardware ecmp hash-offset 3
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hardware esn

A customer support representative can assign your switch an Entitlement Serial
Number (ESN) at the time you request support. The ESN helps to locate your
switch’s identifying information when you call technical support for help in future.

This command configures the switch’s ESN.

Syntax
hardware esn <serial number>
where:
Parameter Function
serial number The ESN assigned to the switch by a customer support
representative. The serial number is valid only as a 7 to
11 characters long alpha-numeric string for G8332,
G8272 and G8296 switches.
The following platforms require a strict 7 characters
long serial number:
e NE1032
e NE1032T
e NE1072T
e NE10032
e NE2572
Modes
Global Configuration Mode
History
Release Modification
10.1 The command was introduced.
Example

The following command configures the switch ESN as "LNV109ty442’:

Switch(config)# hardware esn LNV109ty442
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hardware mtm

Configures the switch’s Machine Type Model (MTM) number. The MTM number is
applied when the switch reloads and persist across firmware upgrades.

Syntax
hardware mtm <serial number>
where:
Parameter Function
serial number The new MTM number for the switch. The serial

number depends on the switch model. Valid serial
numbers are listed following this table.

You can change the switch MTM number with one of the following;:

o (G8272:
o 7159-CFV
o 7159-CRW
o 7159-HCV
o 7159-HCW
o 7159-HCR
o 7159-HCF
o 7159-HCN

o (8296:
o 1611-96E
o 8036-BFX
8036-BRX
8036-HC3
o 8036-HC4
o (G8332:
o 1611-16E
o 8036-AFX
o 8036-ARX
o 8036-HC1
o 8036-HC2
o 7120-16E

[e)

(@]
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e NE1032:

7159-A1X
o 7159-A2X
o 7159-HD1
o 7159-HD2
o 7159-HDF

e NE1032T:
o 7159-B1X
o 7159-B2X
o 7159-HD3
o 7159-HD4

e NE1072T:

7159-C1X
7159-C2X
o 7159-HD5
o 7159-HD6
o 7159-HDB

e NE10032:
o 7159-D1X
7159-D2X
o 7159-HE1
o 7159-HE2
o NE2572:
o 7159-E1X
o 7159-E2X
o 7159-HE3
o 7159-HE4
o 7159-HEA
o 7159-HEB

[e]

[e]

o

[e]

Modes

Global Configuration Mode

© Copyright Lenovo 2018 Chapter 4: Configuration Mode Commands 299



History

Release

Modification

10.1

The command was introduced.

10.4

The command was updated to support the
NE1032,NE1032T, NE1072T, NE10032, and NE2572.

Example

The following command configures the switch MTM number to “1611-16E":

New MTM value:
Please reset the system for the new changes to take effect.

Switch(config)# hardware mtm 1611-16E
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hardware profile portmode

Enables or disables different hardware profiles for the switch ports.

Syntax

For G8272:

[no] hardware profile portmode {72x10G|custom 4x10G ethernet
<chassis number/port number>|default}

where:

Parameter

Function

72x10G

Configures all switch ports as 10Gb SFP+ ports. The
switch can be configured with 72 x 10Gb SFP+ ports.

custom 4x106

Configures the specified QSFP+ ports from 40Gb mode
to 4 x 10Gb SFP+ port mode.

ethernet chassis
number/ port number

The ethernet interface chassis and port numbers. The
chassis number is 1 and the port number is an integer
from 1 to 54.

default

Configures 48 x 10Gb SFP+ ports and 6 x 40Gb QSFP+
ports.

For G8296:

[no] hardware profile portmode {94x10G+8x406G|custom 4x106G
ethernet <chassis number/port number>|default}

where:

Parameter

Function

94x10G+8x40G

Configures the switch with 94 x 10Gb SFP+ ports and
8 x 40Gb QSFP+ ports.

custom 4x106

Configures the specified QSFP+ ports from 40Gb mode
to 4 x 10Gb SFP+ port mode.

ethernet chassis
number/ port number

The ethernet interface chassis and port numbers. The
chassis number is 1 and the port number is an integer
from 1 to 96.

default

Configures 86 x 10Gb SFP+ ports and 10 x 40Gb QSFP+
ports.
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For G8332:

[no] hardware profile portmode {96x10G+8x406G|custom 4x106
ethernet <chassis number/port number>|default}

where:

Parameter

Function

96x10G+8x406

Configures the switch with 96 x 10Gb SFP+ ports and
8 x 40Gb QSFP+ ports.

custom 4x10G

Configures the specified QSPF+ ports from 40Gb mode
to 4 x 10Gb SFP+ port mode.

ethernet chassis
number/ port number

The ethernet interface chassis and port numbers. The
chassis number is 1 and the port number is an integer
from 1 to 32.

default

Configures 32 x 40Gb QSFP+ ports and 8 x 40Gb Media
Dependent Adapter (MDA) module QSFP+ ports.

For NE1072T:

[no] hardware profile portmode {72x10G6|custom 4x10G ethernet
<chassis number/port number>|default}

where:

Parameter

Function

72x10G

Configures all switch ports as 10Gb ports. The switch
can be configured with 48 x 10Gb Base-T ports and 24 x
10Gb SFP+ ports.

custom 4x106G
ethernet

Configures the specified QSFP+ ports from 40Gb mode
to 4 x 10Gb SFP+ port mode.

chassis number/port
number

The ethernet interface chassis and port numbers. The
chassis number is 1 and the port number is an integer
from 1 to 54.

default

Configures 48 x 10Gb Base-T ports and 6 x 40Gb
QSFP+ ports.
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For NE10032:

[no] hardware profile portmode {128x10G|128x25G|32x406G |
64x506G|custom {1x40G|2x506|4x106G|4x25G6} ethernet <chassis
number/ port number>| default}

where:

Parameter Function

128x106G Configures all switch ports as 10Gb SFP+ ports. The
switch can be configured with 128 x 10Gb SEP+ ports.

128x256G Configures the switch ports as 25Gb SFP+ ports. The
switch can be configured with 128 x 25Gb SFP+ ports.

32x406 Configures the switch ports as 40Gb QSFP28 ports.
The switch can be configured with 32 x 40Gb QSFP28
ports.

64x506 Configures the switch ports as 50Gb QSFP28 ports.

The switch can be configured with 64 x 50Gb QSFP28
ports.

custom configuration

Configures a custom hardware profile for the switch
ports where configuration is one of the following;:

e 1x406
2x506G
4x10G
4x25G

1x406

Configures the specified QSFP28 ports to 40Gb
QSFP28 port mode.

2x506

Configures the specified QSFP28 ports to 2 x 50Gb
QSFP28 port mode.

4x106G

Configures the specified QSFP28 ports to 4 x 10Gb
SFP28 port mode.

4x256

Configures the specified QSFP28 ports to 4 x 25Gb
SFP28 port mode.

ethernet chassis
number/ port number

The ethernet interface chassis and port numbers. The
chassis number is 1 and the port number is an integer
from 1 to 32.

default

Configures 32 x 100Gb QSFP28 ports.
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For NE2572:

[no] hardware profile portmode {48x10G6+12x50G|48x106+6x1006G |
48x106+6x406 | 48x256+12x50G | 72x106G | 72x25G | custom
{1x406|2x50G|4x10G|4x25G} ethernet <chassis number/port

number>|default}

where:

Parameter

Function

48x106+12x50G

Configures 48 switch ports as 10Gb SFP+ ports and 12
ports as 50Gb QSFP28 ports.

48x10G+6x100G

Configures 48 switch ports as 10Gb SFP+ ports and 6
ports as 100Gb QSFP28 ports.

48x106+6x406G

Configures the switch ports as 40 Gb SFP+ ports. The
switch can be configured with 6 x 40 Gb QSFP28 ports.

48x25G+12x50G

Configures the switch ports as 50 Gb SFP+ ports. The
switch can be configured with 12 x 50 Gb QSFP28
ports.

72x10G

Configures all switch ports as 10 Gb SFP+ ports. The
switch can be configured with 72 x 10 Gb SFP+ ports.

72x25G6

Configures the switch ports as 25 Gb SFP+ ports. The
switch can be configured with 72 x 25 Gb SFP+ ports.

custom configuration

Configures a custom hardware profile for the switch
ports where configuration is one of the following;:

1x40G
2x50G
4x106
4x256G

1x406G

Configures the specified QSFP28 ports to 40Gb
QSFP28 port mode.

2x506

Configures the specified QSFP28 ports to 2 x 50Gb
QSFP28 port mode.

4x106

Configures the specified QSFP28 ports to 4 x 10Gb
SFP28 port mode.

4x25G

Configures the specified QSFP28 ports to 4 x 25Gb
SFP28 port mode.
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Parameter Function

ethernet chassis The ethernet interface chassis and port numbers. The
number/port number chassis number is 1 and the port number is an integer
from 1 to 32.

Note: For the first 48 ethernet ports (SFP28), you must
specify a four-port ethernet port range. For example:

Switch(config)# hardware profile portmode
custom 4x10G6 ethernet 1/41-44

default Configures 48 x 25Gb SFP28 ports and 6 x 100Gb
QSFP28 ports.
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Modes

Global Configuration Mode

History
Release Modification
10.1 The command was introduced.
10.4 Commands for the NE1072T, NE10032, and NE2572
were added.
10.6 Updated the Restrictions section.
Example
The following command configures all ports for the G8272 as 10 Gb ports:
Switch(config)# hardware profile portmode 72x106
Restrictions

e For NE10032 and NE2572, the next port speed combinations are supported:
o 10G/40G/100G
o 10G/25G/50G/100G

The following speed modes cannot co-exist on the same ASIC: 25G/50G and 40G
ports.

e This command is unavailable on the NE1032 and the NE1032T.
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hostname

Configures or resets the switch network name.

Syntax

[no] hostname <network name>

where:

Parameter Function

network name The network name of the switch.
Modes

Global Configuration Mode
History

Release Modification

10.1 The command was introduced.
Examples

The following command configures the switch network name to ‘sw-lab-33":

Switch(config)# hostname sw-lab-33
sw-lab-33(config)#

The following command resets the switch network name to the default value:

sw-lab-33(config)# no hostname
Switch(config)#
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install license

Install a Feature on Demand (FoD) license.

Syntax

license install {ftp|scp|sftp|tftp|usb1l} <source>

where:

Parameter

Function

ftp

Installs the FoD license using the File Transfer Protocol
(FTP).

scp

Installs the FoD license using the Secure Copy Protocol
(SCP).

sftp

Installs the FoD license using the Secure File Transfer
Protocol (SFTP).

tftp

Installs the FoD license using the Trivial File Transfer
Protocol (TFTP).

usb1

Installs the FoD license using a removable USB drive.

source

The address where the FoD license file can be found.

Modes

Global Configuration Mode

History

Release

Modification

10.1

The command was introduced.

Example

The following command installs a FoD license from a USB device:

Switch(config)# license install usbl /FoD/FoD-330T
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interface

Enter the Interface Configuration Mode.

Syntax

interface {<interface name>|ethernet <chassis number/port number>|
loopback <loopback interface>|mgmt 0|port-aggregation <LAG>|

vlan <VLAN ID>}

where:

Parameter

Function

interface name

Enters Interface Configuration mode for the named
ethernet interface.

ethernet chassis
number/ port number

Enters Ethernet Interface Configuration mode for the
specified ethernet port. The chassis number is 1 and the
port number depends on the switch type.

loopback loopback
interface

Enters Loopback Interface Configuration mode for the
specified loopback interface (an integer from 0 to 7).

mgmt 0

Enters Management Interface Configuration mode for
the specified management interface (0).

port-aggregation
LAG

Enters LAG Configuration mode for the specified LAG
(an integer from 1-4096).

vlan VLAN ID

Enters VLAN Interface Configuration mode for the
specified VLAN (an integer from 1-4093).

Mode

Global Configuration Mode

History

Release

Modification

10.1

The command was introduced.
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Example

The following command enters interface command mode for LAG 4001:

Switch(config)# interface port-aggregation 4001
Switch(config-if)#

Restrictions

If you use interface <interface name>, the command will not work unless an
interface with that name exists.
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ip arp inspection filter

Adds or removes an Address Resolution Protocol (ARP) inspection filter.

[no] ip arp inspection filter <ACL name> vlan <VLAN number>

Function

The name of the ARP Access Control List (ACL).

Applies the specified ACL to the list of VLANS.

The VLAN number. Range is from 1 to 4094.

Global Configuration Mode

Modification

The command was introduced.

Syntax
where:
Parameter
ACL name
vlan
VLAN number
Modes
History
Release
10.1
Example

The following command enables an ARP inspection filter by applying the ARP

ACL “arp-acl-5" to VLANs 100, 101 and 102:

Switch(config)# ip arp inspection filter arp-acl-5 vlan 100-102
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ip arp timeout

Dynamic ARP entries expire after a set amount of time and then they are removed
from the table. The default value is 1500 seconds (25 minutes).

This commands configures a global timeout value for dynamic ARP entries.

Syntax
[no] ip arp timeout {<timeout value>|lrefresh}
where:
Parameter Function
timeout value The time in seconds until an ARP entry expires. The
timeout value is from 60 to 28800.
refresh Enables refreshing the ARP table right after it expires.
The timeout is not reset to its default value.
Using no before the command resets the setting to its default value.
Modes
e Global Configuration Mode
o Interface Configuration Mode
History
Release Modification
10.1 The command was introduced.
10.6 Added the refresh option.
Example
The following command configures ARP timeout to 1800 seconds (30 minutes):
Switch(config)# ip arp timeout 1800
Restrictions

The following command is available only in Global Configuration Mode:

e ip arp timeout refresh
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ip as-path access-list

Creates or deletes a Border Gateway Protocol (BGP) autonomous system (AS)
access list.

Syntax
[no] ip as-path access-list <ACL name> {deny|permit} <regular
expression>
where:
Parameter Function
ACL name The name of the BGP Access Control List (ACL).
deny Enables the rejection of packets.
permit Enables the forwarding of packets.
regular expression A regular-expression to match the BGP AS paths.
Modes
Global Configuration Mode
History
Release Modification
10.1 The command was introduced.
Example

The following command forwards packets from networks belonging to AS 340:

Switch(config)# ip as-path access-list as-acl-3 permit /A340%
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ip community-list expanded

Adds or removes an expanded entry to or from the specified Border Gateway
Protocol (BGP) community list.

Syntax
[no] ip community-list expanded <community list name> {deny|
permit} <regular expression>
where:
Parameter Function
community list name The name of the community list.
deny Rejects routes that match the specified community list.
permit Accepts routes that match the specified community
list.
regular expression A regular expression specifying a pattern to match
against an input string.
Modes
Global Configuration Mode
History
Release Modification
10.1 The command was introduced.
Example

The following command adds an expanded community list entry that denies
routes from network 28 to autonomous system (AS) 3000:

Switch(config)# ip community-list expanded exp-1list-28 deny 3000:28
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ip community-list standard

Syntax

Modes
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Adds or removes a standard entry to or from the specified Border Gateway
Protocol (BGP) community list.

[no] ip community-list standard <community list name> {deny|
permit} {[<community number>] [internet] [local-AS]
[no-advertise] [no-export]}

where:

Parameter

Function

community list name

The name of the community list.

deny

Rejects routes that match the specified community list.

permit

Accepts routes that match the specified community
list.

community number

Rejects or accepts routes based on their community
number. The format for the community number is
AA:NN (autonomous system number:community
number).

internet Rejects or accepts only routes that are part of the
well-known internet community.
local-As Rejects or accepts only routes not advertised outside

the local autonomous system (AS).

no-advertise

Rejects or accepts only routes not advertised to any
peers (internal or external).

no-export

Rejects or accepts only routes only advertised to peers
in the same AS.

Global Configuration Mode
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History

Release Modification

10.1 The command was introduced.

Example

The following command adds a standard community list entry that accepts routes
only not advertised outside the local AS:

Switch(config)# ip community-list standard clist-local permit local-AS
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ip dhcp relay

Globally enables or disables IPv4 Dynamic Host Configuration Protocol (DHCPv4)

service.
Syntax
[no] ip dhcp relay [information option]
where:
Parameter Function
information option |Enables or disables DHCPv4 option 82, which inserts
DHCP relay agent information in BOOTREQUEST
messages forwarded to a DHCP server. By default, this
option is disabled.
Modes
Global Configuration Mode
History
Release Modification
10.1 The command was introduced.
Example

The following command globally enables DHCPv4:

Switch(config)# ip dhcp relay
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ip dhcp snooping

Globally enables or disables Dynamic Host Configuration Protocol (DHCP)

Snooping on the switch.

By default, DHCP Snooping is globally disabled on the switch.

[no] ip dhcp snooping

Global Configuration mode

Modification

The command was introduced.

Syntax
Modes
History
Release
10.4
Example

The following command enables DHCP Snooping on the switch:

Switch(config)# ip dhcp snooping
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ip dhcp snooping binding

Adds an entry to the Dynamic Host Configuration Protocol (DHCP) Snooping

Syntax

Modes
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binding table.

ip dhcp snooping binding <MAC address> vlan <VLAN ID> <IPv4 address>
interface ethernet <chassis number/port number> expiry <lease time>

where:
Parameter Description
MAC address Configures the MAC address of the DHCP Snooping

binding entry. The MAC address can be written in one
of the following formats:

o X.X.X

o XX-XX-XX-XX-XX-XX
o XX:XX:XX:XX:XX:XX
o XXXX.XXXX.XXXX

vlan VLAN ID

Configures the VLAN of the DHCP Snooping binding
entry. The VLAN ID is from 1 to 4093.

IPv4 address

Configures the IP address of the DHCP Snooping
binding entry.

interface ethernet
chassis number/port
number

Configures the ethernet port of the DHCP Snooping
binding entry. The chassis number is 1 and the port
number depends on the switch type.

expiry lease time

Configures the lease time of the DHCP Snooping
entry. The lease time is an integer from 1 to 4294967295
seconds.

Global Configuration mode
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History

Release

Modification

10.4

The command was introduced.

Example

The following command adds an entry to the DHCP Snooping binding table:

Switch(config)# ip dhcp snooping binding 00:0a:95:9d:68:16 vlan 138
10.57.144.208 interface ethernet 1/12 expiry 604800

320 command Reference for CNOS 10.6




no ip dhcp snooping binding

Deletes an entry from the Dynamic Host Configuration Protocol (DHCP) Snooping

binding table.
Syntax
no ip dhcp snooping binding {<MAC address>|all [interface
ethernet <chassis number/port number>|vlan <VLAN ID>]}
where:
Parameter Description
MAC address Deletes an entry from the DHCP Snooping binding
table based on its MAC address. The MAC address can
be written in one of the following formats:
o XXX
o XX-XX-XX-XX-XX-XX
o XX:XX:XX:XX:XX:XX
o XXXX.XXXX.XXXX
all Deletes all entries from the DHCP Snooping binding
table.
interface ethernet |Deletes all entries from the DHCP Snooping table that
chassis number/port are associated with the specified ethernet port. The
number chassis and port numbers depend on the switch type.
vlan VLAN ID Deletes all entries from the DHCP Snooping table that
are associated with the specified VLAN. The VLAN ID
is an integer from 1 to 4093.
Modes
Global Configuration mode
History
Release Modification
10.4 The command was introduced.
Example

The following command deletes an entry from the DHCP Snooping binding table
based on its MAC address:

Switch(config)# no ip dhcp snooping binding 00:0a:95:9d:68:16
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ip dhcp snooping information option

Enables or disables Dynamic Host Configuration Protocol (DHCP) Snooping
option 82. This provides additional security when DHCP is used to allocate
network addresses by enabling the switch to act as a DHCP relay agent to prevent
DHCP client requests from untrusted sources. This command configures the
switch to add option 82 information to DHCP requests from clients before
forwarding the requests to the DHCP server.

By default, DHCP Snooping option 82 is disabled.

[no] ip dhcp snooping information option

Global Configuration mode

Modification

The command was introduced.

Syntax
Modes
History
Release
10.4
Example

The following command enables DHCP Snooping option 82:

Switch(config)# ip dhcp snooping information option
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ip dhcp snhooping vian

Enables or disables Dynamic Host Configuration Protocol (DHCP) Snooping on

the specified VLAN.

By default, DHCP Snooping is disabled on all VLANS.
Note: DHCP Snooping is enabled on a VLAN only if it is also enabled globally on

[no] ip dhcp snooping vlan <VLAN ID>

Description

Configures DHCP Snooping on the specified VLAN.
The VLAN ID is an integer from 1 to 4093.

Global Configuration mode

Modification

The command was introduced.

the switch.
Syntax
where:
Parameter
VLAN ID
Modes
History
Release
10.4
Example

The following command enables DHCP Snooping on VLAN 138:

Switch(config)# ip dhcp snooping vlan 138
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ip domain-lookup

Enables or disables Domain Name Service (DNS).

Syntax

Modes

History

Example
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[no] ip domain-lookup

Global Configuration mode

Release

Modification

10.4

The command was introduced.

The following command enables DNS on the switch:

Switch(config)# ip domain-lookup




ip domain-list

Adds a domain to the list used by the Domain Name Service (DNS) client.

ip domain-list <domain name> vrf {default|management}

Description

The DNS domain name. The domain name can be up to
64 characters in length.

Adds a DNS domain name using the default Virtual
Routing and Forwarding (VRF) instance.

Adds a DNS domain name using the management
VREF instance.

To delete a DNS domain nam from the list, use the following command:

no ip domain-list <domain name> vrf {default|management}

Modification

The command was introduced.

The following command adds a DNS domain name:

Switch(config)# ip domain-list example.com vrf default

Syntax
where:
Parameter
domain name
vrf default
vrf management
Modes
Global Configuration mode
History
Release
10.4
Example
Restrictions

Only up to six DNS domains can be configured on the switch.
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ip domain-name

Syntax

Modes

History

Example

Configures the Domain Name Service (DNS) default domain name.

[no] ip domain-name <domain name> vrf {default|management}

where:

Parameter

Description

domain name

The DNS default domain name. The domain name can
be up to 64 characters in length.

vrf default

Configures the DNS default domain name using the
default Virtual Routing and Forwarding (VRF)
instance.

vrf management

Configures the DNS default domain name using the
management VRF instance.

Global Configuration mode

Release

Modification

10.4

The command was introduced.

The following command configures the DNS default domain name:

Switch(config)# ip domain-name example.com vrf management
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ip ecmp weight
Configures weighted ECMP routes.

Syntax
ip ecmp weight [interface {<IF name>|ethernet <slot/chassis>|
port-aggregation <PA number>} | <IP address>] <weight>
[no] ip ecmp weight enable
where:
Parameter Description
enable Enables the ECMP weighted routes feature.
weight The ECMP weight value; an integer from 1?]4.
IF name Interface name; a string.
slot/chassis The ethernet slot and chassis numbers.
PA number The port aggregation number; an integer from 1-4096.
IP address The IPv4 or IPv6 address for the next hop.
Modes
e Privileged EXEC Mode
e Global Configuration Mode
History
Release Modification
10.6 The command was introduced.
Example
The following command enables weighted ECMP routes:
Switch(config)# ip ecmp weight enable
Restrictions

The following command is available only in Global Configuration Mode:

e [no] ip ecmp weight enable
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ip extcommunity-list expanded

Adds or removes an expanded entry to or from the specified extended Border
Gateway Protocol (BGP) community list.

Syntax
[no] ip extcommunity-list expanded <extended community list name>
{deny|permit} <regular expression>
where:
Parameter Function
extended community list | The name of the extended community list.
name
deny Rejects routes that match the specified extended
community list.
permit Accepts routes that match the specified extended
community list.
regular expression A regular expression specifying a pattern to match
against an input string.
Modes
Global Configuration Mode
History
Release Modification
10.1 The command was introduced.
Example

The following command adds an expanded entry to an extended community list
that denies routes from network 28 to autonomous system (AS) 3000:

Switch(config)# ip extcommunity-list expanded extlist-28 deny 3000:28
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ip extcommunity-list standard

Adds or removes a standard entry to or from the specified extended Border
Gateway Protocol (BGP) community list.

Syntax
[no] ip extcommunity-list standard <extended community list name>
{deny|permit} {{rt|soo}[<community number>]}
where:
Parameter Function
community list name The name of the community list.
deny Rejects routes that match the specified community list.
permit Accepts routes that match the specified community
list.
community number Rejects or accepts routes based on their community
number. The format for the community number is
AA:NN (autonomous system number:community
number).
rt Rejects or accepts only routes based on their route
target.
soo Rejects or accepts only routes based on their source of
origin.
Modes
Global Configuration Mode
History
Release Modification
10.1 The command was introduced.
Example

The following command adds a standard entry to an extended community list that
accepts only routes with the community number 32500:34:

Switch(config)# ip extcommunity-list standard ext-32500 permit rt
32500:34
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ip forwarding

Enables or disables the forwarding of IPv4 packets.

[no] ip forwarding

Global Configuration Mode

Modification

The command was introduced.

Syntax
Modes
History
Release
10.1
Example

The following command enables the forwarding of IPv4 packets:

Switch(config)# ip forwarding
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ip host

Syntax

Modes

History

Example

Restrictions
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Assigns a hostname to an IP address.

[no] ip host <hostname> <IP address> [<IP address>] vrf {default|

| management}

where:

Parameter Description

hostname The hostname to associate with the IP address. The
hostname can be up to 64 characters in length.

IP address The IP address associated with the specified

hostname.

vrf default

Associates the hostname and the IP address using the
default Virtual Routing and Forwarding (VRF)
instance.

vrf management

Associates the hostname and the IP address using the
management VRF instance.

Global Configuration mode

Release

Modification

10.4

The command was introduced.

The following command assigns a hostname to an IP address:

Switch(config)# ip host HostExample 10.158.55.69 vrf default

Only up to 100 hostname to IP address mapping can be configured on the switch.
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ip igmp snooping

Globally enables or disables Internet Group Management Protocol (IGMP)

snooping.

By default, IGMP Snooping is enabled.

Syntax
[no] ip igmp snooping [report-forwarding-rate <rate value>|
report-suppression|static-group max-limit <max value>|tcn]
where:
Parameter Function
report-forwarding- |Configures the rate the switch uses to send IGMP
rate rate value reports to the multicast router. The rate value is from

3000 to 20000. The default value is 6000 packets per

second.
report-suppression |When enabled, the snooping switch only sends the

first report for a group to the multicast routers.

Subsequent reports for the same group are not

forwarded to the multicast router.

When disabled, all reports are forwarded to multicast

routers. This report suppression is applied only for

IGMP v1 and v2 reports.

By default, report suppression is enabled.
static-group Configures the maximum number of static IGMP
max-1limit max value |groups allowed on the switch. The max value is from 0

to 128. The default value is 0.
tcn Enables or disable the GQ packet transmission when a

Topology Change Notification (TCN) is received.

Modes

Global Configuration Mode
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History

Release Modification

10.1 The command was introduced.

10.2 Added report-forwarding-rate and
static-group max-limit options.

Example
The following command globally enables IGMP Snooping:

Switch(config)# ip igmp snooping
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ip load-sharing

Configures the unicast Forwarding Information Base (FIB) load-sharing algorithm
for data traffic.

Using the no form of this commands reset the load-sharing algorithm to its default
configuration.

The default setting is to use both source and destination IP addresses and ports.

Syntax
[no] ip load-sharing {destination-ip|destination-port|
source-dest-ip|source-dest-port|source-ip|source-port}
[universal-id <random seed>]
where:
Parameter Function
destination-ip Uses destination IP address for load-sharing.
destination-port Uses destination port address for load-sharing.
source-dest-ip Uses both destination and source IP addresses for
load-sharing.
source-dest-port Uses both destination and source ports for
load-sharing.
source-ip Uses source IP address for load-sharing.
source-port Uses source port for load-sharing.
universal-id Uses the specified value to randomize hash functions
random seed for load-sharing. The random seed is from 1 to
4294967295. The default value is 1431655765.
Modes
Global Configuration Mode
History
Release Modification
10.1 The command was introduced.
Example

The following command configures the load-sharing algorithm to use only the
destination port and IP address and a random seed of 13445000:

Switch(config)# ip load-sharing destination-ip destination-port
universal-id 13445000
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ip name-server

Configures a remote DNS server on the switch.

Syntax
[no] ip name-server <[P address> [<IP address> [<IP address>]] vrf
{default |managemet}
where:
Parameter Description
IP address The IP address of the remote DNS server.
vrf default Configures the DNS server through the default
Virtual Routing and Forwarding (VRF) instance.
vrf management Configures the DNS server through the management
VRF instance.
Modes
Global Configuration mode
History
Release Modification
10.4 The command was introduced.
Example
The following command configures two remote DNS servers:
Switch(config)# ip name-server 10.247.8.96 10.247.96.32 vrf default
Restrictions

Only up to three DNS remote servers can be configured on the switch.
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ip prefix-list

Adds or removes an IPv4 prefix list used to filter routes.

Syntax

[no] ip prefix-list <prefix list name> {description <description>|
[seq <sequence number>] {deny|permit} {<prefix> [eq <prefix length>|ge
<prefix length> [le <prefix length>]|1e <prefix length> [ge <prefix length>]] |

any}}

where:

Parameter

Function

prefix list name

The name of the prefix list.

description
description

Provides a short description of the prefix list. The
description can be up to 80 characters in length.

seq sequence number

Specifies the sequence number of the prefix list entry.
The sequence number is from 1 to 4294967295.

deny

Rejects the matching routes.

permit

Forwards the matching routes.

prefix

Filters routes that match the specified prefix. The prefix
is written as:

o [Pv4 network address/ network mask length

eq

Filters routes that match an exact prefix length.

ge

Filters routes that have a prefix length greater than the
specified value.

le

Filters routes that have a prefix length smaller than the
specified value.

prefix length

The prefix length is from 1 to 32.

any

Filters routes based on any prefix match.

336 Command Reference for CNOS 10.6




Modes

Global Configuration Mode

History

Release Modification

10.1 The command was introduced.

Example

The following command adds an IPv4 prefix list called “pref-list-35" that forwards
BGP routes that match IPv4 address 35.0.0.0 with network mask length 8:

Switch(config)# ip prefix-list pref-list-35 permit 35.0.0.0/8
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ip prefix-list sequence-number

Enables or disables the creation of sequence numbers for IPv4 prefix list entries.

Syntax

[no] ip prefix-list sequence-number
Modes

Global Configuration Mode
History

Release Modification

10.1 The command was introduced.
Example

The following command enables the creation of sequence numbers for IPv4 prefix
list entries:

Switch(config)# ip prefix-list sequence-number

338 Command Reference for CNOS 10.6



ip route

Syntax
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Adds or removes static IPv4 routes.

[no] ip route <destination prefix> [<interface name>|ethernet <chassis
number/port number>|mgmt <management interface>|null <null interface>|vlan
<VLAN number>] <gateway address> [<distance>] [description <description>]

[tag <tag number>]

where:

Parameter

Function

destination prefix

The destination prefix of the static route. The
destination prefix can written as:

o [Pv4 prefix/network mask
o [Pv4 address/network mask length

interface name

Creates a static route on the named interface.

ethernet chassis
number/ port number

Creates a static route on the specified ethernet
interface. The chassis number is 1 and the port number
depends on the switch type.

mgmt management
interface

Creates a static route on the specified management
interface. The management interface is 0.

null null interface

Creates a static route on the specified null interface.
The null interface is 0.

vlan VLAN number

Creates a static route on the specified Virtual LAN
(VLAN) interface. The VLAN number is from 1 to 4094.

gateway address

The IPv4 address of the next hop that can be used to
reach the specified destination prefix.

distance The administrative distance of the route. The distance is
from 1 to 255. The default value is 1.

description Adds a short description of the static route.

description

tag tag number

The tag value of the route that can be used to control
redistribution via route maps. The tag number is from 0
to 4294967295.
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Modes

Global Configuration Mode

History

Release Modification

10.1 The command was introduced.

Example

The following command adds a static IPv4 route for prefix 10.0.0.0/8 with its
next hop address 12.290.76.240:

Switch(config)# ip route 10.0.0.0/8 12.190.76.240
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ip route static bfd

Enables or disables Bidirectional Forwarding Detection (BFD) for static IPv4
routes.

This option is disabled by default.

Syntax
[no] ip route static bfd {<interface name>|ethernet <chassis number/
port number>|mgmt <management interface>|vlan <VLAN number>} {<gateway
address>/<IP destination prefix>}
where:
Parameter Function
interface name Enables BFD on the named interface.
ethernet chassis Enables BFD on the specified ethernet interface. The
number/ port number chassis number is 1 and the port number depends on the
switch type.
mgmt management Enables BFD on the specified management interface.
interface The management interface is 0.
vlan VLAN number Enables BFD on the specified Virtual LAN (VLAN)
interface. The VLAN number is from 1 to 4094.
gateway address Enables BFD for routes with the specified gateway
address.
IP destination prefix Enables BED for routes with the specified destination
ip prefix.
Modes
Global Configuration Mode
History
Release Modification
10.1 The command was introduced.
Example

The following command enables BFD on ethernet interface 1/7 for routes with
gateway address 10.56.178.34:

Switch(config)# ip route static bfd ethernet 1/7 10.56.178.34
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ip slp enable

Enables or disables Service Location Protocol (SLP).

This option is enabled by default.

[no] ip slp enable

Global Configuration Mode

Modification

The command was introduced.

Syntax
Modes
History
Release
10.2
Example

The following command enables SLP:

Switch(config)# ip slp enable
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ipv6 dhcp relay
Globally enables or disables IPv6 Dynamic Host Configuration Protocol (DHCPv6)

Syntax

Modes

History

Example
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service.

[no] ipvé dhcp relay

Global Configuration Mode

Release

Modification

10.1

The command was introduced.

The following command globally enables DHCPv6:

Switch(config)# ipv6é dhcp relay
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ipv6 forwarding

Enables or disables the forwarding of IPv6 packets.

[no] ipvé forwarding

Global Configuration Mode

Modification

The command was introduced.

Syntax
Modes
History
Release
10.1
Example

The following command enables the forwarding of IPv6 packets:

Switch(config)# ipv6é forwarding
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ipv6 prefix-list

Syntax

Modes
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Adds or removes an IPv6 prefix list used to filter routes.

[no] ipvé prefix-list <prefix list name> {description <description>|
[seq <sequence number>] {deny|permit} {<prefix> [ge <prefix length> [le
<prefix length>] | 1le <prefix length> [ge <prefix length>]]|any}}

where:

Parameter

Function

prefix list name

The name of the prefix list.

description
description

Provides a short description of the prefix list. The
description can be up to 80 characters in length.

seq sequence number

Specifies the sequence number of the prefix list entry.
The sequence number is from 1 to 4294967295.

deny Rejects the matching routes.

permit Forwards the matching routes.

prefix Filters routes that match the specified prefix. The prefix
is written as:
o [Pv6 network address/ network mask length

ge Filters routes that have a prefix length greater than the
specified value.

le Filters routes that have a prefix length smaller than the
specified value.

prefix length The prefix length is from 0 to 128.

any Filters routes based on any prefix match.

Global Configuration Mode
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History

Release Modification

10.1 The command was introduced.

Example

The following command adds an IPv6 prefix list called “pref-list-3ffe’ that forwards
BGP routes that match IPv6 address 3ffe: : with network mask length 16:

Switch(config)# ipv6 prefix-list pref-list-3ffe permit 3ffe::/16
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ipv6 prefix-list sequence-number

Enables or disables the creation of sequence numbers for IPv6 prefix list entries.

Syntax

[no] ipv6é prefix-list sequence-number
Modes

Global Configuration Mode
History

Release Modification

10.1 The command was introduced.
Example

The following command enables the creation of sequence numbers for IPv6 prefix
list entries:

Switch(config)# ipv6 prefix-list sequence-number
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ipv6 route

Adds or removes static IPv6 routes.

Syntax
[no] ipvé route <destination prefix> <gateway address> [<interface name>|
ethernet <chassis number/port number>|mgmt <management interface>|vlan
<VLAN number>] [<distance>]
where:
Parameter Function
destination prefix The destination prefix of the static route. The
destination prefix can written as:
o [Pv6 address/ network mask length
gateway address The IPv6 address of the next hop that can be used to
reach the specified destination prefix.
interface name Creates a static route on the named interface.
ethernet chassis Creates a static route on the specified ethernet
number/ port number interface. The chassis number is 1 and the port number
depends on the switch type.
mgmt management Creates a static route on the specified management
interface interface. The management interface is 0.
vlan VLAN number Creates a static route on the specified Virtual LAN
(VLAN) interface. The VLAN number is from 1 to 4094.
distance The administrative distance of the route. The distance is
from 1 to 255. The default value is 1.
Modes
Global Configuration Mode
History
Release Modification
10.1 The command was introduced.
Example

The following command adds a static IPv6 route for prefix 3ffe:506: : /32 with
its next hop address 389c :be45:78: :c45:8156:

Switch(config)# ipv6é route 3ffe:506::/32 389c:be45:78::c45:8156
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ipv6 route static bfd

Syntax

Modes
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Enables or disables Bidirectional Forwarding Detection (BFD) for static IPv6

routes.

This option is disabled by default.

[no] ipvé route static bfd {<interface name>|ethernet <chassis number/
port number>| loopback <loopback interface>|mgmt <management interface>|
port-aggregation <LAG number>|vlan <VLAN number>} [<gateway
address>|<IP destination prefix>]

where:

Parameter

Function

interface name

Enables BFD on the named interface.

ethernet chassis
number/ port number

Enables BFD on the specified ethernet interface. The
chassis number is 1 and the port number depends on the
switch type.

loopback loopback
interface

Enables BFD on the specified loopback interface. The
loopback interface is from 0 to 7.

mgmt management
interface

Enables BED on the specified management interface.
The management interface is 0.

port-aggregation
LAG number

Enables BFD on the specified Link Aggregation Group
(LAG). The LAG number is from 1 to 4096.

vlan VLAN number

Enables BFD on the specified Virtual LAN (VLAN)
interface. The VLAN number is from 1 to 4094.

gateway address

Enables BFD for routes with the specified gateway
address.

IP destination prefix

Enables BFD for routes with the specified destination
ip prefix.

Global Configuration Mode
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History

Release Modification

10.1 The command was introduced.

Example

The following command enables BFD on ethernet interface 1/10 for routes with
gateway address 832a:5821:b34a::187:14:

Switch(config)# ipv6 route static bfd ethernet 1/10
832a:5821:b34a::187:14
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lacp system-priority

Configures the Link Aggregation Control Protocol (LACP) system priority of the
switch.

By default, the LACP system priority has a value of 32768.

Syntax
[no] lacp system-priority <LACP system priority>
where:
Parameter Function
LACP system priority The LACP system priority range is from 1 to 65535.
The following command resets the LACP system priority to its default value:
no lacp system -priority
Modes
Global Configuration Mode
History
Release Modification
10.1 The command was introduced.
Example

The following command configures a LACP system priority of 35000:

Switch(config)# lacp system-priority 35000
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line

Enter Line Configuration Mode.

Syntax
[no] line {console <console line>|vty <VTY number>}
where:
Parameter Function
console line The console line number; default value is 0.
VTY number The virtual terminal number; an integer from 0-63.
For more information on Line Configuration Mode commands, see Chapter 6,
“Line Mode Commands.”
Modes
Global Configuration Mode
History
Release Modification
10.1 The command was introduced.
Example

The following command enters Line Configuration Mode to configure virtual
terminal 3:

Switch(config)# line vty 3
Switch(config-line)#
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lidp holdtime-multiplier

Hold time is the amount of time a receiving device holds the information before
discarding it. Hold time is configured as a multiple of the message transmission
interval, which is set by the 11dp timer command.

This command configures the Link Layer Discovery Protocol (LLDP) hold time
multiplier value.

Syntax
[no] 11dp holdtime-multiplier <multiplier value>
where:
Parameter Function
multiplier value The multiplier value; an integer from 2-10. Default
value is 4.
Using the no form of this command resets the LLDP hold time multiplier to its
default value (4).
Modes
Global Configuration Mode
History
Release Modification
10.1 The command was introduced.
Example

The following command configures an LLDP hold time multiplier of 3:

‘ Switch(config)# 1lldp holdtime-multiplier 3

Related Commands

Command Description

lldp timer Sets the message transmission interval.
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lidp reinit

Configures the time delay before Link Layer Discovery Protocol (LLDP)
re-initialization is attempted on an interface. The re-initialization delay allows the
port LLDP information to stabilize before transmitting LLDP messages.

Using the no form of this command reset the re-initialization delay to its default

value.

The default value is 2 seconds.

[no] 11dp reinit <time delay>

Function

The time delay in seconds before LLDP
re-initialization is attempted on an interface. The time
delay is from 1 to 10.

Global Configuration Mode

Modification

The command was introduced.

Syntax
where:
Parameter
time delay
Modes
History
Release
10.1
Example

The following command configures the LLDP re-initialization delay to 5 seconds:

Switch(config)# 1lldp reinit 5
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lidp timer

Configures the time interval between Link Layer Discovery Protocol (LLDP)
message transmissions.

Using the no form of this command resets the time interval between LLDP
messages to its default value.

The default value is 30 seconds.

Syntax
[no] 1ldp timer <time interval>
where:
Parameter Function
time interval The rate at which the switch sends LLDP messages.
The time interval is in seconds from 5 to 32768.
Modes
Global Configuration Mode
History
Release Modification
10.1 The command was introduced.
Example
The following command configures the switch to send LLDP messages every 20
seconds:
Switch(config)# 1lldp timer 20
Restrictions

The transmission interval must be at least four times the transmission delay
interval, which is set by the 11dp transmit-delay command.
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lidp transmit-delay

Configures the Link Layer Discovery Protocol (LLDP) transmission delay interval,
which represents the minimum time permitted between two successive LLDP
transmissions on a port.

Using the no form of this command resets the LLDP transmission delay interval to
its default value.

The default value is 2 seconds.

Syntax
[no] 11dp transmit-delay <time delay>
where:
Parameter Function
time delay The minimum time in seconds a switch waits between
two successive LLDP transmission on a port. The time
delay is from 1 to 8192.
Modes
Global Configuration Mode
History
Release Modification
10.1 The command was introduced.
Example
The following command configures the LLDP transmission delay interval to 5
seconds:
Switch(config)# 1ldp transmit-delay 5
Restrictions

The transmission delay interval must be at least four times smaller than the
transmission interval, which is set by the 11dp timer command.
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lidp trap-interval

Configures the Link Layer Discovery Protocol (LLDP) trap notification interval.

Using the no form of the command resets the LLDP trap notification to its default

value.

The default value is 5 seconds.

[no] 11dp trap-interval <time interval>

Function

The minimum number of seconds between two
successive LLDP trap notifications. The time interval is
from 5 to 3600.

Global Configuration Mode

Modification

The command was introduced.

Syntax
where:
Parameter
time interval
Modes
History
Release
10.1
Example

The following command configures the LLDP trap notification interval to 10

seconds:

Switch(config)# 1l1ldp trap-interval 10
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logging console

Enables the switch to log messages to the console session.

Syntax
[no] logging console [<severity level>]
where:
Parameter Function
severity level The severity level; an integer from 0-7 as follows:
e 0 -emergencies
e 1-alerts
® 2 - critical
® 3-errors
® 4 -warnings
e 5-notifications
® 6-informational
e 7-debugging
Only messages up to the specified severity level are
logged. The default severity level is 2 (critical).
Using the no form of this command disables logging messages on the console.
Logging is enabled by default.
Modes
Global Configuration Mode
History
Release Modification
10.1 The command was introduced.
Example

The following command enables the logging of messages to the console session
with a severity level of 3:

Switch(config)# logging console 3
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logging ip access-list
Configures the method through which ACL logs are generated.

Syntax
logging ip access-list cache {entries <number of entries>|
interval<interval value> |
threshold<threshold number>}
where:
Parameter Function
entries <number of The maximum number of log entries cached in the
entries> software; an integer from 1-1000000. The default value

is 8000.
interval<interval The log update interval, in seconds; an integer from
value> 5-3600. The default value is 300.
threshold<threshold ~ |Number of log messages generated and sent after the
number> initial match, in numbers of packets; an integer from
1-1000000. The default value is 8000.

Modes
Global Configuration Mode

History
Release Modification
10.6 The command was introduced.

Example

The following command enables the switch to log messages to the IP session:

Switch(config)# logging ip access-list cache interval 10
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logging level

Configures the logging level for each facility in the system. Each facility
corresponds to an application, process, protocol, or module.

The default severity level varies based on facility. Each facility has its own default
value independently of the other facilities. The user can determine the default
severity level for a given facility using the following command: display
logging level <facility>.

Syntax

[no] logging level {<facility>|all} <severity level>

where:

Parameter Function

facility The name of the facility that will have its severity level
changed. A facility is a keyword used to identify the
application, process, protocol, or module that logs a
message. The list of supported facilities is shown after
this table.

all Configures the severity level for all facilities.

severity level Only messages up to the specified severity level will be

logged. The severity level is from 0 to 7:

e 0 -emergencies
1 - alerts

2 - critical

3 - errors

4 - warnings

5 - notifications
6 - informational
7 - debugging

Using the no form of this command resets the severity level to the default value.

You can change the severity level of the following facilities:

e aaa - Authentication, Authorization and Accounting (AAA). The default
severity level is 5.

e acllog - Access Control List (ACL). The default severity level is 6.

e bfd - Bidirectional Forwarding Detection (BFD). The default severity level is 6.
e bgp - Border Gateway Protocol (BGP). The default severity level is 5.

e chassisd - Chassis Daemon. The default severity level is 5.

e clid - Command Line Interface (CLI) Daemon. The default severity level is 5.

e dhcp-snp - Dynamic Host Configuration Protocol (DHCP) Snooping. The
default severity level is 5.
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ecp - Edge Control Protocol (ECP). The default severity level is 6.

hostmib - Host Management Information Base (MIB). The default severity level
is 6.

hostp - Host Protocols. The default severity level is 5.

hsc - Hardware Switch Controller (HSC). The default severity level is 6.
hsl - Hardware Services Layer (HSL). The default severity level is 3.

imi - Integrated Management Interface (IMI). The default severity level is 6.

imish - Integrated Management Interface Shell (IMISH). The default severity
level is 6.

khsl - Kernel Hardware Services Layer (KHSL) module. The default severity
level is 6.

12mrib - Layer 2 Multicast Routing Information Base (MRIB). The default
severity level is 5.

lacp - Link Aggregation Control Protocol (LACP). The default severity level is 5.
11dp - Link Layer Discovery Protocol (LLDP). The default severity level is 5.
memmon - Memory Monitor. The default severity level is 6.

ndd - Neighbor Discovery Daemon (NDD). The default severity level is 6.
nlog - Logging Control Daemon (NLOG). The default severity level is 6.
npa - Network Policy Agent (NPA). The default severity level is 6.

nsm - Network Service Module (NSM). The default severity level is 5.

ntp - Network Time Protocol (NTP). The default severity level is 5.

nwv - Network Virtualization (NWV). The default severity level is 6.

onm - Open Network Management (ONM). The default severity level is 5.
ospf - Open Shortest Path First (OSPF). The default severity level is 5.

ovsdb - Open vSwitch Database Management Protocol (OVSDB). The default
severity level is 6.

pam - Linux Pluggable Authentication Modules (PAM). The default severity
level is 6.

pki - Public Key Infratructure (PKI). The default severity level is 5.
platform-mgr - Platform Manager. The default severity level is 6.

pubsub - Publisher/Subscriber Inter Process Communication Module. The
default severity level is 6.

pyrun - Python Runtime Environment. The default severity level is 6.
pysched - Python Scheduler. The default severity level is 6.

rest - REpresentational State Transfer (REST). The default severity level is 5.
rib - Routing Information Base (RIB). The default severity level is 6.
service-mgr - Service Manager. The default severity level is 5.

s1p - Service Location Protocol. The default severity level is 5.
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Modes

smi-ac-12mrib - Simple Management Interface (SMI) API Client (AC) Layer 2
Multicast Routing Information Base (MRIB). The default severity level is 5.

smi-ac-lacp - SMI AC Link Aggregation Control Protocol (LACP). The
default severity level is 5.

smi-ac-mstp - SMI AC Multiple Spanning Tree Protocol (MSTP). The default
severity level is 5.

smi-ac-ndd - SMI AC Neighbor Discovery Daemon (NDD). The default
severity level is 5.

smi-ac-nsm-SMI AC Network Service Module (NSM). The default severity
level is 5.

smi-ac-onm-SMI AC Open Network Management (ONM). The default
severity level is 5.

smi-ac-rib - SMI AC Routing Information Base (RIB). The default severity
level is 5.

smi-ac-telemetry - SMI AC Telemetry service. The default severity level is 5.

smi-ac-vrrp-SMI AC Virtual Router Redundancy Protocol (VRRP). The
default severity level is 5.

snmp - Simple Network Management Protocol (SNMP). The default severity
level is 5.

ssh - Secure Shell (SSH). The default severity level is 5.

stp - Spanning Tree Protocol (STP). The default severity level is 5.

syslog - System Log Host Protocol. The default severity level is 5.

sysmgmt - System Management Host Protocol. The default severity level is 5.
sysmgr - System Manager. The default severity level is 5.

tacacs - Terminal Access Controller Access-Control System Plus (TACACSH).
The default severity level is 5.

telemetry - Telemetry service. The default severity level is 5.

telnet - Telnet Control Host Protocol. The default severity level is 5.

um - User Management. The default severity level is 5.

vlag - Virtual Link Aggregation Group (VLAG). The default severity level is 6.
vlan - Virtual Local Area Network (VLAN). The default severity level is 5.
vrrp - Virtual Router Redundancy Protocol (VRRP). The default severity level is 6.

ztp - Zero Touch Provisioning. The default severity level is 6.

Global Configuration Mode
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History

Release Modification

10.1 The command was introduced.

Example

The following command configures a severity level of 3 for the VLAN facility:

Switch(config)# logging level vlan 3
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logging library

Syntax

Configures the logging level for each system library and application process
facility in the system. A system library facility is shared among multiple
application process facilities in the system.

The default severity level varies based on the system library facility. Each system
library facility has its own default value independently of the other libraries. The
user can determine the default severity level for a given system library facility
using the following command: display logging library <system library>.

[no] logging library [hsl-nos-ipcc|hsl-nos-ipcs|11li]log]
|mcast|sal-pdp|secureimg|sysinfo] facility {<facility>|all}
<severity level>

where:

Parameter Function

hsl-nos-ipcc Configures the HSL Inter-Process-Communication
Client library. The default security level is 3.

hsl-nos-ipcs Configures the HSL Inter-Process-Communication
Server library. The default security level is 3.

11i Configures the low level drivers interface library. The
default security level is 5.

log Configures the log logging library. The default security
level is 6.

mcast Configures the multicast logging library. The default
security level is 5.

sal-pdp Configures the SDK Abstraction Layer (SAL) logging
library. The default security level is 5.

secureimg Configures the secure image logging library. The
default security level is 6.

sysinfo Configures the system information library. The default
security level is 5.

facility Configures the severity level of a certain application
process facility.

facility The name of the application process facility that will
have its severity level changed for the selected system
library facility. The list of supported application
process facilities is shown below.
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Parameter Function

all Configures the severity level for all application process
facilities using a given system library facility.

severity level Only messages up to the specified severity level will be
logged. The severity level is from 0 to 7:

0 - emergencies
1 - alerts

2 - critical

3 - errors

4 - warnings

5 - notifications
6 - informational
7 - debugging

Using the no form of this command resets the severity level to the default value.

You can change the severity level of the following facilities:
e bfd - Bidirectional Forwarding Detection (BFD)

e bgp - Border Gateway Protocol (BGP)

e chassisd - Chassis Daemon

e clid- Command Line Interface (CLI) Daemon

e dhcp-snp - Dynamic Host Configuration Protocol (DHCP) Snooping
e ecp - Edge Control Protocol (ECP)

e hostmib - Host Management Information Base (MIB)

e hostp - Host Protocols

e hsc - Hardware Switch Controller (HSC)

e hsl - Hardware Services Layer (HSL)

e imi - Integrated Management Interface (IMI)

e imish - Integrated Management Interface Shell (IMISH)
e 12mrib - Layer 2 Multicast Routing Information Base (MRIB)
e lacp - Link Aggregation Control Protocol (LACP)

e memmon - Memory Monitor

e ndd - Neighbor Discovery Daemon (NDD)

e nlog - Logging Control Daemon

e npa - Network Policy Agent (NPA)

e nsm- Network Service Module (NSM)

e nwv - Network Virtualization (NWYV)

e onm - Open Network Management (ONM)

e ospf - Open Shortest Path First (OSPF)
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e ovsdb - Open vSwitch Database Management Protocol (OVSDB)
e pam - Linux Pluggable Authentication Modules (PAM)

e platform-mgr - Platform Manager

e pubsub - Publisher/Subscriber Inter Process Communication Module
e pyrun - Python Runtime Environment

e pysched - Python Scheduler

e rest - REpresentational State Transfer (REST)

e rib - Routing Information Base (RIB)

e service-mgr - Service Manager

e slp -Service Location Protocol

e stp - Spanning Tree Protocol (STP)

® sysmgr - System Manager

e telemetry - Telemetry service

e vlag - Virtual Link Aggregation Group (VLAG)

® vrrp - Virtual Router Redundancy Protocol (VRRP)

e ztp - Zero Touch Provisioning

Modes

Global Configuration Mode
History

Release Modification

10.1 The command was introduced.
Example

The following command configures a severity level of 3 for the system library 111
when operating as part of the application process OSPFE:

Switch(config)# logging library 11li facility ospf 3
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logging logfile

Enables or disables the logging of messages to a log file. The log file will be created
in persistent memory under the /cfg/log/customer/ directory.

Using the no form of this command will only disable the logging of messages to the
log file. However, it will not delete the log file or the logged messages.

The default severity level is 6 (informational).

Syntax

[no] logging logfile <iog file name> <severity level> [size <file size>]

where:

Parameter Function

log file name The name of the log file. The log file name can be up to
32 characters in length. The allowed characters are:

o letters
e numbers
( ]

severity level Only messages up to the specified severity level will be
logged. The severity level is from 0 to 7:

e 0 -emergencies
1 - alerts

2 - critical

3 - errors

4 - warnings

5 - notifications
6 - informational
7 - debugging

size filesize The maximum size in bytes of the log file. The file size
is from 4,096 bytes (4 KB) to 10,485,760 bytes (10 MB).

To delete the logged messages from the log file use the following command:

remove logging logfile

Modes

Global Configuration Mode
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History

Release

Modification

10.1

The command was introduced.

Example

The following command enables the logging of messages to the log file named
log_file_sev_2'. In order to be saved to the file, the logged messages must have a
severity level of 2 (critical) or greater. The size of log file is restricted to 3 MB:

Switch(config)# logging logfile log_file_sev_2 2 size 3145728

Restrictions

The default log file size is 10,485,760 bytes (10 MB).
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logging monitor

Syntax

Modes

History

Example
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Enables or disables the switch to log messages to the monitor sessions (Telnet and

Secure Shell (SSH)).

The default settings is enabled with a severity level of 5 (notifications).

[no] logging monitor [<severity level>]

where:

Parameter

Function

severity level

Only messages up to the specified severity level will be
logged. The severity level is from 0 to 7:

0 - emergencies
1 - alerts

2 - critical

3 - errors

4 - warnings

5 - notifications
6 - informational
7 - debugging

Global Configuration Mode

Release

Modification

10.1

The command was introduced.

The following command enables the logging of messages to the monitor sessions
with a severity level of 3 (errors):

Switch(config)# logging monitor 3
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logging rate-limit

Configures the rate limit of logged messages (maximum number of messages that
can be logged per time interval in seconds) for three supported contexts:

e for the entire system
o for each severity level

e for each facility

The three rate limit contexts listed previously are independent of each other. (e.g. if
we disable rate limit for the system, the rate limit parameters related to the severity
levels and facilities are still applicable).

Using the no form of this command disables rate limiting for the specified context.
To reset the rate limit parameters to their default values use the default keywords
associated to the number of messages or time interval parameters.

Rate limit has different default values for the distinct contexts:
o for the system: 512 messages every 5 seconds
o for severity levels: 1024 messages every 10 seconds

o for facilities: 512 messages every 10 seconds

Syntax

logging rate-limit num {<number of messages>|default} interval
{<time interval>| default} {facility {<facility>|all}|level <severity
level>| system}

no logging rate-limit {facility {<facility>|all}|level <severity
level>| system}

where:

Parameter Function

num Configures the maximum number of messages that
can be logged within the configured interval.

number of messages The number of messages is from 1 to 4096.

default This keyword will instruct the system to set parameter
being configured to its default value.

interval Configures the time interval.

time interval The time interval is in seconds from 1 to 600.

facility facility Configures the rate limit of logged messages for the
specified facility. A facility is a keyword used to
identify the application, process, protocol, or module
that logs a message. The list of supported facilities is
shown after this table.
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Parameter Function

level severity level Only messages up to the specified severity level will be
logged. The severity level is from 0 to 7:

e 0 -emergencies
1 - alerts

2 - critical

3 - errors

4 - warnings

5 - notifications
6 - informational
7 - debugging

system Configures the rate limit of logged messages for the
system.

You can change the rate limit of the following facilities:

e aaa - Authentication, Authorization and Accounting (AAA)
e all - All facilities

e bfd - Bidirectional Forwarding Detection (BFD)

e bgp - Border Gateway Protocol (BGP)

e chassisd - Chassis Daemon

e clid - Command Line Interface (CLI) Daemon

e dhcp-snp - Dynamic Host Configuration Protocol (DHCP) Snooping
e ecp - Edge Control Protocol (ECP)

e hostmib - Host Management Information Base (MIB)

e hostp - Host Protocols

e hsc - Hardware Switch Controller (HSC)

e hsl - Hardware Services Layer (HSL)

e imi - Integrated Management Interface (IMI)

e imish - Integrated Management Interface Shell (IMISH)

e khsl - Kernel Hardware Services Layer (KHSL) module

e 12mrib - Layer 2 Multicast Routing Information Base (MRIB)
e lacp - Link Aggregation Control Protocol (LACP)

e 11dp - Link Layer Discovery Protocol (LLDP)

e memmon - Memory Monitor

e ndd - Neighbor Discovery Daemon (NDD)

e nlog - Logging Control Daemon (NLOG)

e npa - Network Policy Agent (NPA)

e nsm - Network Service Module (NSM)
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e ntp - Network Time Protocol (NTP)

e nwv - Network Virtualization (NWV)

e onm - Open Network Management (ONM)

e ospf - Open Shortest Path First (OSPF)

e ovsdb - Open vSwitch Database Management Protocol (OVSDB)
e pam - Linux Pluggable Authentication Modules (PAM).

e pki - Public Key Infratructure (PKI).

e platform-mgr - Platform Manager

e pubsub - Publisher/Subscriber Inter Process Communication Module
e pyrun - Python Runtime Environment

e pysched - Python Scheduler

e rest - REpresentational State Transfer (REST)

e rib - Routing Information Base (RIB)

e service-mgr - Service Manager

e slp -Service Location Protocol

e smi-ac-12mrib - Simple Management Interface (SMI) API Client (AC) Layer 2
Multicast Routing Information Base (MRIB)

e smi-ac-lacp - SMI AC Link Aggregation Control Protocol (LACP)
e smi-ac-mstp - SMI AC Multiple Spanning Tree Protocol (MSTP)

e smi-ac-ndd - SMI AC Neighbor Discovery Daemon (NDD)

e smi-ac-nsm-SMI AC Network Service Module (NSM)

e smi-ac-onm-SMI AC Open Network Management (ONM)

e smi-ac-rib - SMI AC Routing Information Base (RIB)

e smi-ac-vrrp-SMI AC Virtual Router Redundancy Protocol (VRRP)
e snmp - Simple Network Management Protocol (SNMP)

e ssh - Secure Shell (SSH)

e stp - Spanning Tree Protocol (STP).

e syslog - System Log Host Protocol

e sysmgmt - System Management Host Protocol

® sysmgr - System Manager

e tacacs - Terminal Access Controller Access-Control System Plus (TACACS+)
e telemetry - Telemetry service.

e telnet - Telnet Control Host Protocol

e um - User Management

e vlag - Virtual Link Aggregation Group (VLAG)

e vlan - Virtual Local Area Network (VLAN)
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Modes

History

Examples
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e vrrp - Virtual Router Redundancy Protocol (VRRP)

e ztp - Zero Touch Provisioning

Global Configuration Mode

Release Modification

10.1 The command was introduced.

The following command configures the rate-limit of the system to 300 messages
every 10 seconds:

‘ Switch(config)# logging rate-limit num 300 interval 10 system

The following command configures the rate-limit of the severity level 6
(informational) to 256 messages every 16 seconds:

‘ Switch(config)# logging rate-limit num 256 interval 16 level 6

The following command configures the rate-limit of the facility bgp to 200
messages every 5 seconds:

Switch(config)# logging rate-limit num 200 interval 5 facility bgp

The following command configures the rate-limit of the system to the default
values of 512 messages every 5 seconds:

Switch(config)# logging rate-limit num default interval default system

The following command disables the rate-limit for the severity level 3 (errors). If
only this command is issued, the rate-limit parameters related to the system and all
facilities are still applicable:

Switch(config)# no logging rate-limit level 3

The following command disables the rate-limit for all facilities. If only this
command is issued, the rate-limit parameters related to the system and all severity
levels are still applicable:

Switch(config)# no logging rate-limit facility all
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logging server
Adds or removes a remote logging server at the specified address.

If not specified when adding a remote logging server, the default values for
severity level is 7 (debugging) and outgoing facility local?.

Syntax

[no] logging server {<serveraddress>|<hostname>} [<severitylevel>] [vrf
{data|management}] [facility <outgoing facility>]

where:

Parameter Function

server address The IPv4 or IPv6 address of the remote server.

hostname The hostname of the remote server.

severity level Only messages up to the specified severity level will be
logged. The severity level is from 0 to 7:

e 0-emergencies
1 - alerts

2 - critical

3 - errors

4 - warnings

5 - notifications
6 - informational
7 - debugging

facility outgoing Logs messages only for the specified outgoing facility.
facility A facility is a keyword used to identify the source of
the log messages when forwarding them to a remote
server. Use one of the following:

localo
local1l
local2
local3
local4
locals
localé
local?
user

vrf data Uses the data Virtual Routing and Forwarding (VRF)
instance to communicate with the server.

vrf management Uses the management VRF instance to communicate
with the server.
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Modes

Global Configuration Mode

History
Release Modification
10.1 The command was introduced.
10.2 Added vrf option.
10.4 Added hostname option.
Example

The following command configures a remote logging server at an IPv4 address:

Switch(config)# logging server 10.240.34.178
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logging throttle

Prevents consecutive logging of duplicate syslog messages.

By default, this feature is disabled.

[no] logging throttle

Global Configuration Mode

Modification

The command was introduced.

Syntax
Modes
History
Release
10.2
Example

The following command prevents duplicate syslog messages logging:

Switch(config)# logging throttle
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logging timestamp
Configures the unit used to display the time-stamp when logging messages.
Using the no form of the command resets the time-stamp unit to its default setting.

The default time-stamp unit is seconds.

Syntax
[no] logging timestamp {microseconds|milliseconds|seconds}
where:
Parameter Function
microseconds Configures logging messages to use microseconds as
the timestamp units (1 microsecond = 107 seconds).
milliseconds Configures logging messages to use milliseconds as
the timestamp units (1 millisecond = 102 seconds).
seconds Configures logging messages to use seconds as the
timestamp unit.
Modes
Global Configuration Mode
History
Release Modification
10.1 The command was introduced.
Example

The following command configures milliseconds as the time-stamp unit:

Switch(config)# logging timestamp milliseconds
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mac-learn disable

When a packet with an unknown MAC source address is received, the switch saves
the MAC address in its the Forwarding Database (FDB). This process is called
MAC address learning.

The command globally disables MAC address learning. Any new MAC addresses
will not be saved in the FDB.
Use the no form of this command to enable MAC address learning.

Note: We recommend you remove all dynamic MAC addresses from the FDB after
disabling/enabling MAC learning.

Syntax
[no] mac-learn disable
Modes
Global Configuration Mode
History
Release Modification
10.1 The command was introduced.
Example

The following command disables MAC address learning;:

‘ Switch(config)# mac-learn disable

Related Commands

Command Description

remove mac Removes all dynamic MAC addresses from the FDB.
address-table
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mac access-list
Creates a MAC access control list and enters MAC ACL Configuration Mode.

Syntax
[no] mac access-list <MAC ACL>
where:
Parameter Definition
MAC ACL The name of the MAC access control list; a string up to
64 characters long.
Using no before the command removes the MAC ACL.
For information about MAC ACL Configuration mode commands, see Chapter 23,
“MAC ACL Mode Commands.
Modes
Global Configuration Mode
History
Release Modification
10.1 The command was introduced.
Example

The following command creates MAC ACL MyACL:

Switch(config)# mac access-list MyACL
Switch(config-mac-acl)#
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mac address-table aging time

Enables an aging time for a MAC address table.

Syntax
[no] mac address-table aging-time <seconds>
where:
Parameter Definition
aging-time Aging time in seconds; a number from 0 to 1000000.
<seconds> The default value is 1800 seconds.
Using no before the command resets the aging time to its default value.
Modes
Global Configuration Mode
History
Release Modification
10.1 The command was introduced.
Example

The following command configures aging time for an address table:

Switch(config)# mac address-table aging-time 5
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mac address-table static

Syntax

Modes

History

Example
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Adds or removes static entries for the MAC address table.

[no] mac address-table static <MAC address> vlan <VLAN ID>
interface {ethernet <chassis number/port number>|port-aggregation

<LAG number>}

where:

Parameter Definition

MAC address MAC address in one of the following formats:

o XXX

o XX-XX-XX-XX-XX-XX
o XX:XX:XX:XX:XX:XX
XXXXXXXX.XXXX

vlan <VLAN ID>

Associates the MAC entry with the specified VLAN.
The VLAN ID is an integer from 1 to 4093.

interface

Associates the MAC entry with an ethernet interface or
Link Aggregation Group (LAG).

ethernet chassis
number/port number

Associates the MAC entry with the specified ethernet
port. The chassis number is 1 and the port number
depends on the switch type.

port-aggregation
LAG number

Associates the MAC entry with the specified LAG. The
LAG number is an integer from 1 to 4096.

Using no before the command removes the static entry.

Global Configuration Mode

Release

Modification

10.1

The command was introduced.

The following command configures a static MAC entry for a port-aggregation:

Switch(config)# mac address-table static 0001.dcde.3b00 vlan 10 interface

port-aggregation 61
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maint password

Enables or disables the use of a password to enable maintenance mode.

Function

The password required to enable maintenance mode.
The password can be up to 20 characters long.

Modification

The command was introduced.

Syntax
maint password <password>
no maint password
where:
Parameter
password
Modes
Global Configuration Mode
History
Release
10.1
Example

The following command configures maint-cd as the encrypted password
required to enable maintenance mode:

‘ Switch(config)# maint password maint-cd

Related Commands

Command

Description

maint mode enable

Enables maintenance mode
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maximum-paths

Configures the maximum number of Equal Cost Multiple Paths (ECMP) that can
be installed in the Forwarding Information Base (FIB).

Using the no form of the command resets the maximum number of ECMP paths
the its default value.

Syntax

[no] maximum-paths <number of paths>

where:

Parameter Function

number of paths The maximum number of ECMP paths; an integer

from 1-32. The default value is 32.

Modes

Global Configuration Mode
History

Release Modification

10.1 The command was introduced.
Example

The following command configures the maximum number of ECMP paths to 12:

Switch(config)# maximum-paths 12
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microburst-detection interval

Microbursts are short peaks in data traffic that manifest as a sudden increase in the
number of data packets transmitted over a specific millisecond-level time frame,
potentially overwhelming network buffers. Microburst detection allows users to
analyze and mitigate microburst-related incidents, thus preventing network

congestion.

Configures the time interval used by microburst detection to evaluate traffic burst.

microburst-detection interval <time interval>

Function

The time period in milliseconds used to evaluate traffic
burst; an integer from 5 to 5000. Default value is 5.

Modification

The command was introduced.

Syntax
where:
Parameter
time interval
Modes
Global Configuration Mode
History
Release
10.1
Example

The following command configures the microburst detection interval to 20

milliseconds:

Switch(config)# microburst-detection interval 20
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monitor erspan origin ip-address

Syntax

Modes

History

Example

© Copyright Lenovo 2018

Configures the global origin IPv4 address of ethernet Encapsulated Remote
Switched Port Analyzer (ERSPAN) sessions.

Using the no form of this command will remove the configured global origin IPv4

address.

[no] monitor erspan origin ip-address <[Puv4 address> global

where:
Parameter Function
IPv4 address The origin IPv4 address of ethernet ERSPAN sessions.

Global Configuration Mode

Release

Modification

10.1

The command was introduced.

The following command the global origin address of ethernet ERSPAN sessions as

10.206.38.96:

Switch(config)# monitor erspan origin ip-address 10.206.38.96 global
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monitor session

Adds a Switch Port Analyzer (SPAN) session. After the creation of a SPAN session,
enters SPAN Session Configuration Mode.

Syntax

[no] monitor session <session number>

where:

Parameter Function

session number The SPAN session number. The session number is from

1 to 18.

Using no before the command removes the specified SPAN session.
Modes

Global Configuration Mode
History

Release Modification

10.1 The command was introduced.
Example

The following command adds SPAN session 7:

Switch(config)# monitor session 7
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monitor session shut

Configures the specified Switch Port Analyzer (SPAN) session as being shut down
for monitoring.

Using the no form of the command configures the SPAN session as not being shut
down for monitor.

Syntax
[no] monitor session {<session number>lall} shut
where:
Parameter Function
session number The SPAN session number. The session number is from
1to 18.
all Configures all SPAN sessions as being shut down.
Modes
Global Configuration Mode
History
Release Modification
10.1 The command was introduced.
Example

The following command configures all SPAN sessions as being shut down:

Switch(config)# monitor session all shut
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monitor session type
Specifies the Switch Port Analyzer (SPAN) session type.

Syntax
monitor session <session number> type {erspan-destinationl
erspan-sourcellocal}
where:
Parameter Function
session number The SPAN session number. The session number is from
1to 18.
type erspan-destin |Specifies that the session is a Encapsulated Remote
ation Switched Port Analyzer (ERSPAN) destination session.
type erspan-source |Specifies that the session is a Encapsulated Remote
Switched Port Analyzer (ERSPAN) source session.
type local Specifies that the session is a local session.
Modes
Global Configuration Mode
History
Release Modification
10.1 The command was introduced.
Example

The following command assigns SPAN session 10 as a local session:

Switch(config)# monitor session 10 type local
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no onie-install

Syntax

Modes

History

Example
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Uninstalls the Open Network Install Environment (ONIE) image from the switch.

Note: This command is available only on the NE10032 and NE2572. The switch
must be reloaded with Secure Boot disabled for the command to be run, otherwise
an error message appears. For more details on Secure Boot, consult the Lenovo
Network Application Guide for Lenovo Cloud Network Operating System 10.6.

no onie-install

Global Configuration mode

Release

Modification

10.4

The command was introduced.

The following command uninstalls the ONIE image from the switch:

Switch(config)# no onie-install
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ntp authenticate
Enables the Network Time Protocol (NTP) authentication.

Syntax

[no] ntp authenticate

Using no before the command disables the authentication.
Modes

Global Configuration Mode
History

Release Modification

10.1 The command was introduced.
Example

The following shows how to enable NTP authentication:

Switch(config)# ntp authenticate
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ntp authentication-key
Adds the authentication key.

Syntax

[no] authentication-key <value> md5 <string>

where:

Parameter Description

<value> Authentication key number (a value from 1 to 65534).

md5 Authentication algorithm.

<string> MD?5 string.

Using no before the command removes the authentication key.
Modes

Global Configuration Mode
History

Release Modification

10.1 The command was introduced.
Example

The following shows how to set the authentication key:

Switch(config)# ntp authentication-key 5 md5 test
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ntp enable

Syntax

Modes

History

Example

392 command Reference for CNOS 10.6

Enables Network Time Protocol (NTP) feature. This feature allows you to
synchronize the switch clock to a Network Time Protocol (NTP) server. NTP is

enabled by default.

[no] ntp enable

Using no before the command turns off the feature.

Global Configuration Mode

Release

Modification

10.1

The command was introduced.

The following shows how to enable NTP:

Switch(config)# ntp enable




ntp peer

Syntax

Modes
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Configures an NTP peer.

[no] ntp peer {<IPv4address>|<IPv6 address>|<hostname>} [key <keyID>]
[maxpoll <max-poll interval>] [minpoll <min-poll interval>] [prefer]

where:

Parameter Description

IPv4 address The IPv4 address of the NTP peer.

IPv6 address The IPv6 address of the NTP peer.

hostname The hostname of the NTP peer.

key key ID Specifies the key to be used when communicating

with a peer. The key ID is a number from 1 to 65534.

maxpoll max-poll
interval

Specifies the maximum poll interval to check the
status of the configured NTP peer. The max-poll
interval is from 4 to 16 seconds, with a default value of
6 seconds.

minpoll min-poll

Specifies the minimum poll interval to check the

interval status of the configured NTP peer. The min-poll
interval is from 4 to 16 seconds, with a default value of
4 seconds.

prefer Specifies the given NTP peer as the preferred one.

Using no before the command removes an NTP peer.
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History

Release

Modification

10.1

The command was introduced.

10.4

Added hostname option.

10.5

Updated the documentation.

Example

The following shows how to set an NTP peer:

Switch(config)# ntp peer 10.144.19.105 key 18755 prefer

394 command Reference for CNOS 10.6




ntp server

Syntax

Modes

© Copyright Lenovo 2018

Configures an NTP server.

[no] ntp server {<IPv4address>|<IPv6 address>|<hostname>} [key <keyID>]
[maxpoll <max-poll interval>] [minpoll <min-poll interval>] [prefer]

where:

Parameter Description

IPv4 address The IPv4 address of the NTP server.

IPv6 address The IPv6 address of the NTP server.

hostname The hostname of the NTP server.

key key ID Specifies the key to be used when communicating

with a server. The key ID is a number from 1 to 65534.

maxpoll max-poll
interval

Specifies the maximum poll interval to check the
status of the configured NTP server. The max-poll
interval is from 4 to 16 seconds, with a default value of
6 seconds.

minpoll min-poll

Specifies the minimum poll interval to check the

interval status of the configured NTP server. The min-poll
interval is from 4 to 16 seconds, with a default value of
4 seconds.

prefer Specifies the given NTP server as the preferred one.

Using no before the command removes an NTP server.
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History

Release Modification

10.1 The command was introduced.
10.4 Added hostname option.

10.5 Updated the documentation.

Example

The following shows how to set an NTP server:

Switch(config)# ntp server 19.71.241.11 key 58466 minpoll 3 maxpoll 6
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ntp trusted-key

Sets a trusted key.
Syntax

[no] ntp trusted-key <number>

where:

Parameter Description

<number> Trusted key value (a number from 1 to 65534).

Using no before the command removes a trusted key.
Modes

Global Configuration Mode
History

Release Modification

10.1 The command was introduced.
Example

The following shows how to set a trusted key:

Switch(config)# ntp trusted-key 20
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ntp use-vrf

Syntax

Modes

History

Example

Configures NTP VRF. NTP daemon (ntpd) will run in the given namespace.

ntp use-vrf {default|management}

where:

Parameter Description

default Default VRF. For data interfaces, a default VRF with
ID 0 is created and associated with default FIB. All
data IP interfaces are attached to default VRF.

management Management VRE. By default, a VRF with ID1 is
created. This is the default setting.

Global Configuration Mode

Release

Modification

10.1

The command was introduced.

The following shows how to configure an NTP VREF:

Switch(config)# ntp use-vrf default
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ovsdb pki
Binds a PKI profile for ovsdb to a specific VRE.

Syntax
ovsdb pki <PKI profile name> vrf {<instance name>| default
| management}
where:
Parameter Description
PKI profile name The name of the PKI profile. The PKI profile name can
be up to 16 characters in length.
vrf instance name The name of the VRF instance.
vrf default Default VRF.
vrf management Management VRE.
Modes
Global Configuration Mode
History
Release Modification
10.6 The command was introduced.
Example

The following shows how to configure bind a PKI profile for ovsdb to a specific vrf:

Switch(config)# ovsdb pki ovsdb_mgmt vrf management
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password history-checking

Enables or disables password tracking. Up to four passwords will be stored and
checked for every user.

Syntax
[no] password history-checking
Modes
Global Configuration Mode
History
Release Modification
10.2 The command was introduced.
Example

The following shows how to track password history:

‘ Switch(config)# password history-checking

Related Commands

Command Description

username Modifies user settings.
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pki

Creates a Public Key Infrastructure (PKI) profile. After command execution, you
will enter PKI Configuration command mode.

Syntax
pki <PKI profile name>
where:
Parameter Description
PKI profile name The name of the PKI profile. The PKI profile name can
be up to 16 characters in length.
The following command deletes the specified PKI profile:
no pki <PKI profile name>
Modes
Global Configuration mode
History
Release Modification
10.4 The command was introduced.
Example

The following command creates a PKI profile called pkiProfileil:

Switch(config)# pki pkiProfilel
Switch(config-pki)#
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policy-map type

Creates or modifies a control-plane, qos or queing policy-map.

Syntax
[no] policy-map type {control-plane <policy-map name>|qos
<policy-map name>| queing}
where:
Parameter Description
control-plane Control Plane Protection (CoPP) policy map type.
qos Quality of Service (QoS) policy map type.
<policy-map name> Policy map name.
queing Queing policy map.
Using no before the command removes a specified policy map.
Modes
Global Configuration Mode
History
Release Modification
10.1 The command was introduced.
Example

The following shows how to set a policy-map:

Switch(config)# policy-map type gos test
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port-aggregation load-balance ethernet destination-ip

Enables or disables Link Aggregation Group (LAG) traffic balancing.

Syntax

[no] port-aggregation load-balance ethernet source-dest-ip|
source-dest-mac|source-dest-port|source-ip|source-mac}
source-port] [source-interface]

where:

Parameter

Function

source-dest-ip

Enables load distribution on both the destination and
source IP addresses.

source-dest-mac

Enables load distribution on both the destination and
source MAC addresses.

source-dest-port

Enables load distribution on both the destination and
source port numbers.

source-ip

Enables load distribution on the source IP address.

source-mac

Enables load distribution on the source MAC address.

source-port

Enables load distribution on the source port number.

source-interface

(Optional) Enables load distribution on the source
ethernet interface.

Modes

Global Configuration Mode

History

Release

Modification

10.1

The command was introduced.

10.4

Documentation of the command was expanded.

Example

The following command enables load distribution on the destination MAC address
and source ethernet interface:

source-interface

Switch(config)# port-aggregation load-balance ethernet destination-mac

© Copyright Lenovo 2018

Chapter 4: Configuration Mode Commands 403




port-aggregation load-balance ethernet destination-ip

Enables or disables Link Aggregation Group (LAG) traffic balancing on the
destination IP address.

Syntax
[no] port-aggregation load-balance ethernet destination-ip
[source-interface]
where:
Parameter Function
destination-ip Enables load distribution on the destination IP
address.
source-interface (Optional) Enables load distribution on the source
ethernet interface.
Modes
Global Configuration Mode
History
Release Modification
10.1 The command was introduced.
10.4 Documentation of the command was expanded.
Example

The following command enables load distribution on the destination IP address
and source ethernet interface:

Switch(config)# port-aggregation load-balance ethernet destination-ip
source-interface
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port-aggregation load-balance ethernet destination-mac
Enables or disables Link Aggregation Group (LAG) traffic balancing on the

destination MAC.
Syntax
[no] port-aggregation load-balance ethernet destination-mac
[source-interface]
where:
Parameter Function
destination-mac Enables load distribution on the destination MAC
address.
source-interface (Optional) Enables load distribution on the source
ethernet interface.
Modes
Global Configuration Mode
History
Release Modification
10.1 The command was introduced.
Example

The following command enables load distribution on the destination MAC address
and source ethernet interface:

Switch(config)# port-aggregation load-balance ethernet destination-mac
source-interface
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port-aggregation load-balance ethernet destination-port

Enables or disables Link Aggregation Group (LAG) traffic balancing on the
destination TCP or UDP port.

Syntax
[no] port-aggregation load-balance ethernet destination-port
[source-interface]
where:
Parameter Function
destination-port Enables load distribution on the destination port
number.
source-interface (Optional) Enables load distribution on the source
ethernet interface.
Modes
Global Configuration Mode
History
Release Modification
10.1 The command was introduced.
10.4 Documentation of the command was expanded.
Example

The following command enables load distribution on the destination TCP or UDP
port and source ethernet interface:

Switch(config)# port-aggregation load-balance ethernet destination-port
source-interface
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port-aggregation load-balance ethernet source-dest-ip

Enables or disables Link Aggregation Group (LAG) traffic balancing on the source
and destination IP addresses.

Syntax
[no] port-aggregation load-balance ethernet source-dest-ip
[source-interface]
where:
Parameter Function
source-dest-ip Enables load distribution on both the destination and
source IP addresses.
source-interface (Optional) Enables load distribution on the source
ethernet interface.
Modes
Global Configuration Mode
History
Release Modification
10.1 The command was introduced.
10.4 Documentation of the command was expanded.
Example

The following command enables load distribution on the source and destination IP
addresses and source ethernet interface:

Switch(config)# port-aggregation load-balance ethernet source-dest-ip
source-interface
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port-aggregation load-balance ethernet source-dest-mac

Enables or disables Link Aggregation Group (LAG) traffic balancing for both the
source and destination MAC addresses.

Syntax
[no] port-aggregation load-balance ethernet source-dest-mac
[source-interface]
where:
Parameter Function
source-dest-mac Enables load distribution on both the destination and
source MAC addresses.
source-interface (Optional) Enables load distribution on the source
ethernet interface.
Modes
Global Configuration Mode
History
Release Modification
10.1 The command was introduced.
10.4 Documentation of the command tree was expanded.
Example

The following command enables load distribution on the source and destination
MAC addresses and the source ethernet interface:

Switch(config)# port-aggregation load-balance ethernet source-dest-mac
source-interface
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port-aggregation load-balance ethernet source-dest-port

Enables or disables Link Aggregation Group (LAG) traffic balancing on both the
source and destination TCP or UDP ports.

[no] port-aggregation load-balance ethernet source-dest-port

Function

Enables load distribution on both the destination and
source TCP and UDP ports.

(Optional) Enables load distribution on the source
ethernet interface.

Modification

The command was introduced.

Documentation of the command tree was expanded.

Syntax
[source-interface]
where:
Parameter
source-dest-port
source-interface
Modes
Global Configuration Mode
History
Release
10.1
10.4
Example

The following command enables load distribution on the source and destination
TCP or UDP ports and the source ethernet interface:

source-interface

Switch(config)# port-aggregation load-balance ethernet source-dest-port
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port-aggregation load-balance ethernet source-interface

Enables or disables Link A