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This Application Guide describes how to configure and use the Lenovo Cloud
Network Operating System 10.6 software on the following Lenovo RackSwitches:

e Lenovo RackSwitch G8272. For documentation on installing the switch
physically, see the Lenovo RackSwitch G8272 Installation Guide.

® Lenovo RackSwitch G8296. For documentation on installing the switch
physically, see the Lenovo RackSwitch G8296 Installation Guide.

e Lenovo RackSwitch G8332. For documentation on installing the switch
physically, see the Lenovo RackSwitch G8332 Installation Guide.

® Lenovo ThinkSystem NE1032T RackSwitch. For documentation on installing the
switch physically, see the Lenovo ThinkSystem NE1032T RackSwitch Installation
Guide.

e Lenovo ThinkSystem NE1032 RackSwitch. For documentation on installing the
switch physically, see the Lenovo ThinkSystem NE1032 RackSwitch Installation
Guide.

® Lenovo ThinkSystem NE1072T RackSwitch. For documentation on installing the
switch physically, see the Lenovo ThinkSystem NE1072T RackSwitch Installation
Guide.

e Lenovo ThinkSystem NE10032 RackSwitch. For documentation on installing the
switch physically, see the Lenovo ThinkSystemn NE10032 RackSwitch Installation
Guide.

e Lenovo ThinkSystem NE2572 RackSwitch. For documentation on installing the
switch physically, see the Lenovo ThinkSystem NE2572 RackSwitch Installation
Guide.
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Who Should Use This Guide

This guide is intended for network installers and system administrators engaged in
configuring and maintaining a network. The administrator should be familiar with
Ethernet concepts, IP addressing, Spanning Tree Protocol, and SNMP configuration
parameters.
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Application Guide Overview

This guide will help you plan, implement, and administer the Cloud NOS (CNOS)
software. Where possible, each section provides feature overviews, usage examples,
and configuration instructions. The following material is included:

Part 1: Getting Started

Part 2: Securing the

This material is intended to help those new to CNOS products with the basics of
switch management. This part includes the following chapters:

Chapter 1, “Using the Command Line Interface”, describes the CNOS
command-line interface modes, commands, keyboard shortcuts, and aliases.

Chapter 2, “Switch Administration”, describes how to access the switch to
configure the switch, and view switch information and statistics. This chapter
discusses a variety of manual administration interfaces, including local
management via the switch console, and remote administration via Telnet or
Secure Shell.

Chapter 3, “System License Keys”, describes how to install additional features
on the switch.

Chapter 4, “Switch Software Management”, describes how to update the CNOS
software operating on the switch and how to convert from CNOS to ENOS.

Switch

This material contains information about implementing security protocols on the
switch. This part includes the following chapters:

Part 3: Switch Basics
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Chapter 5, “Securing Administration”, describes methods for using Secure Shell
for administration connections, and configuring end-user access control.

Chapter 6, “AAA Protocols”, describes different secure administration methods
for remote administrators. This includes using RADIUS, Terminal Access
Controller Access-Control System Plus (TACACS+) and Authentication,
Authorization, and Accounting (AAA).

Chapter 7, “Access Control Lists”, describes how to use filters to permit or deny
specific types of traffic, based on a variety of source, destination, and packet
attributes.

This material contains information about setting up features on the switch. This part
includes the following chapters:

Chapter 8, “Interface Management”, describes how to configure the switch
interfaces, like the ethernet or management ports.

Chapter 9, “Forwarding Database”, describes how a Layer 2 device can be
configured to learn and store MAC addresses and their corresponding ports.

Chapter 10, “VLANs", describes how to configure Virtual Local Area Networks
(VLAN:S) for creating separate network segments, including how to use VLAN
tagging for devices that use multiple VLANSs.
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Part 4: IP Routing

26

Chapter 11, “Ports and Link Aggregation”, describes how to group multiple
physical ports together to aggregate the bandwidth between large-scale network
devices.

Chapter 12, “Spanning Tree Protocol”, describes how to use the Rapid Per
VLAN Spanning Tree Plus (Rapid PVST+) and Multiple Spanning Tree Protocol
(MSTP) to build a loop-free network topology.

Chapter 13, “Virtual Link Aggregation Groups”, describes using Virtual Link
Aggregation Groups (VLAGS) to form LAGs spanning multiple VLAG-capable
aggregator switches.

Chapter 14, “Quality of Service”, discusses Quality of Service (QoS) features,
including IP filtering using class maps, Differentiated Services, and IEEE 802.1p
priority values.

Chapter 15, “CEE”, discusses using various Converged Enhanced Ethernet
(CEE) features such as Priority-based Flow Control (PFC), Enhanced
Transmission Selection (ETS) and Data Center Bridging Capability Exchange
(DCBX).

Chapter 16, “Secure Mode”, describes the difference between secure mode and
legacy mode, what enabling secure mode means, and how to enable and disable
it.

This part includes the following chapters:

Chapter 17, “Basic IP Routing”, describes how to configure the switch for IP
routing using IP subnets, BFD, DHCP Relay and VRF.

Chapter 18, “Routed Ports”, describes how to configure a switch port to forward
Layer 3 traffic.

Chapter 19, “Address Resolution Protocol”, describes how to use the Address
Resolution Protocol (ARP) protocol to map an IPv4 address to a MAC address.

Chapter 20, “Internet Protocol Version 6, describes how to configure the switch
to use IPvé6.

Chapter 21, “Internet Group Management Protocol”, describes how CNOS
implements Internet Group Management Protocol (IGMP) Snooping to conserve
bandwidth in a multicast-switching environment.

Chapter 22, “Border Gateway Protocol”, describes Border Gateway Protocol
(BGP) concepts and features supported in CNOS.

Chapter 23, “Open Shortest Path First”, describes key Open Shortest Path First
(OSPF) concepts, and how they are implemented in CNOS, and provides
examples of how to configure your switch for OSPF support.

Chapter 24, “Route Maps”, describes route maps that are used to define route
policy by permitting or denying certain routes based on a configured set of
rules.
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Part 5: High Availability Fundamentals

This part includes the following chapters:

e Chapter 25, “Basic Redundancy”, describes how the switch supports
redundancy through LAGs and VLAGs.

e Chapter 26, “Virtual Router Redundancy Protocol”, describes how the switch
supports high-availability network topologies using Virtual Router Redundancy
Protocol (VRRP).

e Chapter 27, “Layer 2 Failover”, describes how to configure and use network
adapter teaming for Layer 2 LAG failover.

Part 6: Network Management

This part includes the following chapters:

e Chapter 28, “Link Layer Discovery Protocol”, describes how Link Layer
Discovery Protocol (LLDP) helps neighboring network devices learn about each
others’ ports and capabilities.

e Chapter 29, “Service Location Protocol”, describes the Service Location Protocol
(SLP) that allows the switch to provide dynamic directory services.

e Chapter 30, “Simple Network Management Protocol”, describes how to
configure the switch for management through a Simple Network Management
Protocol (SNMP) client.

e Chapter 31, “Telemetry”, describes the CNOS Network Telemetry Agent and
how to use the data it provides to fine-tune your network.

Part 7: Hyperconverged Infrastructure

Part 8: Monitoring

Part 9: Appendices
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This part includes the following chapters:

e Chapter 32, “Network Virtualization Gateway”, describes how to integrate
VMware NSX with your switch.

e Chapter 33, “Network Policy Agent”, explains how to use the CNOS network
policy agent plugin that works with the Nutanix Virtual Domain Module.

This part includes the following chapters:

e Chapter 34, “Port Mirroring”, discusses tools to copy selected port traffic to a
remote monitor port for network analysis.

e Chapter 35, “Sampled Flow”, discusses using Sampled Flow (sFlow) for
monitoring traffic.

This part includes the following appendices:

e Appendix A, “Getting help and technical assistance”, provides details on where
to go for additional information about Lenovo and Lenovo products.

e Appendix B, “Notices”, contains safety and environmental notices.
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Additional References

Additional information about installing and configuring your switch is available in
the following guides:

e Lenovo Network Command Reference for Lenovo Cloud Network Operating System
10.6

® Lenovo Network Release Notes for Lenovo Cloud Network Operating System 10.6 for
your switch

e Lenovo Network Python Programming Guide for Lenovo Cloud Network Operating
System 10.6

® Lenovo Network REST API Programming Guide for Lenovo Cloud Network Operating
System 10.6
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Typographic Conventions

The following table describes the typographic styles used in this book.

Table 1. Typographic Conventions

Typeface or
Symbol

Meaning

Example

ABC123

This type is used for names of
commands, files, and
directories used within the text.

It also depicts on-screen
computer output and prompts.

View the readme. txt file.

Switch#

ABC123

This bold type appears in
command examples. It shows
text that must be typed in
exactly as shown.

Switch# ping

<ABC123>

This italicized type appears in
command examples as a
parameter placeholder. Replace
the indicated text with the
appropriate real name or value
when using the command. Do
not type the brackets.

This also shows book titles,
special terms, or words to be
emphasized.

To establish a Telnet session,
enter:
Switch# telnet <IP address>

Read your User’s Guide
thoroughly.

{:

Command items shown inside
brackets are mandatory and
cannot be excluded. Do not
type the brackets.

Switch# cp {ftp|sftp}

[]

Command items shown inside
brackets are optional and can
be used or excluded as the
situation demands. Do not type
the brackets.

Switch# configure
[device]

The vertical bar (]) is used in
command examples to separate
choices where multiple options
exist. Select only one of the
listed options. Do not type the
vertical bar.

Switch# cp {ftp|sftp}

AaBb123

This block type depicts menus,
buttons, and other controls that
appear in graphical interfaces.

Click the Save button.
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Part 1: Getting Started
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This section discusses the following topics:
“Using the Command Line Interface” on page 33
“Switch Administration” on page 41
“System License Keys” on page 91

“Switch Software Management” on page 97

31



32  Application Guide for CNOS 10.6



Chapter 1. Using the Command Line Interface
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Lenovo Cloud Network Operating System uses an industry-standard command
line interface (CLI). Like any switch CLI, there are subtle differences between the
CNOS CLI and the CLI on switches from other vendors.

The following subjects are discussed in this chapter:
e “CLI Command Modes” on page 34
e “Command Line Interface Shortcuts” on page 35

e “Command Aliases” on page 37
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CLI Command Modes

The CLI has three major command modes listed in order of increasing privileges,
as follows:

e User EXEC Mode: Switch>

This is the initial mode of access. By default, on console sessions password
checking is disabled for this mode.

e Privileged EXEC mode: Switch#

This mode is accessed from User EXEC Mode. This mode can be accessed using
the following command: enable

e Configuration Mode: Switch(config)#

This mode allows you to make changes to the running configuration. If you save
the configuration, the settings survive a reload of the switch. Several sub-modes
can be accessed from the User EXEC Mode. This mode can be accessed using the
following command: configure [device]

Each mode provides a specific set of commands. Most lower-privilege mode
commands are accessible when using a higher-privilege mode.

Note: The word “Switch” is a generic term used throughout the Application Guide
to indicate the hostname of the switch when issuing commands. Depending on the
Lenovo RachSwitch or ThinkSystem, the word “Switch” will be replaced with
one of the following:

Switch Type Prompt
RackSwitch G8272 G8272
RackSwitch G8296 G8296
RackSwitch G8332 G8332
ThinkSystem NE1032 RackSwitch NE1032
ThinkSystem NE1032T RackSwitch NE1032T
ThinkSystem NE1072T RackSwitch NE1072T
ThinkSystem NE10032 RackSwitch NE10032
ThinkSystem NE2572 RackSwitch NE2572
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Command Line Interface Shortcuts

The following shortcuts allow you to enter commands quickly and easily.

CLI List and Range Inputs

For VLAN and port commands, you can specify lists and ranges of items can now
be specified. For example, the vlan command permits the following options:

Switch(config)# vlan 1,3,1094 (access VLANs 1, 3, and 1094)
Switch(config)# vlan 1-20 (access VLANs 1 through 20)
Switch(config)# vlan 1-5,90-99,1090-1094 (access multiple ranges)
Switch(config)# vlan 1-5,19,20,1090-1094 (access a mix of lists and ranges)

The numbers in a range must be separated by a hyphen: <start of range>-<end of
range>

Multiple ranges or items are permitted using a comma: <range or item 1>, <range or
item 2>

Do not use spaces within list and range specifications.

Ranges can also be used to apply the same command option to multiple items. For
example, to access multiple ports with one command:

‘ Switch(config)# spanning-tree mst 1-4 cost 4096 (instances 1 through 4)

Command Abbreviation

Most commands can be abbreviated by entering the first characters which
distinguish the command from the others in the same mode. For example, consider
the following full command:

Switch(config)# display mac address-table interface ethernet 1/12

Any command can be abbreviated using the smallest unique strings. For example,
the previous command can be abbreviated to:

‘ Switch(config)# disp ma ad i e 1/12

Tab Completion

By entering the first letter of a command at any prompt and pressing Tab, the
ISCLI displays all available commands or options that begin with that letter.
Entering additional letters further refines the list of commands or options
displayed. If only one command fits the input text when Tab is pressed, that
command is supplied on the command line, waiting to be entered.

If multiple commands share the typed characters, when you press Tab, the ISCLI
completes the common part of the shared syntax.
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Line Editing

36

The following case-insensitive keystroke commands are available for editing

command lines:

Command Behavior

<Ctrl + A> Moves the cursor to the beginning of the line.

<Ctrl + B> Moves the cursor one character to the left.

<Ctrl + D> Deletes the character at the cursor.

<Ctrl + E> Moves the cursor to the end of the line.

<Ctrl + F> Moves the cursor one character to the right.

<Ctrl + K> “Kills” all text to the right of the cursor, putting it into a buffer.

<Ctrl + L> Clears the screen, leaving the current line intact at the top.

<Ctrl + N> Move to the next command in the command history.

<Ctrl + P> Move to the previous command in the command history.

<Ctrl + T> Swaps the character at the cursor with the character to the left of
the cursor.

<Ctrl + U> Clears all text from the command line.

<Ctrl + W> Deletes from the cursor to the start of the “word.”

<Ctrl +Y> “Yanks” the text from the kill buffer.

<Esc + B> Moves the cursor backwards one “word.”

<Esc + C> Capitalizes the first letter of the “word” or the character where
the cursor is pointing.

<Esc + D> Deletes to the end of the word to the right of the cursor.

<Esc + F> Moves the cursor forwards one “word.”

<Esc + L> Changes the text to lowercase from the cursor to the end of the
“word.”

<Esc + U> Changes the text to uppercase from the cursor to the end of the

“word.”
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Command Aliases

Command aliasing enables you to change the names of commands in the CLI.

Defining Aliases

To define an alias, enter:

‘ Switch(config)# alias <command alias> <current command>

For example, to use the command show to invoke the display command, enter:

‘ Switch(config)# alias show display

Removing Aliases

To remove an alias, enter:

‘ Switch(config)# no alias <command alias>

To remove all aliases, enter:

‘ Switch(config)# no alias all

Displaying Aliases

To see the list of aliases configured to your system, enter:

Switch(config)# display alias
CLI alias information:

show : display

abc : display

Note: The alias command does not do validation checking. If you enter an invalid
command for an alias to invoke, you will not get an error message when you create
the alias, but you will get an error message when you actually invoke that alias.

Rules for Using Aliases
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The following rules apply when you are defining an alias:

e An alias must be an alphanumeric string that starts with an alphabetic character.
There can be no spaces or punctuation characters in an alias name. There can be
dashes and spaces in the command being aliased. For example, the following
command aliases the string dsito display sys-info:

Switch(config)# alias dsi display sys-info
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® You cannot “escape” non-alphanumeric characters with a backslash or with

quotes. For example, you will get an error message if you enter:

Switch(config)# alias show\ sys-info display sys-info

You can have multiple aliases for the same command, but you cannot have
multiple commands mapped to the same alias. For example, if you enter:

Switch(config)# alias show display
Switch(config)# alias abc display

The aliases show and abc will both invoke the display command. However, if
you enter:

Switch(config)# alias show display
Switch(config)# alias show enable

The show alias will invoke the enable command.

You can use an alias to invoke a multiple word command. For example, you can
enter:

Switch(config)# alias ssi display sys-info

The ssi alias will now invoke the command display sys-info.

You cannot nest aliases. For example, if you enter:

Switch(config)# alias show display
Switch(config)# alias ssi show sys-info

The ssi command will return an error message.

® You cannot alias an argument of a command. For example, if you try entering:

Switch(config)# alias show display
Switch(config)# alias si sys-info

The command show si will return an error message because the switch is
trying to parse it as display si.

If you use the name of an existing command as an alias name, it will override the
existing command. For example, if you enter:

‘ Switch(config)# alias qos display

The qos command will behave as if you had entered display. To fix this, enter:

‘ Switch(config)# no alias <command>

In the case of fixing the 0s command to its original function, you would enter:

‘ Switch(config)# no alias ¢os
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An alias does not support multiple command lines. For example, if you enter:

Switch(config)# alias dvdu display version\n display user

You will get an error message.

You cannot concatenate aliases. For example, if you enter:

Switch(config)# alias display show
Switch(config)# alias pa port-aggregation
Switch(config)# show pa 1

You will get an error message after you enter show pa.

The maximum number of aliases that can be configured on a switch is 128.

The following are reserved words that cannot be used as an alias name:

alias e enable e python
all e end e quit
bfd e exit e reload
configure e logout e remove
disable e name e restart
display ® no e save
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Chapter 2. Switch Administration
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Your RackSwitch is ready to perform basic switching functions right out of the box.
Some of the more advanced features, however, require some administrative
configuration before they can be used effectively.

The extensive Lenovo Cloud Network Operating System for the switch provides a
variety of options for accessing the switch to perform a variety of configurations
and to view switch information and statistics.

This chapter discusses the various commands used to administer the switch:

“Administration Interfaces” on page 42
“Industry Standard Command Line Interface” on page 43
“Establishing a Connection” on page 44
“Zero Touch Provisioning” on page 51
“DHCP IP Address Services” on page 55
“Switch Login Levels” on page 62

“Ping” on page 64

“Traceroute” on page 69

“Network Time Protocol” on page 72
“Domain Name Server Client” on page 77
“System Logging” on page 79

“Idle Disconnect” on page 87

“Python Scripting” on page 88

“REST API Programming” on page 89
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Administration Interfaces

42

Cloud NOS provides a variety of user interfaces for administration. These
interfaces vary in character and in the methods used to access them. Some are
text-based and some are graphical; some are available by default, while others
require configuration; some can be accessed by local connection to the switch,
while others are accessed remotely using various client applications. For example,
administration can be performed using any of the following:

® A built-in, text-based command-line interface (CLI) and menu system for switch
access via a serial port connection or an optional Telnet or SSH session

e SNMP support for access through third party commercial and open source
network management applications.

The specific interface chosen for an administrative session depends on your
preferences, the switch configuration, and the available client tools.

In all cases, administration requires that the switch hardware is properly installed
and turned on (see the Lenovo RackSwitch Installation Guide).
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Industry Standard Command Line Interface

The Industry Standard Command Line Interface (ISCLI) provides a simple and
direct method for switch administration. Using a basic terminal, you can issue
commands that allow you to view detailed information and statistics about the
switch, and to perform any necessary configuration and switch software
maintenance.

You can establish a connection to the ISCLI in any of the following ways:

e Serial connection via the serial port on the switch (this option is always
available)

e Telnet connection over the network

e SSH connection over the network

© Copyright Lenovo 2018 Chapter 2: Switch Administration 43



Establishing a Connection

The factory default settings permit initial switch administration through the
built-in serial port. The switch can also be initially configured through the OOB
management port that gets a default IP address (192.168.50.50/24); in this case, the
user is able to log in via SSH into the port and perform initial configuration.

Remote access using the network requires the accessing terminal to have a valid,
routable connection to the switch interface. The client IP address may be
configured manually, or an IP address can be provided automatically to the switch
using a service such as DHCP (see “DHCP IP Address Services” on page 55). An
IPv6 address can also be obtained using IPv6 stateless address configuration.

Note: Throughout this manual, IP address is used in places where either an IPv4 or
IPv6 address is allowed. IPv4 addresses are entered in dotted-decimal notation (for
example, 10.10.10.1), while IPv6 addresses are entered in hexadecimal notation (for
example, 2001:db8:85a3::8a2e:370:7334). In places where only one type of address is
allowed, IPv4 address or IPv6 address is specified.

Using the Switch Management Interface
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1.

To manage the switch through the management interface, you must configure it
with an IP interface. Configure the IP address and network mask and default
gateway address:

Log onto the switch.

2. Enter Global Configuration mode.

Switch> enable
Switch# configure device
Switch(config)#

3. Configure a management IP address and network mask:

e [Pv4 configuration:

Switch(config)# interface mgmt 0
Switch(config-if)# ip address <IPv4 address>/<IPv4 network mask length>
Switch(config-if)# exit

e [Pv6 configuration:

Switch(config)# interface mgmt 0
Switch(config-if)# ipv6é address <I[Pv6 address>/<IPv6 network mask length>
Switch(config-if)# exit

4. Configure the appropriate default gateway:

e [Pv4 configuration:

Switch(config)# vrf context management
Switch(config-vrf)# ip route 0.0.0.0 0.0.0.0 <default gateway IPv4 address>
Switch(config-vrf)# exit
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e IPv6 configuration:

Switch(config)# vrf context management
Switch(config-vrf)# ipv6é route ::/0 <default gateway IPv6 address>
Switch(config-vrf)# exit

Once you configure a management IP address for your switch, you can connect to
the management port and use a Telnet or an SSH client from an external
management station to access and control the switch. The management port
provides out-of-band management.

Note: To use a telnet client, you must first enable telnet access with the command:

‘ Switch(config)# feature telnet

Other Ways to Manage the Switch Using IP

Besides using the out-of-band management port to administer the switch, you can
manage the switch using an in-band connection over the data ports. The following
options are available for configuring in-band management:

e Switched Virtual Interface (SVI)
e L3 routed ports

“Switch Virtual Interfaces” on page 196 contains rules and more details about
using an SVI, while “Configuring a Routed Port” on page 400 contains more details
about configuring routed ports. The following section contains examples of each.

Configuring a Switched Virtual Interface for Management
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A Switched Virtual Interface is a VLAN that has an IP address assigned directly on
it via the command:"

‘ Switch(config)# interface vlan <VLAN number>

The VLAN must already exist before you configure the VLAN interface, and the
VLAN must be allowed on any data ports you want to use to manage the switch.
Along with configuring the VLAN interface, if you want to connect to the switch
via a remote IP subnet, configure an in-band default gateway.

The following is an example of configuring an SVI and associated default gateway.

. Log onto the switch.

Enter configuration mode and then create the desired VLAN that will be used by
the SVI

Switch> enable

Switch# configure device
Switch(config)# vlan <VLAN number>
Switch(config)# exit
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3. Create the SVI and configure the IP address and network mask.

Switch(config)# interface vlan <VLAN number>
Switch(config-if)# ip address <IPv4 or IPv6 address>/<IPv4 or IPv6 prefix length>
Switch(config-if)# exit

4. Configure the in-band default gateway (optional).

e [Pv4 configuration:

Switch(config-if)# ip route 0.0.0.0/0 <default gateway IPv4 address>

e [Pv6 configuration:

Switch(config-if)# ipv6é route ::/0 <default gateway IPv6 address>
Switch(config-vrf)# exit

You must carry the VLAN being used for management on at least one of the
in-band data ports, to permit management of the switch via this path.

Using the Switch Ethernet Ports in Routed Port Mode for Management

You also can configure in-band management directly on any of the switch Ethernet
data ports by setting the physical interface to Routed Port mode. To allow in-band
management via the Routed port feature use the following procedure:

1. Log onto the switch.

2. Enter interface mode and configure an ethernet interface as routed port.

Switch> enable

Switch# configure device

Switch(config)# interface ethernet <chassis number>/<port number>
Switch(config-if)# no bridge-port

3. Configure the interface IP address and network mask on this physical Ethernet
interface.

o [Pv4 configuration:

Switch(config-if)# ip address <IPv4 address>/<IPv4 prefix length>
Switch(config-if)# exit

e [Pv6 configuration:

Switch(config-if)# ipvé address <IPv6 address>/<IPv6 prefix length>
Switch(config-if)# exit

4. (Optional) Configure the in-band default gateway.

e [Pv4 configuration:

‘ Switch(config)# ip route 0.0.0.0/0 <default gateway IPv4 address>

46  Application Guide for CNOS 10.6



e IPv6 configuration:

Switch(config)# ipvé route ::/0 <default gateway IPv6 address>

Once you configure the IP address and have a network connection, you can use a
Telnet or an SSH client from an external management station to access and control
the switch. Once the default gateway is enabled, the management station and the
switch do not need to be on the same IP subnet to communicate.

The switch supports an industry standard command-line interface (ISCLI) that you
can use to configure and control the switch over the network using a Telnet or an
SSH client. You can use the ISCLI to perform many basic network management
functions. In addition, you can configure the switch for management using an
SNMP-based network management system.

For more information, see the documents listed in “Additional References” on
page 28.

Using Telnet

A Telnet connection offers the convenience of accessing the switch from a
workstation connected to the network. Telnet access provides the same options for
user and administrator access as those available through the console port.

By default, Telnet access is disabled. Use the following command to enable or
disable Telnet access:

Switch(config)# [no] feature telnet

Once the switch is configured with an IP address and gateway, you can use Telnet
to access switch administration from any workstation connected to the
management network.

To establish a Telnet connection with the switch, run the Telnet client on your
workstation, use Telnet as the protocol type and the switch’s IP address as the
hostname.

You will then be prompted to enter a password as explained in “Switch Login
Levels” on page 62.

By default, Telnet uses TCP port 23 of the remote host to establish a connection
from the switch. When initializing a Telnet session, you can specify the TCP port of
the remote host by using the following command on the switch:

Switch# telnet <switch IPv4 address> port <1-65535>

Note: The specified port will be used only for the current Telnet session. Future
sessions will not use the selected port.

By default, Telnet clients will connect to the local Telnet server using TCP port 23
on the switch. To configure the TCP port used by a Telnet client when establishing
a connection to the switch, use the following command:

Switch(config)# telnet server port <I1-65535>
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Using Secure Shell

Although a remote network administrator can manage the configuration of a
switch via Telnet, this method does not provide a secure connection. The Secure
Shell (SSH) protocol enables you to securely log into another device over a network
to execute commands remotely. As a secure alternative to using Telnet to manage
switch configuration, SSH ensures that all data sent over the network is encrypted
and secure.

By default, SSH access is enabled. Use the following command to enable or disable
SSH access:

Switch(config)# [no] feature ssh

The switch can do only one session of key/cipher generation at a time. Thus, an
SSH client will not be able to log in if the switch is doing key generation at that
time. Similarly, the system will fail to do the key generation if an SSH client is
logging in at that time.

The supported SSH encryption and authentication methods are:

o Server Host Authentication: Client RSA-authenticates the switch when starting
each connection

o Key Exchange: ecdh-sha2-nistp256, ecdh-sha2-nistp384, ecdh-sha2-nistp521,
diffie-hellman-group14-shal

e Encryption: aes128-ctr, aes192-ctr, aes256-ctr, aes128-gcm@openssh.com,
aes256-gcm@openssh.com

® MAC: hmac-sha2-256, hmac-sha2-512, hmac-shal-etm@openssh.com,
hmac-sha2-256-etm@openssh.com

e User Authentication: Local password authentication, TACACS+

Lenovo Cloud Network Operating System implements the SSH version 2.0
standard and is confirmed to work with SSH version 2.0 compliant clients such as
the following:

e OpenSSH_6.7p1 for Linux
e Secure CRT Version 7.3.4(build 839)
e Putty SSH release 0.63

Using SSH with Password Authentication
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Once the IP parameters are configured, you can access the command line interface
using an SSH connection.

To establish an SSH connection with the switch, run the SSH client on your
workstation, use SSH as the protocol type and the switch’s IP address as the
hostname.

You will then be prompted to enter a password as explained in “Switch Login
Levels” on page 62.
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Using SSH with Server Key Authentication

SSH can also be used for switch authentication based on asymmetric cryptography.
Server encryption keys can be generated on the switch and used to authenticate
incoming login attempts based on the client’s private encryption key pairs. After a
predefined number of failed server key authentication attempts, a login error will
appear and the SSH session will be disconnected.

To set up server key authentication:

1. Disable SSH:

Switch(config)# no feature ssh

Note: SSH settings cannot be modified if SSH is enabled.
2. Generate an SSH key:
e DSA:

| Switch(config)# ssh key dsa [force]

e RSA

| Switch(config)# ssh key rsa [force] ‘

Note: You can also configure the length of the RSA key by using the following
command:

‘ Switch(config)# ssh key rsa length <768-2048> ‘

3. Configure a maximum number of failed server key authentication attempts before
the SSH session will be disconnected:

‘ Switch(config)# ssh login-attempts <I-10> ‘

Note: The default number of failed attempts is 3.
4. Re-enable SSH:

Switch(config)# feature ssh

Once the server key is configured on the switch, a client can use SSH to log in from
a system where the private key pair is set up.
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Using Simple Network Management Protocol
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CNOS provides Simple Network Management Protocol (SNMP) version 1, 2, and 3
support for access through any network management software, such as Switch
Center or Lenovo XClarity.

Note: The SNMP read function is enabled by default. For best security practices, if
SNMP is not needed for your network, disable this function prior to connecting the
switch to the network.

To access the SNMP agent on the switch, the read and write community strings on
the SNMP manager must be configured to match those on the switch.

The read and write community strings on the switch can be configured using the
following commands:

e read-only access community string:

‘ Switch(config)# snmp-server community <community string (1-32 characters)> ro

o read-write access community string;:

‘ Switch(config)# snmp-server community <community string (1-32 characters)> rw

The SNMP manager must be able to reach any one of the IP interfaces on the
switch.

For the SNMP manager to receive the SNMPv1 traps sent out by the SNMP agent
on the switch, configure the trap host on the switch with the following command:

Switch(config)# snmp-server host <[P address> traps version 1 <trap host
community string>

For more information on SNMP usage and configuration, see Chapter 30, “Simple
Network Management Protocol.”
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Zero Touch Provisioning

Zero Touch Provisioning (ZTP) enables a switch to automatically provision itself
using the resources available on the network without manual intervention. When a
switch with ZTP enabled starts up, it locates a DHCP server which provides the
switch with an interface IPv4 address and a gateway IPv4 address. The switch then
obtains the IP address of a TFTP server from which it will download the necessary
boot file. The next step is for the switch to run the boot file.

On the switch, ZTP will trigger when any of the following conditions are met:
e a switch boots with no startup configuration (only the default configuration)
e the startup configuration is erased and the switch is reloaded

e ZTP is forcedly enabled from the CLI
Note: ZTP will not be triggered if it is forcedly disabled from the CLL

During the boot process, if the switch does not find a startup configuration and
ZTP is enabled, the switch will enter ZTP mode. When forcedly enabled from the
CLL the switch enters ZTP mode regardless of the presence of a startup
configuration. The switch will search for available DHCP servers and request them
to acquire an interface address, a gateway address, the TFTP server address, and
the boot file name.

After the information from the DHCP server is obtained, ZTP will download and
run the boot file, and then execute the ZTP process according to the boot file. ZTP
automatically handles the process of upgrading the switch software image and
installing configuration files.

Notes:

e During the boot process, a prompt will appear asking if you want to abort or
continue the ZTP process. If you choose to exit ZTP, the switch will continue
with its normal boot process, using the default configuration or any startup
configuration, if one is present on the switch and ZTP was forcedly enabled
from the CLL

e If ZTP was forcedly enabled and no DHCP server was found during the ZTP
process, any previous IPv4 address manually configured of the management
interface will be removed.

o If ZTP is canceled during its execution, the switch exits ZTP mode. If an interface
IPv4 address was obtained, it will not be released. If any files where
downloaded, they will not be deleted.

e Important ZTP events are logged by the switch and are available for display
from a console session.

© Copyright Lenovo 2018 Chapter 2: Switch Administration 951



DHCP Discovery
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After entering ZTP mode, the switch sends a DHCP discover message on its
management interface requesting DHCP offers from the DHCP servers present on
the network. The receiving DHCP server replies with a DHCP offer message.

When the DHCP client receives the DHCP offer message, it will request the DHCP
server to send the following information:

an interface IPv4 address

o a gateway IPv4 address

the TFTP server IP address (using option 66)

the boot file name (using option 67)

The switch completes the DHCP negotiation process (request and
acknowledgement) with the DHCP server, which assigns the switch an IPv4
address. The switch then uses the acquired TFTP server IP address to contact the
TFTP server. The boot file name contains the complete file path of the boot file on
the TFTP server. The switch then downloads the boot file.

If no DHCP servers reply to the DHCP discover message or if no DHCP offer meets
the ZTP requirements, the switch will be unable to complete the DHCP negotiation
and an IPv4 address is not assigned (except the default IPv4 address
192.168.50.50/24, but this cannot help the switch finalize the ZTP process). ZTP will
try three times to successfully obtain the required information. If it fails the DHCP
negotiation three times, the switch exits ZTP mode and continues the normal boot
process.

Notes:

o The interface IPv4 address obtained from the DHCP server is kept and used
even after the ZTP process over.

e ZTP supports only DHCPv4 and not DHCPv6.
e ZTP supports only TFTP and not FTP, SCP, or other transfer protocols.

e DHCP servers must be configured with options 66 and 67 to ensure that the
switch always obtains the TFTP server hostname and the boot file name during
the ZTP process.

DHCP options 66 and 67 are enabled by default on the switch. If either of them is
intentionally disabled, the ZTP process will result in a failure.

DHCP option 66 provides the IP address of a single TFTP server. To enable or
disable DHCP option 66, use the following command:

Switch(config)# [no] ip dhcp client request tftp-server-name

DHCP option 67 provides the file path of the boot file needed by ZTP. To enable or
disable DHCP option 67, use the following command:

Switch(config)# [no] ip dhcp client request bootfile-name
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ZTP Boot File
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The boot file is written in YAML format and contains switch models, and under
each switch model are several fields that instruct the ZTP process what to do.

The boot file may contain up to three fields under each switch model:

e img_name - this instructs ZTP to update the switch software image to the
specified image version and configure it as the standby image on the switch

e configuration - this instructs ZTP to copy the specified configuration file
from the TFTP server and use it as the startup configuration file on the switch

e script - this instructs ZTP to copy the script file and execute it on the switch

ZTP checks the boot file for the switch model and execute the appropriate actions
according to the fields under the correct switch model.

ZTP supports the execution of Python scripts. If there is a script field under the
switch model in the boot file, the field has a higher priority than the other two
fields (img_name and configuration) and ZTP will ignore them. ZTP
downloads the Python script file to the switch and executes it. The script can also
contain instructions to download and install a switch software image and a
configuration file.

Note: The Python script file is stored in a temporary folder on the switch and it
will be deleted once the switch reloads.

Following is an example of a boot file:

G8272:
img_name : G8272-10.6.0.1.1img
configuration: netboot_config_file_G8272
script : netboot_G8272.py

G8296:
img_name 1 68296-10.6.0.1.1img
configuration: netboot_config_file_G8296
script : netboot_G8296.py

G8332:
img_name : G8332-10.6.0.1.1img
configuration: netboot_config_file_G8332
script : netboot_G8332.py

Note: After the ZTP process is over, the switch will be reloaded if the software
image or the startup configuration are updated. If ZTP executes a Python script,
the reloading of the switch is decided by the script instead.
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Forcedly Enabling or Disabling ZTP
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ZTP can be forcedly enabled on the switch even if there is a startup configuration
present. It can also be forcedly disabled to not execute even if there is no startup
configuration.

ZTP can have one of the following states:
o Default

e Forcedly Enabled

e Forcedly Disabled

To forcedly enable ZTP on the switch, use the following command:

‘ Switch(config)# startup zerotouch force enable

To forcedly disable ZTP on the switch, use the following command:

‘ Switch(config)# startup zerotouch force disable

To reset the ZTP to its default setting, use the following command:

‘ Switch(config)# no startup zerotouch force

To view the current ZTP state, use the following command:

Switch# display boot

Current ZTP State: Enable
Current FLASH software:
active image: version 10.6.0.1, downloaded 18:39:47 UTC Wed Sep 16 2015
standby image: version 10.6.0.1, downloaded 18:44:40 UTC Wed Sep 16 2015
Uboot: version 10.6.0.1, downloaded 17:49:51 UTC Thu Jul 30 2015
Currently set to boot software active image
Currently scheduled reboot time: none
Current port mode: default mode

To view the ZTP parameters obtained after the ZTP process has executed, use the
following command:

Switch# display zerotouch

TFTP server: 10.122.3.69
Image: G8xxx-10.6.0.1.img
Configuration: netboot_config_file_G8xxx
Script: netboot_G8xxx.py
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DHCP IP Address Services

For remote switch administration, the client terminal device must have a valid IP
address on the same network as the switch interface. The IP address on the client
device may be configured manually, or obtained automatically using IPv6 stateless
address configuration, or an IP address may be obtained automatically via DHCP
relay as discussed in the next section.

The switch can function as a relay agent for DHCP. This allows clients to be
assigned an IP address for a finite lease period, reassigning freed addresses later to
other clients. Acting as a relay agent, the switch can forward a client’s IP address
request to up to five DHCP servers. Additionally, up to five domain specific DHCP
servers can be configured for each of up to 10 VLANS.

When a switch receives a DHCP request from a client seeking an IP address, the
switch acts as a proxy for the client. The request is forwarded as a UDP unicast
MAC layer message to the DHCP servers configured for the client’s VLAN or to the
global DHCP servers if no domain-specific DHCP servers are configured for the
client’s VLAN. The servers respond to the switch with a unicast reply that contains
the IP default gateway and the IP address for the client. The switch then forwards
this reply back to the client.

DHCP is described in RFC 2131 and the DHCP relay agent supported on the switch
is described in RFC 1542. DHCP uses User Datagram Protocol (UDP) as its
transport protocol. The client sends messages to the server on port 67 and receives
messages from the server on port 68.

DHCP Client Configuration
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DHCP is enabled by default on the management interface and disabled on all other
interfaces. You can enable DHCP only on a maximum of 10 interfaces, including
the management interface.

To enable or disable DHCP on an interface (for example ethernet interface 1/12),
use the following command:

e for DHCPv4:

Switch(config)# interface ethernet 1/12
Switch(config-if)# no bridge-port
Switch(config-if)# ip address dhcp

e for DHCPveé:

Switch(config)# interface ethernet 1/12
Switch(config-if)# no bridge-port
Switch(config-if)# ipvé address dhcp

Notes:

e DHCP cannot be enabled on an interface configured as a switch port, only on
routing ports.

e Manually configuring an IP address on an interface will disable DHCP for that
interface.
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DHCPv4 Hosthame Configuration (Option 12)

The switch supports DHCPv4 hostname configuration as described in RFC 2132,
option 12. DHCPv4 hostname configuration is disabled by default.

The switch’s hostname can be manually configured using the following command:

Switch(config)# hostname <system network name>

Note: If the hostname is manually configured, the switch does not replace it with
the hostname received from the DHCPv4 server.

After DHCP configures the hostname on the switch, if the DHCPv4 configuration
is disabled, the switch retains the hostname.

To enable or disable DHCP hostname configuration, use the following command
on an interface (in this example, ethernet port 1/12 is used):

Switch(config)# interface ethernet 1/12
Switch(config-if)# [no] ip dhcp client request host-name

To view the system hostname use the following command:

‘ Switch> display hostname

Note: The switch prompt also displays the hostname.

DHCPv4 Syslog Server (Option 7)

The switch supports the requesting of the Syslog server IP address from the DHCP
server as described in RFC 2132, option 7. The DHCPv4 Syslog server request
option is disabled by default.

Note: Manually configured Syslog servers take priority over the DHCPv4 Syslog
server.

Up to three Syslog server addresses received from the DHCPv4 server can be used.
The Syslog server addresses can be learned over the management port or an
ethernet port.

To enable or disable the DHCP Syslog server request, use the following command
on an interface (in this example, ethernet port 1/12 is used):

Switch(config)# interface ethernet 1/12
Switch(config-if)# [no] ip dhcp client request log-server

To view the Syslog server address, use the following command:

Switch> display logging server

Logging server: enabled
{*2.2.2.1}
Server severity: debugging
Server facility: local7
Server vrf: data

* - Values assigned by DHCP Client.
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DHCPv4 NTP Server (Option 42)

This option request the DHCP server to provide a list of IP addresses indicating
Network Time Protocol (NTP) servers available to the client. The NTP servers are
listed in order of preference. The switch supports the requesting of NTP servers as
described in RFC 2132, option 42.

By default, the switch does not include this request in DHCPv4 messages. To
enable or disable this option on an interface, use the following command (in this
example, ethernet port 1/12 is used):

Switch(config)# interface ethernet 1/12
Switch(config-if)# [no] ip dhcp client request ntp-server

Note: Any manually configured NTP server will not be overwritten by the NTP
servers received via DHCPv4.

To view the list of NTP servers, use the following command:

‘ Switch> display ntp peers

DHCPv4 Vendor Class Identifier (Option 60)
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This option is used by a DHCP client to identify itself to the DHCP server. It is used
to define the vendor type and functionality of the DHCP client. The DHCP client
can communicate to a server that it uses a specific type of hardware or software by
specifying its Vendor Class Identifier (VCI).

The switch supports the identifying of a TFTP server as described in RFC 2132,
option 60.

Each switch interface can be configured with a different VCL

By default, the switch will include this option in DHCPv4 packets. To enable or
disable the identification of TFTP servers use the following command (in this
example, ethernet port 1/12 is used):

Switch(config)# interface ethernet 1/12
Switch(config-if)# [no] ip dhcp client class-id

Note: Depending on the Lenovo RackSwitch, the default VCl is different.

o for the Lenovo RackSwitch G8272, the default VCI is 'LENOVO G8272’

o for the Lenovo RackSwitch G8296, the default VCI is 'LENOVO G8296’

o for the Lenovo RackSwitch G8332, the default VCI is ‘LENOVO G8332’

o for the Lenovo RackSwitch NE2572, the default VCI is ‘LENOVO NE2572’

o for the Lenovo RackSwitch NE10032, the default VCI is ‘LENOVO NE10032’
o for the Lenovo RackSwitch NE1032, the default VCI is ‘LENOVO NE1032’

o for the Lenovo RackSwitch NE1032T, the default VCI is ‘LENOVO NE1032T”
o for the Lenovo RackSwitch NE1072T, the default VCI is 'LENOVO NE1072T”
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DHCPv4 Snooping

DHCP snooping provides security by filtering untrusted DHCP packets and by
building and maintaining a DHCP snooping binding table.

A trusted port is an interface connected to a legitimate DHCP server. By default, all
ports are untrusted. To configure a port as trusted, enter the following Interface
mode command:

Switch(config-if)# [no] ip dhcp snooping trust

By default, DHCP snooping is disabled on all VLANSs. You can enable DHCP
snooping globally or on one or more VLANS. To enable this feature globally, enter
the following command:

‘ Switch(config)# [no] ip dhcp snooping

To enable DHCP snooping on a specific VLAN, use the following command:

‘ Switch(config)# [no] ip dhcp snooping vlan <VLAN>

where VLAN is the VLAN ID.

Configure the DHCPv4 Snooping Binding Table

The DHCPv4 snooping binding table contains the MAC address, the IP address,
lease time, binding type, VLAN number, and port number that correspond to the
local untrusted interface on the switch; it does not contain information regarding
hosts interconnected with a trusted interface.

The binding table is saved to flash memory every ten minutes. When the system
reboots, the binding table is recovered from the flash file. The maximum number of
entries in the DHCPv4 snooping binding table is 2048.

Sometimes you may want to manually configure the binding table entries, such as
when you need to use a static IP address. Use the following command to configure

a binding table entry:
Switch(config)# ip dhcp snooping binding <MAC> vlan <VLAN> <IP address>
interface ethernet <slot>/<port> expiry <lease time range>

where:

Argument Description

MAC The MAC address of the switch

VLAN The VLAN ID; an integer from 1-4093.

IP address A valid IPv4 address
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Argument Description

slot The ethernet slot

port The ethernet port

lease time range The lease time range; an integer from 1-4294967295

Configure the DHCPv4 Snooping Syslog

The DHCP snooping daemon creates syslogs when some important events
happen, such as a change to a dynamic entry or the timer.

There are two timers in DHCP snooping. One refreshes DHCP snooping binding
entries every 60 seconds. The other one saves the binding table to flash every ten
minutes. These syslogs are useful for monitoring and adjusting DHCP.

To set the DHCP snooping log level, enter::

Switch(config)# logging level dhcp-snp <logging level>

where:

Logging Level Meaning

0 Emergency
1 Alert

2 Critical

3 Error

4 Warning

5 Notification
6 Information
7 Debug

DHCP Snooping Limitations
e DHCP snooping is not supported on a management port.

e DHCP is only supported on Ethernet ports. It is not supported on a portchannel
or routing port.

e DHCP snooping does not support LACP or static aggregations.
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DHCP Relay Agent
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When DHCP clients and associated servers are not on the same physical subnet, a
DHCP relay agent can transfer DHCP messages between them. When a DHCP
request arrives on an interface, the relay agent forwards the packet to all DHCP
server IP addresses configured on that interface. The relay agent forwards replies
from all DHCP servers to the host that sent the request. If no DHCP servers are
configured on that interface, the relay agent will not forward packets.

DHCP has two versions. DHCPv4 is used to configure hosts with IPv4 addresses,
IPv4 prefixes, and other configuration data required to operate in an IPv4 network.
DHCPv6 is used to configure hosts with IPv6 addresses, IPv6 prefixes, and other
configuration data required to operate in an IPv6 network.

For DHCPv4, you can configure the relay agent to add the relay agent information
(option 82) in the DHCPv4 message and then forward it to the DHCPv4 server. The
reply from the server is forwarded back to the client after removing option 82.

The DHCP Relay Agent is globally enabled by default. To globally enable or
disable DHCP use the following command:

e for DHCPv4:

‘ Switch(config)# [no] ip dhcp relay

o for DHCPv6:

‘ Switch(config)# [no] ipv6 dhcp relay

DHCP relay can be configured differently on each ethernet port or VLAN. The
maximum number of DHCP servers configured on an interface is 32. To configure
DHCP on an interface, use the following steps:

. Enter the configuration menu for the desired interface (in this example, ethernet

interface 1/12 is used):

Switch(config)# interface ethernet 1/12
Switch(config-if)#

. Configure the DHCP server address:

e for DHCPv4:

‘ Switch(config-if)# ip dhcp relay address <IPv4 server address>

o for DHCPv6:

‘ Switch(config-if)# ipvé dhcp relay address <IPu6 server address>

Application Guide for CNOS 10.6



3. To view the current DHCP settings, use the following command:

e for DHCPv4:

| Switch> display ip dhcp relay

e for DHCPveé:

| Switch> display ipv6é dhcp relay

DHCPv4 Option 82

DHCPv4 option 82 provides a mechanism for generating IP addresses based on the
location in the network of the client device. When you enable the DHCPv4 relay
agent option on the switch, it inserts the relay agent information option 82 in the
packet. The switch then sends a unicast DHCPv4 request packet to the DHCPv4
server. The DHCPv4 server uses the option 82 field to assign an IP address and
sends the packet, with the original option 82 field included, back to the relay agent.
The DHCPv4 relay agent strips off the option 82 field in the packet and sends the
packet to the DHCPv4 client.

The configuration of this feature is optional. The feature helps resolve several
issues where untrusted hosts access the network. See RFC 3046 for details.

To configure DHCPv4 option 82, use the following command:

Switch(config)# ip dhcp relay information option
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Switch Login Levels
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To enable better switch management and user accountability, two levels or classes
of user access have been implemented on the switch. The levels of access to CLI
management functions and screens increase as needed to perform various switch
management tasks. Conceptually, access classes are defined as follows:

e Network Operators can only make temporary changes on the switch. These
changes will be lost when the switch is reloaded or reset. Operators have access
to the switch management features used for daily switch operations. Because
any changes an operator makes are undone by a reload of the switch, operators
cannot severely impact switch operation.

o Network Administrators are the only ones that may make permanent changes to
the switch configuration—changes that are persistent across a reload or reset of
the switch. Administrators can access switch functions to configure and
troubleshoot problems on the device. Because administrators can also make
temporary (operator-level) changes as well, they must be aware of the
interactions between temporary and permanent changes.

Note: The default (predefined) access classes cannot be removed or their rules
modified. Also, new access classes cannot be created.

Access to switch functions is controlled through the use of unique usernames and
passwords. Once you are connected to the switch via console, Telnet, or SSH, you
are prompted to enter a password. The default username and password
combinations for each access level are listed in Table 2.

Note: It is recommended that you change the default switch passwords after initial
configuration and as regularly as required under your network security policies.

Table 2. Default Username and Password Combinations

User Password |Description and Tasks Performed Status
Account
oper oper The Operator manages all functions of the Disabled

switch. The Operator can reset ports, except
the management port.

admin admin The Administrator has complete access to all |Enabled
menus, information, and configuration
commands on the switch, including the
ability to change both the operator and
administrator passwords.

The following characters are restricted in CNOS and cannot be used in passwords:
"2°8()<>];'$

For more details, see “End-user Access Control” on page 128.
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To display the current role configurations, use the following command:

Switch> display role

Role : network-admin
Description: Predefined network admin role has access to all commands
on the switch

1 permit read-write

Role : network-operator
Description: Predefined network operator role has access to all read
commands on the switch

1 permit read

While a network administrator has access to all of the CLI commands, a network
operator has a more limited access, only being able to run commands such as:

e display

e end

e exit

e logout

e quit

e terminal

e enable

e disable

e ping

e ping6

e traceroute
e traceroute6
e ssh

e sshé6

e telnet

e telneté6

e where

e configure device
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Ping (Poll INternet Gateway) is an administration utility used to test the
connectivity between two network IP devices. It also measures the length of time it
takes for a packet to be sent to a remote host plus the length of time it takes for an
acknowledgement of that packet to be received by the source host.

Ping functions by sending an Internet Control Message Protocol (ICMP) echo
request to the specified remote host and waiting for an ICMP reply from that host.

Using this method, ping also determines the time interval between when the echo
request is sent and when the echo reply is received. This interval is called
round-trip time. At the end of the test, ping will display the minimum, maximum,
and average round-trip times, and the standard deviation of the mean.

Besides the round-trip time, ping can also measure the rate of packet loss. This is
determined by the number of received echo replies over the number of sent echo
requests. It is displayed as a percentage.

The Switch also supports ping for IPv6 addressing.

To perform a standard ping test, use the following commands:

o IPv4:

‘ Switch# ping <target IPv4 address>vrf management

o IPvé6:

‘ Switch# ping6é <target IPv6 address>vrf management

For example:

Switch# ping 10.10.10.1 vrf management

PING 10.10.10.1 (10.10.10.1) from 10.10.10.127: 56(84) bytes of data.
64 bytes from 10.10.10.1: icmp_seq=1 ttl=61 time=0.368 ms
64 bytes from 10.10.10. icmp_seq=2 ttl=61 time=0.280 ms
64 bytes from 10.10.10. icmp_seq=3 ttl=61 time=0.308 ms
64 bytes from 10.10.10. icmp_seq=4 ttl=61 time=0.291 ms
64 bytes from 10.10.10. icmp_seq=5 ttl=61 time=0.320 ms

PR RRR

--- 10.10.10.1 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 3996ms
rtt min/avg/max/mdev = 0.280/0.313/0.368/0.034 ms

Note: If no specific VRF instance is configured, the switch uses the default
management VRF. In this case, the user can also use the following command:

Switch# ping <target IPv4 address>
or
Switch# ping6 <target IPv6 address>
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Ping Configurable Parameters

Ping can be configured with various parameters, such as specifying the number or
size of echo requests, the time interval between each transmission, or the
nonresponsive timeout interval for sent packets.

Test Interruption

Ping tests can be manually stopped at any point in the process. When the
interruption is detected, ping will stop sending echo requests and display the
results based on the packets transmitted up to that point.

To manually terminate a ping test, press <Ctrl + C>.

Ping Count

By default, ping transmits a sequence of five echo requests. To configure the
number of packets sent during the test, use the following command:

Switch# ping <target IPv4 address> count <I-655350>

Ping can also be configured to continuously send echo requests until the test is
manually interrupted. To achieve this, use the following command:

‘ Switch# ping <target IPv4 address> count unlimited ‘

For IPv6 addressing, the commands are as follows:

‘ Switch# ping6 <target IPv6 address> count <I-655350> ‘

‘ Switch# pingé <target IPv6 address> count unlimited ‘

Ping Packet Interval

By default, ping does not wait between consecutive echo requests. As soon as a
echo reply has been received or the nonresponsive timer has expired, ping will
send the next echo request.

To configure a time interval, in seconds, between the transmission of packets, use
the following command:

‘ Switch# ping <target IPv4 address> interval <1-60> ‘

For IPv6 addressing, the command is as follows:

‘ Switch# ping6 <target IPv6 address> interval <I-60> ‘
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Ping Packet Size

By default, ping sends echo requests with a packet size of 56 bytes. Specifying a
larger size than the default can help in detecting the loss of big packets.

To configure the packet size, in bytes, use the following command:

‘ Switch# ping <target IPv4 address> packet-size <1-65468>

For IPv6 addressing, the command is as follows:

‘ Switch# ping6 <target IPv6 address> packet-size <I1-65468>

Ping Source

By default, ping automatically chooses the outgoing interface for echo requests and
sends the packets using the IP address of that interface. To check the connectivity
of different paths through the network, you can specify the interface used for
sending echo requests.

To use a specific interface during the ping test, use the following command:

Switch# ping <target IPv4 address> source <source IPv4 address>

Note: The source IPv4 address is the IP address of the desired switch interface.

You can also choose the interface used for the ping test by directly specifying the
desired interface. To achieve this, use the following command (in this example,
ethernet port 1/12 is used):

‘ Switch# ping <target IPv4 address> interface ethernet 1/12

For IPv6 addressing, the commands are as follows:

‘ Switch# ping6 <target IPv6 address> source <source IPv6 address>

‘ Switch# ping6 <target IPv6 address> interface ethernet 1/12

Ping DF-Bit

By default, echo requests are fragmented when they are forwarded through the
network. Configuring packets not to be fragmented when traversing the network
can be help in determining the maximum transmission unit (MTU) of the path.

To enable the non-fragmentation of echo requests, use the following command:

Switch# ping <target IPv4 address> df-bit

Note: This parameter is configurable only for IPv4 addressing.
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Ping Timeout

By default, after sending an echo request, ping waits up to a maximum of two
seconds for an echo reply. If this time interval expires and an echo reply is not
received, ping will declare that the remote host has timed out and that the sent
packet is lost.

To configure the timeout interval, in seconds, use the following command:

‘ Switch# ping <target IPv4 address> timeout <I1-60>

For IPv6 addressing, the command is as follows:

‘ Switch# ping6 <target IPv6 address> timeout <I1-60>

Ping VRF

By default, ping uses the default Virtual Routing and Forwarding (VRF) instance.
To configure ping to use a different VRF instance, use the following command:

‘ Switch# ping <target IPv4 address> vrf {default|management}

Note: You can choose only between the default or management VRF instances.

For IPv6 addressing, the command is as follows:

‘ Switch# ping6 <target IPv6 address> vrf {default|management}

Ping Interactive Mode

To configure a custom ping test, you can choose what parameters to change by
combining the previously presented commands.

Besides this option, you can customize a ping test by using Ping Interactive Mode.
In this mode, you can configure additional parameters: the type of service (ToS),
the hop limit or time-to-live (ITL) and the data pattern.

Note: Ping Interactive Mode is only available for IPv4 addressing.

To enter Ping Interactive Mode, use the following command:

Switch# ping
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You will be prompted to specify the value of each configurable parameter. If you
do not enter a value, the default will be used.

Switch# ping

Vrf context to use [default]: management

Protocol [ip]:

Target IP address: 10.241.1.11

Repeat count [5]: 7

Datagram size [56]: 100

Timeout in seconds [2]: 1

Sending interval in seconds [1]:

Extended commands [n]: yes

Source address or interface:

Type of service [0]:

Set DF bit in IP header? [no]: yes

Data pattern [OXABCD]:

PATTERN: ©Oxabcd

PING 10.241.1.11 (10.241.1.11) 100(128) bytes of data.

108 bytes from 10.241.1.11: icmp_seq=1 ttl=61 time=0.337 ms
108 bytes from 10.241.1.11: icmp_seq=2 ttl=61 time=0.288 ms
108 bytes from 10.241.1.11: icmp_seq=3 ttl=61 time=0.311 ms
108 bytes from 10.241.1.11: icmp_seq=4 ttl=61 time=0.288 ms
108 bytes from 10.241.1.11: icmp_seq=5 ttl=61 time=0.317 ms
108 bytes from 10.241.1.11: icmp_seq=6 ttl=61 time=0.288 ms
108 bytes from 10.241.1.11: icmp_seq=7 ttl=61 time=0.315 ms

PR RRRR

---10.241.1.11 ping statistics ---
7 packets transmitted, 7 received, 0% packet loss, time 5997ms
rtt min/avg/max/mdev = 0.288/0.306/0.337/0.022 ms
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Traceroute
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Traceroute is a diagnostic tool used to determine the network route between the
switch and a remote device. It displays the network nodes (routers or gateway
devices) crossed by a packet until it arrives at the specified destination.

Traceroute sends a sequence of User Datagram Protocol (UDP) packets addressed
to a remote device. To determine the intermediate routers between the source and
the destination devices, traceroute adjusts the time-to-live (TTL) value, also known
as hop limit, of each sequence of sent packets. When a packet crosses a router, its
hop limit is decreased by one. If a router detects a hop limit of zero, it discards the
packet and sends the source host an Internet Control Message Protocol (ICMP)
error message - Time Exceeded.

Traceroute configures the starting sequence of packets with a hop limit of one. The
packets reach the first router and their hop limit is reduced from one to zero. The
router will not forward the packets, but will instead discard them. Then, it sends an
ICMP error message to the source host.

Traceroute sends the next set of packets with a hop limit of two. This time, the first
router forwards the packets, reducing their TTL value from two to one. The packets
reach the second router, which updates their hop limit to zero and discards them.
Then, the seconds router will send the source host an ICMP error message.

Traceroute continues to send packets with increasing hop limit until the targeted
remote device receives the packets and returns an ICMP echo reply.

After receiving the echo reply, traceroute uses the returned ICMP messages to
create a list of the routers crossed by the packets. It uses the time interval between
transmission and reception of packets as the delay (or latency) value for each node.

The Switch also supports traceroute for IPv6 addressing.

To perform a traceroute test, use the following commands:

o [Pv4:

| Switch# traceroute <target IPv4 address>

e [Pvé6:

| Switch# traceroute6 <target IPv6 address>

For example:

Switch# traceroute 10.241.1.11

traceroute to 10.241.1.11 (10.241.1.11), 30 hops max, 56 byte packets
1 10.241.41.1 (10.241.41.1) 1.988 ms 2.117 ms 2.299 ms

2 10.241.4.254 (10.241.4.254) 1.903 ms 1.914 ms 2.649 ms

3 10.241.1.33 (10.241.1.33) 1.138 ms 1.195 ms 1.242 ms

4 10.241.1.11 (10.241.1.11) 1.085 ms !X 1.079 ms !X 1.087 ms !X
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Traceroute Configurable Parameters

Traceroute is less customizable than ping, providing options only for choosing the
outgoing interface or Virtual Routing and Forwarding (VRF) instance.

Test Interruption

Traceroute tests can be manually stopped at any point in the process. When the
interruption is detected, traceroute will stop sending UDP packets and display the
results based on the packets transmitted up to that point.

To manually terminate a Traceroute test, press <Ctrl + C>.

Traceroute Source

By default, traceroute automatically chooses the outgoing interface for sending
UDP packets and transmits the packets using the IP address of that interface. To
check the connectivity of different paths through the network, you can specify the
interface used for sending packets.

To use a certain interface during a traceroute test, use the following command:

Switch# traceroute <target IPv4 address> source <source IPv4 address>

Note: The source IPv4 address is the IP address of the desired switch interface.

For IPv6 addressing, the command is as follows:

Switch# traceroute6 <target IPv6 address> source <source IPv6 address>

In the case of IPv6 addressing, you can also choose the interface used for the
traceroute test by directly specifying the desired interface. To achieve this, use the
following command (in this example, ethernet port 1/12 is used):

‘ Switch# traceroute6 <target IPv6 address> interface ethernet 1/12

Traceroute VRF

By default, traceroute uses the default Virtual Routing and Forwarding (VRF)
instance. To configure traceroute to use a different VRF instance, use the following
command:

Switch# traceroute <target IPv4 address> vrf {default|management}

Note: You can choose only between the default or management VRF instances.

For IPv6 addressing, the command is:

Switch# traceroute6 <target IPv6 address> vrf {default|management}
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Traceroute Interactive Mode
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To customize a traceroute test, you can also use Traceroute Interactive Mode. In
this mode, you can configure additional parameters, such as the timeout interval,
the hop limit or time-to-live (TTL), or the destination UDP port number.

Note: Traceroute Interactive Mode is only available for IPv4 addressing.

To enter Traceroute Interactive Mode, use the following command:

Switch# traceroute

You will be prompted to specify the value of each configurable parameter. If you
do not enter a value, the default will be used.

Switch# traceroute

Vrf context to use [default]: management

Protocol [ip]:

Target IP address: 10.241.1.11

Source address: 10.241.41.27

Numeric display [n]: yes

Timeout in seconds [2]: 1

Probe count [3]: 5

Maximum time to live [30]: 20

Port Number [33434]: 15477

traceroute to 10.241.1.11 (10.241.1.11), 20 hops max, 56 byte packets
1 10.241.41.1 0.665 ms 0.870 ms 1.102 ms 1.375 ms 1.611 ms
2 10.241.4.254 1.459 ms 1.530 ms 1.568 ms 1.607 ms 1.646 ms
3 10.241.1.33 0.790 ms 0.854 ms 1.654 ms 1.701 ms 1.755 ms

4 10.241.1.11 0.287 ms !X 0.148 ms !X 0.096 ms !X 0.120 ms !X
0.130 ms !X
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Network Time Protocol

The Network Time Protocol (NTP) is used to synchronize the internal clocks of
network devices. This is helpful for troubleshooting network problems by
correlating events on different network devices using, for example, syslog
messages.

NTP provides the switch with a mechanism to accurately update its clock to be
consistent with the clocks of other network devices within a precision of one
millisecond.

NTP uses User Datagram Protocol (UDP) to communicate across the network.

By default, the NTP service is enabled on the switch. To enable or disable the NTP
service, use the following command:

‘ Switch(config)# [no] feature ntp

This can also be achieved by using the following command:

‘ Switch(config)# [no] ntp enable

When NTP is enabled by using the ntp enable command, any configuration
settings are saved in a file on the switch. If the protocol is disabled using the

no ntp enable and then re-enabled, the switch will use that file to restore the
NTP configuration. Any NTP commands issued while the protocol is disabled are
ignored by the switch.

Note: If the NTP service is disabled by issuing the no ntp feature command,
the NTP configuration is erased and it will not be restored after re-enabling the
service.

By default, NTP will communicate across the interfaces configured in the
management Virtual Routing and Forwarding (VRF) instance. To allow NTP to
transmit and receive information using other VRF instances, use the following
command:

‘ Switch(config)# ntp use-vrf {default|management}

Note: Only the default or management VRF instances can be used.

NTP Synchronization Retry

An NTP synchronization can be manually triggered by using the following
command:

Switch# ntp sync-retry
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NTP Client and Peer

The switch can function as an NTP client and synchronize its internal clock with
the clock of a remote NTP server. This synchronization is only one way, as the NTP
server does not update its clock to match the one of the NTP client.

The switch supports both IPv4 or IPv6 address-based NTP.

To add or remove a remote NTP server, use the following command:

Switch(config)# [no] ntp server <IP address>

For the purpose of redundancy in scenarios where an NTP server is unreachable,
NTP peers can be configured to communicate with each other. This mechanism is
called symmetric-active mode and NTP peers associated in this manner can
synchronize their internal clocks. The switch clock is updated using the clock of the
remote NTP peer and vice-versa.

To add or remove a remote NTP peer, use the following command:

Switch(config)# [no] ntp peer <IP address>

Note: An NTP server and an NTP peer cannot share the same IP address. If you
configure an NTP server using a specific IP address, you cannot use the same
address to set up an NTP peer or vice-versa.

To view the list of currently configured NTP servers or peers, use the following
command:

Switch> display ntp peers

Peer IP Address Serv/Peer
9.110.36.180 Server (configured)
129.36.17.25 Server (configured)
10.10.122.36 Peer (configured)
10.10.122.59 Peer (configured)

Note: The maximum number of NTP servers and peers statically or dynamically
configured on the switch is 64.

To view the status of NTP servers and peers, use the following command:

Switch> display ntp peer-status

Total peers : 1
* - selected for sync, + - peer mode(active),

- - peer mode(passive), = - polled in client mode
remote local st poll reach delay
=9.110.36.180 9.111.86.200 16 64 0 0.00000
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NTP Authentication Field Encryption Key

Information (packets) exchanged between the switch and NTP servers or peers can
be configured to include encrypted authentication fields. These fields are encoded
using a key.

By default, no encrypted fields are included in NTP packets.

To configure encryption authentication fields for NTP servers, use the following
command:

Switch(config)# ntp server <IP address> key <1-65534>

To configure encryption authentication fields for NTP peers, use the following
command:

‘ Switch(config)# ntp peer <IP address> key <1-65534>

NTP Polling Intervals
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The switch will periodically poll configured NTP servers or peers, and synchronize
its internal clock.

Each individual NTP server or peer can be configured with different poll intervals
by specifying a minimum and maximum time limit. The polling interval limits are
configured in seconds, using powers of 2.

Each limit can be configured with a minimum value of 4, meaning 2% or 16 seconds,
and a maximum value of 16, meaning 216 or 65536 seconds (18.2 hours).

To configure the minimum polling interval for NTP servers, use the following
command:

Switch(config)# ntp server <IP address> minpoll <4-16>

To configure the minimum polling interval for NTP peers, use the following
command:

Switch(config)# ntp peer <IP address> minpoll <4-16>

By default, the minimum polling limit has a value of 4 (16 seconds).

To configure the maximum polling interval for NTP servers, use the following
command:

Switch(config)# ntp server <[P address> maxpoll <4-16>

To configure the maximum polling interval for NTP peers, use the following
command:

Switch(config)# ntp peer <IP address> maxpoll <4-16>

By default, the maximum polling limit has a value of 6 (64 seconds).
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NTP Preference

During configuration, some NTP servers or peers can be marked as preferred over
other devices. Preferred NTP servers or peers take precedence when a clock update
is required.

To configure an NTP server as preferred, use the following command:

‘ Switch(config)# ntp server <IPaddress> prefer

To configure an NTP peer as preferred, use the following command:

‘ Switch(config)# ntp peer <IP address> prefer

Dynamic and Static NTP Servers

Using the Dynamic Host Configuration Protocol (DHCP) client, the switch can
dynamically learn the addresses of NTP servers.

The DHCP client will add a dynamic server to the list of NTP servers and peers
only if the new server is not already statically configured on the switch, or the list
has not reached its maximum size of 64 entries.

Static NTP servers take precedence over the ones dynamically learned through
DHCP. Any dynamic NTP server entry is removed if a static entry for the same
NTP server is configured on the switch.

If the list of NTP servers and peers is full, a statically configured NTP server will
replace the oldest dynamic entry in the list. If there are no dynamic entries, the
static server will not be added to the list.

The dynamic learning of NTP servers can only be enabled on individual switch
interfaces. For more details, see “DHCPv4 NTP Server (Option 42)” on page 57.

NTP Authentication

© Copyright Lenovo 2018

The switch can be configured to use authentication keys when exchanging packets
with an NTP server. NTP authentication ensures that the internal clock is
synchronized only using information received from a trusted NTP server.

NTP authentication uses a digital signature that is added to a packet, and it does
not encrypt the data contained inside the packet. The packet and the configured
authentication key are used to generate a non-reversible magic number which is
appended to the packet. The receiving device does the same computation and then
compares the results. If authentication succeeds (the two magic numbers match),
the packet is used to synchronize the time. If authentication fails (the two magic
numbers do not match), the packet is discarded.

By default, NTP authentication is disabled.
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To configure an authentication key, use the following command:

Switch(config)# ntp authentication-key <I-65534 (key ID)> md5 <key string>

Note: You can configure up to 65534 NTP authentication keys. The maximum size
of a key string is 8 characters. The key string is used together with the packet to
generate the non-reversible magic number.

To remove an authentication key, use the following command:

‘ Switch(config)# no ntp authentication-key <1-65534 (key ID)>

To view the configured NTP authentication keys, use the following command:

‘ Switch> display ntp authentication-keys

Once an authentication key is created, the key can be configured as a trusted key
and be used during the NTP authentication process. To enable or disable the use of
a specific key in the authentication process, use the following command:

‘ Switch(config)# [no] ntp trusted-key <1-65534 (key ID)>

To view the list of NTP trusted keys, use the following command:

‘ Switch> display ntp trusted-keys

To enable or disable NTP authentication, use the following command:

‘ Switch(config)# [no] ntp authenticate

To check the status of NTP authentication, use the following command:

‘ Switch> display ntp authentication-status

NTP Authentication Configuration Example

To enable NTP authentication on the switch, use the following steps.

1. Configure an NTP authentication key:

‘ Switch(config)# ntp authentication-key 10 md5 MyString

2. Configure the authentication key as a trusted key:

‘ Switch(config)# ntp trusted-key 10

3. Enable NTP authentication:

‘ Switch(config)# ntp authenticate
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Domain Name Server Client
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CNOS offers a Domain Name Server (DNS) client. A DNS is a hierarchical,
decentralized naming system for computers and services connected in a network.
Mainly, it translates easy-to-remember domain names (such as
www.example.com) to numerical IP addresses (92.175.123.87 or 2001::ba5) needed
to identify and locate the devices and services. This allows the DNS to be rapidly
updated when a service or host location is changed in the network, with no direct
impact on its users, who go on using the known host name

To enable or disable the DNS service, enter:

‘ Switch(config)# [no] ip domain-lookup

To configure a system as a DNS server, enter:

‘ Switch(config)# [no] ip name-server <IP address> vrf {default|management}

where IP address is a valid IPv4 or IPv6 address.

To set the default domain name, enter:

Switch(config)# [no] ip domain-name <default-domain-name> vrf
{default |management}

where default-domain-name is a valid domain name.

To add a domain to the list of domain names used by the DNS client, enter:

‘ Switch(config)# [no] ip domain-list <domain-name> vrf {default|management}

where domain-name is a valid domain name.

To add or remove a local mapping service between a specific hostname and IP
address, enter:

Switch(config)# [no] ip host <hostname> <IP address> vrf
{default [management}

where:

Table 3.

Argument Description

hostname The host name

IP address a valid IPv4 or IPv6 address

To see the DNS server running configuration, enter:

Switch> display running-config dns
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To see the DNS server options, such as whether it is enabled or disabled, the
default domain, additional domains, name servers ,and IP address to hostname
pairs, enter:

Switch> display hosts vrf {all|default|management}

Notes:

® The maximum number of domain name servers allowed per VRF instance is
three.

® The maximum number of domain names allowed in the domain names list per
VREF instance is six.

e The maximum number of hostname to IP address mappings allowed per VRF
instance is 100.
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System Logging

System logging (syslog) is the mechanism through which messages generated by
different software components, such as BGPE, NTP, or Telnet, are reported by the
switch applications. These messages are reported using several types of outputs
including the console terminal, virtual teletype (VTY) sessions (Telnet or SSH), log
files, or they are sent to remote syslog servers. Logging messages provide
operational information about software components, including the status of the
application, error reports, and detailed debugging data.

The switch uses the following format when outputting syslog messages:
<Timestamp> <IP/Hostname>(<OS string>: <VRF name>%<Syslog ID>:[<Process
Name>] <Message>

Note: The angle brackets (< and >) are not present in the syslog message format,
but they are used here to differentiate the individual components of the message.

The following parameters are used:

o Timestamp
The time of the message is displayed in the following format:
<year>-<month>-<day>T<hour(1-24)>:<minutes> : <seconds>+<timezone>
For example: 2015-08-01T18:39:59+00:00

e [P/Hostname
The IP address or hostname is displayed when configured.
For example: 1.1.1.1 or Switch

e OS string

A text string denoting the name of the switch operating system (in this case,
Ccnos)

e VRF name
The name of the VRF involved.
e Syslog ID
The syslog ID consists of three components that identify the syslog message:
<facility>-<severity level>-<mnemonic>
o facility - the application to which the message refers (such as BGP or NTP)
o severity level - the severity level of the message (a integer from 0 to 7)
o mmnemonic - a text string that uniquely describes a syslog message
® Process Name

The process name is only used when the syslog message is generated by a
shared library facility. In this case, the facility parameter within the Syslog ID
field identifies the shared library facility, whereas the application process facility
identifies the client process, which is using the shared library.

® Message

The syslog message containing detailed event information.
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Syslog Output
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Following are examples of syslog messages logged by process:

2017-05-17T04:50:33+00:00 G8272(cnos:data) %¥NSM-6-INIT: syslog service
initialized

2017-05-17T04:51:37+00:00 G8272(cnos:management)
%BGP-6-RIB_SCAN_REMAIN_TIME: RIB-SCAN timer is stopped with
remaining-time: 10 seconds

Following is an example of a syslog message logged by a shared library
(SECUREIMG) executed in the context of the IMISH process:

2017-05-17T21:19:17+00:00 G8272(cnos:data)
%SECUREIMG-6-VALID_IMAGE_DETECTED: [IMISH] Valid image detected

Following is an example of a message logged by a sub-application facility (COPP
thread of the QoS process):

2017-05-17T04:50:33.345+00:00 switch(cnos:data) %COPP-5-PACKET_LIMIT:
Maximum bandwidth utilization reached (port=eth®, limit=1 Gbps)

Syslog messages are stored in two types of log files: the customer log file and the
platform log file.

The customer log file stores messages generated by the switch applications. This
includes logs that record normal daily operations of the protocols, as well as error
conditions detected. These events are primarily used for troubleshooting and
auditing. The customer log file is persistent across switch reloads and can be
modified or removed. It can be configured to log messages of a certain severity. Its
maximum size can also be configured to a value between 4 kilobytes (KB) and 10
megabytes (MB). The log file consists of 8 individual parts, each with a maximum
size of 1.25 MB. By default, the switch is configured with a log file that has a
maximum size of 10 MB and it stores messages with a severity level of 6 or higher.

The platform log file is used to store system messages generated by the switch
operating system. These messages are mostly used for internal and debugging
purposes, and are typically not of interest to the end users. These messages are
stored in a set of files which are persistent across switch reloads. However, the log
file is permanent and it cannot be removed or modified. It logs any system
messages regardless of their severity and it consists of four individual parts, each
with a maximum size of 1 MB, adding to a maximum total of 4 MB.

To configure the storing of syslog messages in a customer log file on the switch, use
the command:

Switch(config)# logging logfile <log name> <0-7 (severity level)> size <4,096-10485760
(bytes)>

To delete all customer log file entries, use the following command:

Switch# remove logging logfile
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To disable the logging of messages to the log file, use the following command:

Switch(config)# no logging logfile

Syslog messages can also be enabled to be sent to devices connected via console or
virtual teletype (VTY) sessions (Telnet, SSH), or to remote dedicated syslog servers.
By default, the logging of messages is enabled on console sessions for messages
with a severity level of 2 or higher, and on VTY sessions for messages with a
severity level of 5 or higher.

To enable or disable message logging on console sessions, use the command:

‘ Switch(config)# [no] logging console

To enable or disable message logging on VTY sessions, use the command:

‘ Switch(config)# [no] logging monitor

To enable or disable message logging to the current terminal, use the command:

‘ Switch(config)# [no] logging terminal

Syslog Severity Levels

System Logging has eight severity levels that are attributed with a syslog message.
They are commonly associated with an integer from 0 to 7, where 0 is the highest
severity level and 7 the lowest.

Following are the different types of syslog severity levels:

e Emergency (0) - the system is unstable

e Alert (1) - a major error has occurred, that requires immediate action
o Critical (2) - an urgent error occurred, that requires immediate action
e Error (3) - a non-urgent error occurred

e Warning (4) - indication that an error might occur if not remedied

e Notice (5) - unusual events, but not error conditions

e Informational (6) - normal operation messages

e Debug (7) - information useful for debugging

When a severity level is configured, the switch will only log messages that have a
severity equal or greater than the configured value. For example, when setting a
severity level of 4, the switch will log messages that have a severity of 0, 1, 2, 3, or
4. Messages with a severity level of 5, 6, or 7 are not logged.

Each software component (such as OSPF or Telnet) or facility on the switch can be
configured with a different severity level. While message logging for a component
cannot be disabled, the severity level can be set to emergency (0), logging only the
most severe messages for the specified component.
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To configure the severity level of a facility, use the following command:

Switch(config)# logging level <facility> <0-7 (severity level)>

You can configure the severity level of all facilities by using the following
command:

Switch(config)# logging level all <0-7 (severity level)>

Note: Each facility has its own default syslog severity level, which is usually
different among facilities.

To view the severity level of a facility, use the following command:

‘ Switch(config)# display logging level <facility> ‘

To reset the severity level to its default value, use the following command:

‘ Switch(config)# [no] logging level <facility> ‘

For more details on syslog severity level commands, consult the Lenovo Network
Command Reference for Lenovo Cloud Network Operating System 10.6.

Syslog Time Stamping

82

Each syslog message is generated with a timestamp that specifies the moment in
time when the event of the message occurred.

The timestamp of a syslog message has the following syntax:

<year>-<month>-<day>-T<hour>: <minutes>: <seconds>+<timezone>

Note: The angle brackets (< and >) are not present in the timestamp syntax, but
they are used here to differentiate the individual components of the message.
For example: 2015-08-01T18:39:59+00:00

By default, syslog uses seconds as its base unit for timestamps. System logging can
be configured to add fractions of a second (milliseconds or microseconds) to the
timestamp of a message. To achieve this, use the following command:

‘ Switch(config)# logging timestamp {microseconds|milliseconds]|seconds} ‘

To reset syslog to use seconds in timestamps, use the following command:

‘ Switch(config)# no logging timestamp {microseconds|milliseconds|seconds} ‘
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Syslog Rate Limit

By default, the switch has a limit of how many messages it can log during a specific
time interval. Any messages received above the maximum limit are not logged.

For system messages, the default rate limit is 512 messages every 5 seconds.

For every severity level, the default rate limit is 1024 messages every 10 seconds.
Regardless of the software component that generated them, only 1024 messages
with a certain severity can be logged during 10 seconds.

For every software component, the default rate limit is 512 messages every 10
seconds.

To configure the rate limit of a specific type of syslog message, use the following
command:

Switch(config)# logging rate-limit num {<1-4096 (number of messages)>|default}
interval {<1-600 (seconds)>|default} {facility <facility>|level <O-7 (severity level)>|
| system}

To display the current syslog rate limit configuration, use the following command:

Switch(config)# display logging rate-limit

To disable syslog rate limiting, use the following command:

Switch(config)# no logging rate-limit {facility <facility>]|level <0-7 (severity
level)>| system}

For more details on syslog rate limit commands, consult the Lenovo Network
Command Reference for Lenovo Cloud Network Operating System 10.6.

Syslog User Action Logging

You can configure whether user actions are logged to the console or to terminals.

To enable or disable user action logging on the console or on terminals, use the
following command:

‘ Switch(config)# [no] event-log (console | terminal) enable

Syslog Servers

You can configure the logging of messages to a remote dedicated syslog server.
This can be statically configured, or dynamically learned via the Dynamic Host
Configuration Protocol (DHCP).

By default, the logging of messages to a dedicated syslog server is disabled.

To add a static remote syslog server, use the following command:

Switch(config)# logging server <IP address> [<0-7 (severitylevel)>] [vrf {data]
|management}] [facility <facility>]
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To remove a static remote syslog server, use the following command:

Switch(config)# no logging server <IP address> [vrf {data||management}]

The severity level of a static syslog server can be configured by specifying its value
when running the above command. If the severity level is not explicitly configured,
the default value, debug (7), is used.

Static syslog servers take precedence over dynamically learned ones. If a syslog
server is added using DHCP and then a static server is configured on the switch,
the dynamic entry may be removed if one of the following conditions is met:

o the static server being added has the same IP address as the currently
configured dynamic server

e the maximum number of servers allowed for a given type of IP addressing or
address family (IPv4 or IPv6) has been reached

If a syslog server is already statically configured on the switch, it will not be
dynamically added to the list.

Each Virtual Routing and Forwarding (VRF) instance on the switch has a limit on
the number of configured syslog servers (static or dynamic). The limit is three
servers for each type of IP address family, meaning that the switch can have up to
three configured IPv4 syslog servers and up to three configured IPv6 syslog
servers on each VRF instance.

Note: Only DHCPv4 can be configured to request syslog server addresses from a
DHCP server. Thus, only IPv4 syslog servers can be dynamically learned. IPv6
syslog servers can only be added statically.

The dynamic learning of syslog servers can be achieved only on individual switch
interfaces. For more details, see “DHCPv4 Syslog Server (Option 7)” on page 56.

Note: The severity level of dynamic syslog servers is debug (7).

As soon as a valid static or dynamic syslog server address is known by the switch,
it will immediately start forwarding syslog messages to the remote server.

Console Logging Flood Control

Syslog flooding occurs when one or more software components fail to function
correctly and start to continuously generate a large number of syslog messages
over a long time interval. Depending on the switch configuration, such syslog
messages can be sent to devices connected through console or virtual teletype
(VTY) sessions (Telnet, SSH).

Note: By default, the switch sends syslog messages to devices connected through a
terminal connection (console, Telnet, or SSH).

Because terminal connections have a limited number of lines that can be displayed
on the screen during a session, syslog flooding can cause the loss of control of the
switch. The syslog messages appear on the screen faster than commands can be
issued and processed correctly by the switch.
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In the case where other connection options (for example SNMP or Python
scripting) are not available, to regain control over the switch you must power
down the device by disconnecting it from the power source. Syslog flooding can
also happen during the switch startup process, before the configuration can be
modified or other connection option can be set up.

Console Logging Flood Control enables you to regain control over the terminal
during syslog flooding. During a storm of syslog messages press <Ctrl + C> three
times during a three second time interval. A confirmation message is displayed
indicating that syslog messages will not be sent to the console. The message will
also inform you that the sending of syslog messages to the console cannot be
re-enabled for the following 60 seconds. After this one minute time period has
expired, the sending of syslog messages to the console can be re-enabled by
pressing <Ctrl + C> three times during a three second time interval.

From the moment the confirmation message is displayed, you can access the
switch and resolve the problem by correcting the configuration issue. For example,
disabling the logging of messages to the console, modifying the severity level of
the software component that generated the syslog flood, or modify the
configuration of that application.

Duplicate Syslog Message Suppression

Duplicate Syslog Message Suppression prevents the switch from logging more
than one copy of a repetitive syslog message. When a sequence of identical syslog
messages is detected, the first message is logged and its timestamp is recorded. The
following repetitive syslog messages are suppressed for a certain time interval and
they are not logged by the switch.

The first occurrence of the repetitive syslog message is always logged at the
moment it happens. The following duplicate messages are suppressed during
three different time intervals (suppression intervals). After a suppression interval,
a summary message is displayed informing about the number of times the syslog
message repeated.

Initially, duplicate messages are suppressed for 30 seconds after the first
occurrence. If this time interval expires and the syslog message still repeats, it will
be suppressed for another 120 seconds (2 minutes). The third time, the suppression
interval is increased to 600 seconds (10 minutes). At the end of each suppression
interval, the next duplicate syslog message will trigger the summary message. The
expiration of a suppression interval does not generate the summary message. If the
time interval expires and no duplicate syslog messages are logged, the summary
message can be delayed well beyond the suppression interval.

By default, duplicate syslog message suppression is disabled on the switch. To
enable or disable it, use the following command:

Switch(config)# [no] logging throttle
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The following is an example of duplicate syslog message suppression and the
summary message after the first suppression interval:

2016-07-2T7:39:10+00:00 switch(data) %TELNET-3-ERR_CONNECT: Failed to
obtain a VTY for a session: ''tty-server' detected the 'resource not
available' condition' There are no TTYs available

2016-07-2T7:39:45+00:00 switch(data) %TELNET-3-ERR_CONNECT: last message
repeated 2 times

The suppression of duplicate syslog messages is interrupted if a new syslog
message is detected. The new syslog message is logged immediately, thus
canceling the current suppression interval. Other syslog messages from the
previous sequence are considered as new and the suppression process starts over.

Core Dump Information

86

When a core dump occurs, a core dump file is created, and the following notice is
added to the system banner after login:

+ NOTE: Core dump files exist in FLASH.

+ Use 'display cores' to see a list of all existing core dumps.
+ Use 'system cores tftp://server[:port][/path] vrf management'
+ to upload the core dumps for analysis.

+ Use 'remove cores' to erase the dumps from FLASH.

+ + o+ + o+
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Idle Disconnect

By default, the switch will disconnect your Telnet session after 10 minutes of
inactivity. This function is controlled by the idle timeout parameter, which can be
set from 0 to 35791 minutes, where 0 means the session will never timeout.

Use the following command to set the idle timeout value:

Switch# terminal session-timeout <0-35791>

Note: This command only applies to the current terminal session.
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Python Scripting

You can create and execute local Python scripts on switches to make small
programs that allow a switch to automatically provision itself, perform fault
monitoring, upgrade the image files, or auto-generate configuration files. You can
use local scripts as a key part of your auto-provisioning solutions. You can also
manage scripts on the switch.

You can implement version control systems, automatically generate alerts, create
custom logging tools, and automate the management of network devices. Using
Python scripts, you can perform many functions that can be performed through
the CLI. In addition to configuration, you can notify users by sending e-mails or
updating the syslog.

To enter the Python Programming Shell, use the following command:

Switch# python

>>>

To exit the Python Programming Shell, use the following command:

>>> quit()

Switch#

Note: You can also press <Ctrl + D> to exit the Python Programming Shell.

See the Lenovo Network Python Programming Guide for Lenovo Cloud Network
Operating System 10.6 for details on how to create and execute Python scripts.
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REST APl Programming
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The Lenovo REpresentational State Transfer (REST) Application Program Interface
(API) enables you to remotely configure and manage a Lenovo switch using REST
and HyperText Transfer Protocol (HTTP).

The REST APl is a JavaScript Object Notation-based (JSON) wrapper around
Lenovo’s Python Programming interface. It is a component of Configuration,
Management, and Reporting (CMR) on CNOS.

To enable and disable REST API on the switch, use the following command:

Switch(config)# [no] feature restApi

The default settings for REST API is enabled. HTTPS is also enabled by default.

To view the current state of REST API, use the following command:

Switch> display restApi server

rest server enabled port: 443
restApi pki rest_mgmt vrf management
restApi pki rest_default vrf default

See the Lenovo REST API Programming Guide for Lenovo Cloud Network Operating
System 10.6 for details on how to use the Lenovo REST APL
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Chapter 3. System License Keys
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License keys determine the number of available features on the switch. Each switch
comes with a basic license that provides the use of a limited number of functions.
On top of the basic license, optional upgrade licenses can be installed to expand the
number of available features.

License keys will be installed only once per feature on a specific switch, regardless
of the Lenovo Network OS used. When a new Lenovo NOS is installed on the
switch, the license keys will need to be reinstalled.

The switch supports dual boot, meaning it can run both Lenovo Enterprise
Network OS (ENOS) and Lenovo Cloud Network Operating System (CNOS).
When you install a license key using CNOS it will be also available in ENOS and
vice-versa.

This section discusses the following topics:
e “Obtaining License Keys” on page 92
e “Installing License Keys” on page 93
e “Uninstalling License Keys” on page 94
e “Transferring License Keys” on page 95

e “ONIE License Key” on page 96
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Obtaining License Keys

92

License keys or activation keys can be acquired using the Lenovo System x Features
on Demand (FoD) website:

https://fod.lenovo.com/lkms/angular/app/pages/index.htm#/welcome

You can also use the website to review and manage licenses, and to obtain
additional help if required.

Note: If you have a Lenovo ID, you can register at the website.

License keys are provided as files that must be uploaded to the switch. To acquire
an activation key, use the FoD website to obtain an Authorization Code. You will
need to provide the unique ID (UID) of the specific switch where the key will be
installed. The UID is the last 12 characters of the switch serial number. This serial
number is located on the Part Number (PN) label and is also displayed during
successful login to the device.

You can view the UID of a switch using the following command:

Switch> display license host-id

System serial number: Y052MV4CR0O26

When available, download the activation key file from the FoD site.
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Installing License Keys
Once an FoD license key file have been acquired, it must be installed on the switch.
To install activation keys using the switch CLI:
1. Log into the switch.

2. Enter Global Configuration command mode:

Switch> enable
Switch# configure device
Switch(config)#

3. Install the license key by copying it from a remote server or a USB device:

e Remote FTP, SCP, SFTP, or TFTP server:

Switch(config)# license install {ftp|scp|sftp|tftp} <server address and file
path> vrf management

For example, using a TFTP server:

Switch(config)# license install tftp
tftp://10.120.33.12/fod-keys/fodEE3 vrf management

e USB device:

| Switch(config)# license install usb1l <file path>

For example:

| Switch(config)# license install usbl fod-keys/fodEE3

4. If using a USB device, dismount it:

‘ Switch(config)# system eject-ush

Note: Repeat this step when installing multiple license keys.
The license key has now been successfully installed on the switch.

5. To view installed license keys, use the following command:

Switch> display license brief
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Uninstalling License Keys

If you wish to remove or disable a feature that is available only through the use of
a license key, you can achieve this by using the following command:

‘ Switch(config)# no license install <license file>

For example:

‘ Switch(config)# no license install fodEE3

Note: When removing the ONIE license key from the switch, the ONIE software
image is also removed.
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Transferring License Keys
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Licenses keys are based on the unique switch device serial number and are
non-transferable.

In the event that the switch must be replaced, a new activation key must be
acquired and installed. When the replacement is handled through IBM Service and
Support, your original license will be transferred to the serial number of the
replacement unit and you will be provided with a new license key.
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ONIE License Key
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The Open Network Install Environment (ONIE) is a small Linux-based operating
system that provides an open install environment for networking devices without
operating systems.

ONIE is pre-installed on the NE10032 and the NE2572 switches; it is not
pre-installed on other switches, and it can be activated only using an FoD license
key. The process of obtaining and installing an activation key is described in
“Obtaining License Keys” on page 92.

After you have successfully installed the appropriate FoD license key, you will be
able to install ONIE on the switch. For more details on ONIE and how to install
and use it, see the Lenovo ONIE Quick Start Guide.

Note: ONIE is not supported on the G8332.
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Chapter 4. Switch Software Management
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The switch software image is the executable code running on the device. A version
of the image comes pre-installed on the device. As new versions of the image are
released, you can upgrade the software running on your switch. To get the latest
version of software supported for your switch, go to the following website:

http://support.lenovo.com

To determine the software version currently used on the switch, use the following
switch command in Privileged EXEC mode:

Switch# display boot

Current FLASH software:
active image: version 10.6.2.0, downloaded 02:05:34 UTC Sun May 15 2016
standby image: empty
Uboot: version 10.6.2.0, downloaded 02:05:36 UTC Sun May 15 2016
ONIE: empty
Currently set to boot software active image
Currently scheduled reboot time: none
Current port mode: default mode

The typical upgrade process for the software image consists of the following steps:

. Load a new software image and boot image onto an FTP, SFTP, SCP, or TFTP server

on your network.

. Transfer the new images to your switch.

. Specify the new software image as the one which will be loaded into switch

memory the next time a switch reload occurs.

. Reload the switch.

For instructions on the typical upgrade process using the CNOS ISCLI, see
“Installing New Software to Your Switch” on page 98.

A

CAUTION:

Although the typical upgrade process is all that is necessary in most cases,
upgrading from (or reverting to) some versions of Lenovo Cloud Network
Operating System requires special steps prior to or after the software installation
process. Please be sure to follow all applicable instructions in the release notes
document for the specific software release to ensure that your switch continues to
operate as expected after installing new software.
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Installing New Software to Your Switch

The switch can store up to two different CNOS images (called active and
standby) and a special boot software named U-boot. U-Boot is an open source,
primary boot loader used to package the instructions needed to boot the switch
operating system kernel.

When you install a new CNOS image, it will be placed in the standby image on the
switch. When you reload the switch using the standby image, it is swapped with
the active image. After the switch reloads, the current active image will become the
new standby image, and the current standby image will become the new active
image.

Note: U-boot is included in the CNOS image.

To load a new software image to your switch, you will need the following:

® The new software image loaded on a FTP, SCP, SFTP or TFTP server on your
network.

o The IP address of the FTP, SCP, SFTP, or TFTP server.

e The name of the new system image or ONIE image.

Note: Before installing an ONIE image on the switch, you need to install the
appropriate license key. For more details, see “System License Keys” on page 91.

When the software requirements are met, use the following procedures to
download the new software to your switch using the ISCLI.

Installing System Images from a Remote Server
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1. In Privileged EXEC mode, enter the following command:

Switch# cp {ftp|scp|sftp|tftp} <serveraddress and file path> system-image os vrf
management

For example, using the TFTP protocol:

Switch# cp tftp tftp://10.120.33.12/nos-images/G8xxx-CNOS-10.6.2.0.imgs
system-image os vrf management

The exact form of the server address and the file path of the CNOS image will vary
by server. However, the file location is normally relative to the FTP, SCP, SFTP, or
TFTP directory (for example, tftpboot).

Note: If you use the parameter all instead of 0s you will also install the U-boot
file included in the CNOS image. You will also get updates and fixes made to the
boot and OS images, as well as error messages you can ignore.

. If required by the FTP, SCP, or SFTP server, enter the appropriate username and

password.

3. You will 